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Abstract: The next-generation cellular systems, including fifth-generation cellular systems (5G),
are empowered with the recent advances in artificial intelligence (AI) and other recent paradigms.
The internet of things (IoT) and the tactile internet are paradigms that can be empowered with AI
solutions and integrated with 5G systems to deliver novel services that impact the future. Machine
learning technologies (ML) can understand examples of nonlinearity from the environment and are
suitable for network traffic prediction. Network traffic prediction is one of the most active research
areas that integrates AI with information networks. Traffic prediction is an integral approach to
ensure security, reliability, and quality of service (QoS) requirements. Nowadays, it can be used
in various applications, such as network monitoring, resource management, congestion control,
network bandwidth allocation, network intrusion detection, etc. This paper performs time series
prediction for IoT and tactile internet delays, using the k-step-ahead prediction approach with
nonlinear autoregressive with external input (NARX)-enabled recurrent neural network (RNN). The
ML was trained with four different training functions: Bayesian regularization backpropagation
(Trainbr), Levenberg–Marquardt backpropagation (Trainlm), conjugate gradient backpropagation
with Fletcher–Reeves updates (Traincgf), and the resilient backpropagation algorithm (Trainrp). The
accuracy of the predicted delay was measured using three functions based on ML: mean square error
(MSE), root mean square error (RMSE), and mean absolute percentage error (MAPE).

Keywords: 5G; IoT; tactile internet; machine learning; AI; traffic prediction

1. Introduction

Artificial intelligence (AI) is emerging as a critical ingredient needed to understand
multiple datasets collected and make them commercially valuable. AI can support data
analysis from the internet of things (IoT), where the system can perform tasks or improve
intelligent information. Moreover, AI in IoT devices can identify data, adopt decisions, and
operate on that information without user intervention [1].

Machine learning (ML) is the method that deals with developing algorithms that can
learn from information and make predictions. Moreover, modern central processing unit
(CPU) technology enables an effective implementation of AI algorithms. However, the traf-
fic volume is increasing, and the heterogeneity of traffic is increasing. IoT and ultra-reliable,
low-latency communications bring a variety of demands that require greater efficiency
in quality of service (QoS)-related decisions, as current QoS technologies cannot achieve
the desired level. Most provisions are necessary to predict load and delay for specific
facilities, considering geographic location and dynamics, such as subscriber movement
and incredible speeds. Operators also need an overall system that allows for predictions
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of infrastructure evaluation, considering the adoption rate of new technologies that will
enable new online services and the associated expected changes in people’s lifestyles [2].

AI has a crucial role in fifth-generation (5G) networks, such as the IoT and the tactile
internet, because it can quickly extract insights from data. ML can automatically dis-
cover models and anomalies in information produced from sensors and smart devices.
AI technologies extend ML strategies applied to smart IoT devices to make complex de-
cisions based on recognition patterns, self-learning, self-healing, context awareness, and
autonomous decision-making. These include and influence future applications of dual
digital models and continuous learning that play a role in autonomous vehicle applications,
IoT, and predictive maintenance [3,4].

AI is widely applied in wireless network use cases, such as handling and recognizing
information and data streams [5,6]. It can also predict and process historical data series
and geographical and positional information in real time, essential in almost all technology
areas. It affects the applications, evaluation tools, computational level, data processing
methods, and interface control capabilities in virtually all areas of information technology
(IT). 5G will increase the speed and combination of other technologies, while AI will enable
machines and systems to work intelligently like humans. In summary, 5G will accelerate
services in the cloud while rapidly analyzing and learning from the same data.

Wireless communication is a driving force in promoting economic, technical, social,
security, and study conditions. It also supports the growth factor to meet the demands of
the new generation. Researchers are constantly striving to develop new wireless commu-
nication technologies and mechanisms to facilitate human life, such as the advancement
of IoT, 5G, transport networks, tactile internet, etc. Thanks to the advances in computing
capabilities and ML techniques such as deep learning (DL), AI performs well in various ap-
plications, such as security, networking data processing, etc. Undoubtedly, AI reduces user
interference and provides reliable results irrespective of the application domain. Therefore,
the advancement of AI can also offer innovation and novelty to 5G networks to manage the
network efficiently. With additional AI and automation layers that provide zero-touch and
end-to-end, 5G will provide excellent revenue growth opportunities. Nowadays, many
researchers are interested in integrating AI and wireless communication, which is reflected
in the standardization schemes [7,8].

The growth of IoT requires the installation of various applications with complex
operational requirements. Delays are one of the most critical measures for IoT, especially
in network traffic prediction and healthcare monitoring, where urgent situations need to
be managed. In IoT applications, intelligent processing and big data analytics are the main
drivers for development. Data science with the IoT is mainly used in various fields where
volume, speed, and pattern recognition are concerned. Due to predictive ML analysis,
the software can predict both desired and undesired incoming events. Therefore, the
ML system detects abnormal behavior and helps to understand and establish long-term
trends, which requires continuous correction and monitoring to achieve effectiveness and
efficiency in data analysis [9,10].

There is an apparent convergence between IoT and AI. IoT can connect objects and
devices to use the data generated by these devices, while AI can model the intelligent
behavior of all types of devices. Since IoT systems generate substantial data sets, AI helps
process these datasets and understand the information. However, traditional methods for
structured data, analytics, and definition processes cannot effectively manage the massive
data flowing in real time from IoT devices. There is a high degree of convergence between
IoT and AI. IoT can connect the devices, the data generated by those devices, and AI
to model the intelligent behavior of all types of devices. Since IoT devices will produce
an enormous amount of information, AI will process and understand the information.
However, with traditional approaches to structuring information, analytics, and specific
processes, you will not efficiently manage all the information about the entities that make
up the IoT in real time. AI-based analysis and response can be used to extract the optimal
value of the information, if any. The proliferation of ML and IoT algorithms can significantly
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improve the application infrastructure. Using ML can improve the management of the
network to avoid congestion, optimize the allocation of resources, and examine the essential
information to adopt decisions or offloading. ML methods, including artificial neural
network (ANN)-based approaches, can effectively store and process large amounts of
data [1].

Network information prediction is among the best active domains that combine AI
studies for information networks. Nowadays, it can be used in various applications and
is attracting more attention from many researchers. Information prediction is an effective
way to ensure the security, reliability, and connectivity of selected networks. Many network
traffic prediction methods have been proposed and tested, including internet-based data
extraction methods. Many interesting network prediction strategies have been developed
to achieve powerful results [7–21]. Figure 1 illustrates an example of IoT traffic data
prediction using ML techniques.
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Figure 1. Machine learning for IoT traffic prediction.

Predicting historical information refers to predicting the following values of the system
from previous and current information. Typically, predefined computational modeling
(or hybrid modeling) is used to achieve the expected data. A recurrent neural network
(RNN) essentially has a memory that can predict time-dependent targets. RNNs can store
the previously sensed state of the inputs to determine the future time step. Recently, many
variations were introduced to adapt recurrent networks to a variety of domains. Nonlinear
autoregressive with external input (NARX) is a powerful RNN used to solve the problem
with nonlinear historical information. The widely used NARX model provides promising
results for time series problems based on lagged input and output variables and prediction
errors, as discussed in these studies. Unlike the conventional RNN, the NARX network
provides optimal prediction performance for almost any nonlinear function with little
or no computational losses. The NARX model [8–10,20,22,23] has been used for various
applications in previous studies.

There are several uses for the NARX network, which can be used for predicting future
information. It can be used for nonlinear cleanup operations, where the desired result is
noise-free input information. The use of the NARX network brings several essential fea-
tures, namely, the representation of dynamic systems. ANN contains a feedback and delay
mechanism that allows information to flow between the neurons of the different layers.
Feedback is a way of storing a temporary memory that allows the network to retrieve old
data. While delay provides direct sets of past data for the current period, response methods
perform processing (filtering) of past data [8–10]. Accurate network traffic prediction
enables efficient resource management that ensures appropriate QoS measures. Traffic
prediction can be used for various applications, such as network monitoring, resource
management, congestion control, network bandwidth allocation, network intrusion detec-
tion (e.g., anomaly detection), etc. With the evaluation of 5G networks, the traffic volume
and network complexity have increased. Many network traffic prediction algorithms have
been proposed, such as autoregressive integrated moving average (ARIMA), k-nearest
neighbors (KNN), random forest, support vector machine (SVM), linear regression, etc.
However, when we have a large amount of contaminated data, these methods do not seem
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to work [24,25]. Therefore, we use a k-step prediction approach with NARX-RNN for
accurate network traffic prediction in this work.

The motivations behind this study include the following:

1. Optimize the QoS requirements and network monitoring to manage resources and
ensure security.

2. The NARX-RNN technique predicts time series data, remembers the historical data,
and accurately estimates future time series data. It also has the advantage over other
time series prediction approaches in that it serves to maximize the accuracy of the
learning method over the training iterations. As more data are added to the model,
the model becomes smarter and can better predict network traffic, which is significant
for actual traffic information forecasting.

3. There is insufficient knowledge about the delays in IoT communication parameters.
4. There is a lack of accurate ML analysis to achieve reasonable prediction accuracy.
5. The challenging problems in optimizing QoS measures are computationally complex.
6. Monitor network availability and activity to detect security and operational issues.

Due to the limitations of the available solutions, this work focuses on forecasting
delays in IoT and tactile internet networks. Several application domains are delay aware
and necessary (e.g., healthcare, security, and medical emergency). In these applications, e.g.,
intensive remote patient monitoring, a momentous case must be revealed to a healthcare
agency within a specific period to determine appropriate steps. Moreover, this might
lead to different amounts of information relying on the number and type of observations
performed. To perform predictive modeling of delay, we use an ML-based technique, such
as the NARX-RNN model with a k-step prediction approach.

The key contributions of the proposed work are summarized as follows:

• We proposed a k-step-ahead time series prediction approach with a NARX-enabled
RNN for delay prediction in IoT and tactile internet.

• The ML model was trained using four ML algorithms: Bayesian regularization back-
propagation (Trainbr), Levenberg–Marquardt backpropagation (Trainlm), conjugate
gradient backpropagation with Fletcher–Reeves updates (Traincgf), and resilient back-
propagation algorithm (Trainrp).

• The prediction accuracy was measured using three ML-based functions: mean square
error (MSE) loss function, root mean square error (RMSE), and mean absolute percent-
age error (MAPE).

• The above training algorithms were compared depending on the proposed time series
prediction approach using RMSE and MAPE.

• Finally, the results of the simulation-based tests demonstrate that:

o The model trained with the Trainbr training algorithm outperforms its com-
petitors and is the best predictive model in both 1-step prediction and 15-step
prediction.

o Moreover, the model trained with the algorithm Traingf outperforms its com-
petitors for the 10-step prediction case.

o On the other hand, the model trained with the algorithm Trainrp has poor
prediction accuracy, compared to its competitors.

The outline of the article is structured accordingly: the related literature review is
presented in Section 2; machine learning for time series prediction is presented in Section 3;
the problem formulation and system model are presented in Section 4; the performance
evaluation is presented in Section 5; the simulation results are shown in Section 6; and the
conclusions and directions for future work are presented in Section 7.

2. Literature Review

Recently, several researchers have focused on the time series prediction of wireless
network traffic using ML methods and in 5G technology. This paper aims to predict a
delay in IoT and tactile internet traffic using the ML approach, especially the k-step ahead
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prediction approach using NARX-enabled RNN. Therefore, in this section, we introduce
the previous works that relate to our field of study.

The author of [9] presented a method for time series prediction for IoT data streams
with multi-step prediction (MSP), using NARX-RNN. He calculated the prediction perfor-
mance using different loss functions, such as MSE, sum squared error (SSE), Mean absolute
error (MAE), and MAPE. IoT delay prediction was also performed using a deep neural
network (DNN): a multiparameter method in [13]. In [8], traffic prediction was performed
using a NARX-enabled RNN based on a software-defined networking (SDN) infrastructure.
The ANN training algorithms were trained using three ANN training algorithms: Trainlm,
Traincgf, and Traincgp. The prediction accuracy, the MAPE, was measured. ML-based low
latency bandwidth prediction was performed for H2M networks [14].

Ali R. Abdellah et al. [10] performed IoT delay prediction using the ML method based
on the NARX recurrent neural network. The author proposed two methods for time series
prediction: MSP and single-step prediction (SSP). The model ANN was trained with three
ANN training algorithms: Traincgf, Trainlm, and Trainrp. The prediction performance was
measured using RMSE and MAPE. The packet transmission delay prediction in an ad hoc
network was analyzed using ANN [15]. White et al. [16] studied QoS prediction in IoT
systems regarding transmission time and traffic capacity. In [17], the short-term prediction
was discussed using different ANN methods. Research directions for further applications
of ANN-based techniques were also proposed. The evaluation of a graph structure DL was
studied for network traffic flow prediction with superior performance [18]. In research [19],
the multilayer neural network (MLNN) was proposed for speed prediction by integrating
the convolutional neural network (CNN) and gated recurrent units (GRU) to estimate the
predicted speed performance with the network performance.

Haviluddin et al. [22] studied the performance of time series modeling with the NARX
network for network traffic prediction. Khedkar et al. [26] studied the problem of pre-
dicting IoT traffic using ML, DL, and statistical time series-based prediction technologies,
including long short-term memory (LSTM), ARIMA, Vector autoregressive moving-average
(VARMA), and feedforward neural networks (FFN). Li Run et al. [27] predicted subway
traffic based on ARIMA and the gray prediction model, but this model has the drawback of
being unable to capture rapid changes in traffic data. Alsolami et al. [28] gave an overview
of techniques for traffic forecasting and examined the limitations of each technique. Addi-
tionally, they provided an overview of the different types of raw traffic data. Finally, they
described a hybrid approach for traffic forecasting. The hybrid system is based on ARIMA
and SVM techniques.

3. Machine Learning for Time Series Prediction

Predicting historical time sequences is an essential aspect of ML; it belongs to super-
vised learning approaches and is widely used in data science, applied in various domains.
Several ML techniques, including regression, ANN, KNN, SVM, random forest, and XG-
Boost, can be used to predict time series. ML-based forecasting models have found wide
application in time series projects required by various organizations to facilitate predictive
allocation of time and resources.

ANN can help historical series prediction by eliminating the instantaneous need
for extensive feature technology processes, data scaling procedures, and the need for
stationarity and differentiation of historical series data. RNN is suitable for supervised
learning tasks when data are available in a temporal sequence. It can remember the
historical information to estimate future time-series data. The RNN algorithm is trained
based on the previous data of the historical series into the input level. The network’s
connectivity is adapted depending on the difference between the actual and expected
outputs over the network. Before configuring the network, the operator must determine
the network hidden layers to size and the training termination process.

In prediction, the past information is used to predict what will follow, and the fol-
lowing information is predicted, relying on what happened. The temporal sequence adds
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a temporal dependency between historical information. This dependency is under limi-
tations and is structured to provide an additional source of information. Historical time
sequence prediction is a method of predicting information about a historical series. It ex-
pects the following information by analyzing the past information if the future information
is similar to the historical information. It can be applied in several use cases, such as re-
source allocation, network traffic, weather forecasting, control engineering, statistics, signal
processing, and business planning. These are just a few of the many possible applications
for time series forecasting.

In real-world time series—i.e., forecasting weather, air quality, and network traffic
flow are scenarios based on IoT devices, such as detectors—abnormal time form, missing
data, high noise, and complicated correlations are multivariate and current limitations of
classical prediction techniques. Such methods usually depend on noise-free and perfect
information for good performance: missing data, outliers, and other erroneous features
are generally not supported. Time series prediction starts with a historical time sequence,
and experts investigate the historical information and temporal decomposition models,
such as tendencies, seasonal models, periodic models, and symmetry. Various sectors, such
as commerce, utilize historical time sequences prediction to assess potential technological
complexity and customer needs. Temporal series data models can have many variations
and perform various random processes [7–21].

3.1. NARX Neural Network

NARX represents a nonlinear autoregressive network with external inputs. NARX
are dynamical RNN, have return paths surrounding various network connections. NARX
networks are based on the auto-regressive with exogenous input (ARX) time series models,
commonly used for time series operations, and are considered a nonlinear form of the ARX
model. NARX models can simulate various nonlinear dynamic methods; they have been
used for multiple problems, including time series simulation. The NARX network uses
prior measures of the existing historical time series to make predictions and the previous
values of other inputs to make predictions for the target series. NARX is a robust tool
suitable for nonlinear modeling systems. Moreover, NARX learns more efficiently than
other neural network time series, using a gradient descent learning algorithm. NARX
networks have been successfully used in many applications to predict future values of the
input signal.

NARX networks perform better on predictions, where the desired output depends
on inputs that exist at absolutely past the time points. NARX is also used as a nonlinear
filter whose training data are trained with a noiseless form of input information. When
applied to the historical time sequences [20], potential values for the time sequence y(n + 1)
are predicted from past values for that historical time sequence and the final measure for
the historical time sequence u(n). The model is mathematically represented as follows:

y(n + 1) = f
(
y(n), y(n− 1), . . . .y

(
n− dy

)
, u(n), u(n− 1), . . . .u(n− du)

)
+ e(n) (1)

In the compact form, we can rewrite Equation (1) as follows.

y(n + 1) = f[y(n); u(n)] (2)

Here, y(n) ∈ R and u(n) ∈ R define the input and output parameters of the network at
the time (n), respectively. Moreover, y(n) and y(n + 1) are the desired and predicted output
elements, respectively. Accordingly, dy and du are the time delays of the output and input
variables, respectively (z−1 = time delay unit), and e(n) is the model error between the
desired and predicted output [22,23,29,30].

Figure 2 illustrates NARX neural network architecture [22,23,30].
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3.2. K-Step-Ahead Prediction

The primary purpose of modeling is to predict the subsequent output values using
the previous and current values of the estimation unit. This unit was first determined
using test information, matching several models to the dataset based on historical values,
from which the optimal one was selected. Then, a new dataset was used in the unit,
and the forecasting performances were compared. It was analyzed how the model can
adapt to the output pattern. In this study, many prediction models were compared, k-step-
ahead prediction (one-step, . . . , k-steps), using four different training algorithms—Trainlm,
Traincgf, Trainbr, and Trainrp—to investigate which is the optimal performance generated
based on these algorithms.

In general, time series forecasting determines the prediction of the observed data for
the following time step. This is known as one-step prediction, open-loop, or SSP, as only a
single time step can be predicted. One-step (n + 1) prediction is performed by passing the
present and previous data points (n, n − 1, . . . , n − k). In this method, the current model
is always replaced by updated input values. That is, the model is permanently changed
depending on the adjusted parameter values. For multi-step predictions, the same model
is used repeatedly to predict all output values.

In the simplest case, one-step prediction models have the following form:

y(n + 1) = f (y(n),y(n−1),u(n),u(n − 1) . . . .(n − k)) (3)

where y(n + 1) is the predicted output; y(n) and u(n) are the observation of the target
and exogenous inputs, respectively; n is the time step; k is the number of inputs (k-step
prediction); and f (.) is the prediction function learned by the model.

In multi-step or k-step prediction, the same model is used repeatedly to predict all
output values. The following equation can describe the prediction model in this method:

y(n + k) = f (y(n), y(n − 1) . . . ,y(n − ky) u(n),x(n − 1) . . . , u(n − kx) (4)

where y(n + k) is the predicted output, kx is the number of input delays (unit delay), and ky
is the number of output delays.

The multi-step-ahead method predicts the following values of a historical time se-
quence step by step. First, u(n + 1) is expected based on the previous x-values, u(n + 1 − x)
. . . , u(n − 1), then u(n + 2) is predicted depending on the past x-values that contain the
expected value for u(n + 1). The process repeats until the final value, u(n + k), is measured.

There are some tasks involving time series where multiple time steps must also be
predicted. In contrast to SSP, these are called MSP or multi-step time series prediction
problems. MSP is an exciting forecasting method that uses an autoregressive model to form
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a closed loop in the forecast. It is a forecasting method that predicts potential measures
in the historical time series based on past values. The multi-step forecasting technique
applies a stepwise forecasting model that uses the expected measures in the actual period
to determine their values in the following step. Many temporal series problems involve
predicting successive potential values, using only the previous values, such as multi-step
time sequence prediction, which predicts the historical time sequence for many problems,
such as wireless network traffic, energy consumed, etc. Aware of the series of subsequent
values, we can extract fascinating features of the historical time sequence, such as expected
bandwidth, delay, throughput, energy consumption, uncertainties, attack time, and higher
or lower measures with unusual frequency. In particular, predicting the historical time
sequence in multiple steps allows us to predict the cropping season for next year, the delay
in a wireless network for the next hour, low and high weather temperatures for the coming
months, etc. A standard method to solve these problems is to build a specific model from
the past values of the time sequence and then apply it gradually to predict their following
values. This method is called multi-step prediction. Since it uses the expected information
from the previous one, it can be experimentally demonstrated that multi-step prediction
is prone to rounding errors, i.e., errors made in the previous one are carried over to the
following prediction [8–10,21,31].

4. Problem Formulation and System Model

Recently, various ML algorithms were used for network traffic prediction, such as
random forest [32], ARIMA [33], LSTM [7,11,12], etc. In this work, the NARX-RNN was
proposed for IoT delay prediction as proven in many applications. Moreover, we used the
k-step ahead prediction approach with NARX neural network for IoT traffic prediction.

First, we built the IoT system to generate the dataset; we also modeled the IoT system
using the AnyLogic simulator. Second, after collecting, analyzing, and processing the
dataset, we used it as input to ANN for the prediction process. After loading the dataset as
input for the network, the dataset was divided into two subsets in the columns Input (I)
and Output (O) and then split into training, testing, and validation subsets accordingly.
The normalization of the input data must be in the interval [−1, 1] compatible with the
actual maximum or minimum values.

The model ML was trained with four different training algorithms: Trainbr, Trainlm,
Traincgf, and Trainrp. In addition, the prediction accuracy was measured using ML-based
functions: MSE, RMSE, and MAPE.

4.1. IoT System Modeling

This section introduces the IoT model used to produce the dataset for the ML training.
We built the IoT system, using the AnyLogic simulator [9,10].

Figure 3 depicts the structure of an IoT system for creating traffic data and modeling a
set of IoT tools. The model contains an IoT traffic system that models the process of an IoT
device or group of IoT devices, a traffic source for conventional communication facilities,
and TI traffic referred to as H2H + TI (H2H—human to human, TI—tactile internet). The
accomplished entry traffic moves to the connection node, and the architecture is introduced
as a queuing system G/G/1/k with the service disciplines (with delay and failure basis
system). The arrival time is denoted by t.

The number of arrivals per time of IoT traffic is defined by λIoT , H2H traffic λH2H ,
total flow λ = λH2H + λIoT . Assume that with probability p, a message reaches the model
entry in which all locations in the queue are busy, and an attack (such as DoS) occurs. The
entire traffic flow at the outcome of the system is defined by λ. The characteristics of the
two flows determine the whole traffic flow at the system’s entry; therefore, it is generally
different from the characteristics of normal traffic and IoT traffic.
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The above queuing system (QS) can be described as a G/G/1/k system. However, this
system does not have accurate computational modeling to evaluate the probability of the
packet loss and delayed arrival. Therefore, in [34,35], the diffusion approximation is used
to assess the probability of packet loss, given the aware allocation criterion that describes
the incoming and packet processing.

4.2. ANN Training

We used NARX-RNN to predict the IoT delay. For training NARX-RNN, we loaded
the training data and used a tapped delay line (TDL) with two input and output delays.
This work assumed that the output and input delays are the same, where dy = du = d; also,
there are two inputs to the NARX network, u(n) and y(n). We created a NARX network
using the narxnet functionality. The network consists of three layers, with a hidden layer
containing 20 hidden neurons. For training the network, we proposed four different
training algorithms, Trainlm, Traincgf, Trainbr, and Trainrp, for the training tasks and
then the preparets function for preparing the data. Finally, we performed the IoT delay
prediction using the k-step-ahead prediction approach.

The NARX network is trained in two methods: using an open-loop training architec-
ture and a closed-loop architecture. Closed-loop networks produce a multi-step prediction.
In other words, they continue to predict when inner returns lose outer returns (responses).
The multi-step-ahead forecasting method is often helpful for simulating a network in an
open-loop form where the output data are known and then transitioning to a closed-loop
form, where the output is returned to the network input via the NARX network to imple-
ment multistage prediction, even though the feedback was just provided. First, all stages,
except the k-time stages of the input sequence and the desired output sequence, are used to
model the network in the open-loop architecture, as shown in Figure 4, to take advantage
of the high precision provided by introducing the desired output sequence. Then, the
network and its final stage are transferred to the closed-loop architecture, as shown in
Figure 5, to make k-step predictions with only the k inputs.

The output is also an input returned with a unit delay to the network’s information
within the usual NARX structure.

Here, the network is simulated as a closed loop only. The ANN performs multiple
predictions for the outer input sequence and the initial terms, as the input sequences
have periods.
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Note that the “y” sequence is a response signal that is also output (desired output).
After closing the response path, the corresponding output is delivered to the correspond-
ing input.

The one-step prediction for multiple instances helps to obtain the fast time-step
prediction. The prediction of the observed data is in the next time step since only a one-
time step can be predicted. The one-step (n + 1) prediction is satisfied by crossing the actual
and preceding information (n, n − 1 . . . , n − k) and obtaining the expected output y(n + 1)
(Algoritm 1).

Algorithm 1: NARX Neural Network Training

1 Load the IoT data sets.
2 InputSeries: Time series training data u = {u1, u2 . . . ,un}
3 TargetSeries: Time series training data y = { y1, y2 . . . ,yn}
4 Outputs: the predicted output ŷ = {ŷ1, ŷ2, . . . ŷn}
5 Error (e)← (y− ŷ)
6 Initialize the weights and biases randomly and threshold
7 Divide the dataset into 70% training, 15% validation, and 15% test sets
8 Normalize the dataset into values between [−1,1]
9 Specify the predictors (u) and target (y)
10 1000← number of epochs
11 32← batch size
12 Define NARX neural network model architecture
13 Choose the loss function ()→MSE
14 Choose trainingfcn ()→ Trainbr, Traincgf, Trainlm, Trainrp.
15 Define input Delays, feedback Delays
16 Define HiddenLayerSize
17 for n epochs and ith, iterations do
18 for k-step Prediction
19 for i = 1: N (N = numTimesteps)
20 Train NARX network ()
21 Test network()
22 Calculate the output error ()→e
23 if e < threshold
24 Calculate the predicted output()
25 Save the predicted values()
26 Calculate accuracy loss()
27 else
28 Update the network weights (repeat the operation)
29 End for
30 End for
31 End for
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In many cases, such as decision making, it would be helpful to have a prediction
y(n + 1) when y(n) exists until the actual y(n + 1) appears. The network can return its output
for the early time step by eliminating a delay so that its minimum delay unit is now 0
rather than 1. The current network produces a similar output to the primary network, but
the output is shifted one step to the left, as shown in Figure 4.
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5. Performance Evaluation

The algorithms of ML have proven successful in network traffic prediction. The
prediction error is a kind of bad prediction, and more precisely, if there are no error
measurements, the prediction method is optimal. Therefore, our goal of reducing the errors
after adjusting the connection weights can be evaluated in minimizing the errors. In this
work, we used three different ML-based functions to measure the prediction accuracy,
including MSE, RMSE, and MAPE, to estimate the prediction accuracy. MSE (Equation (5))
is a loss function that measures the mean squared error, where the error is the difference
between expected and observed values. RMSE is equal to the root of MSE, as shown in
Equation (6).

Moreover, MAPE measures the average absolute percentage of error using absolute
values (Equation (7)). MAPE has two benefits: first, the fundamental measures prevent
the positive and negative errors from eliminating each other. Second, because the percent
error is independent of the measurement of the reliable variables, you can use this scale to
compare predictive accuracy among time sequence data of different magnitudes.

MSE =
1
n

n

∑
i=1

(yi − ŷi)
2 (5)

RMSE =

√
1
n

n

∑
i=1

(yi − ŷi)
2 (6)

MAPE =
1
n

n

∑
i=1

∣∣∣∣yi − ŷi
yi

∣∣∣∣ (7)

where n is the number of data points, yi is the observed value, and ŷi is the predicted value.

6. Simulation Results

In this paper, we used the MATLAB environment for simulating IoT delay prediction
using k-step-ahead prediction with time series NARX-based RNN. The training data were
produced from the IoT network; we modeled the IoT system using the AnyLogic simulator.
Before the training phase, the collected data were analyzed and processed. After loading
the dataset as input to the network, the dataset was divided into input (I) and output (O)
columns, split into training, testing, and validation subsets accordingly. The normalization
of the input data must be in the interval [−1, 1] compatible with the actual maximum or
minimum values. The prediction accuracy was measured using ML-based functions: MSE,
RMSE, and MAPE. The model ML was trained with four different training algorithms:
Trainbr, Trainlm, Traincgf, and Trainrp.

1. Traincgf is often significantly faster than Traingda and Traingdx and sometimes more
rapid than Trainrp, although results vary from problem to problem. Traincgf requires
only slightly more memory than the simpler ones, so it is usually better suited for
networks with a large number of weights. When using Traincgf, the loss function
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decreases fastest along the negative gradient, but this does not necessarily result in
the fastest convergence.

2. Trainrp is usually faster than the standard steepest descent algorithm. It also has the
special property that it requires only a small increase in memory. We only need to
adjust the weight and bias, which is equivalent to storing the gradient. The purpose of
the Trainrp training algorithm is to eliminate these harmful effects of the magnitudes
of the partial derivatives.

3. Trainlm is a function for training that adjusts the weight and bias according to
Levenberg–Marquardt optimization. It emerges to be the fastest method for training
medium-sized networks, but it tends to be less efficient for training large networks. It
has better training performance than other algorithms in some applications. It is also
very efficient, and its properties come out even better in a MATLAB environment.
The main drawback of Trainlm is that it requires the keeping of some matrices, which
can be very important in certain problems.

4. Trainbr is a function for training that adjusts the weight and bias according to the
Levenberg–Marquardt optimization. It reduces the combination of squared errors
and weights, and then adjusts the valid combination to achieve better generalization
capability than by stopping early; it has the best accuracy in training.

Table 1 demonstrates IoT traffic prediction accuracy in four cases corresponding to
the Trainbr, Trainlm, Traincgf, and Trainrp training algorithms using RMSE and MAPE.

Table 1. The prediction accuracy for delay prediction in IoT system.

Training
Algorithm

Performance
Function

1-Step Prediction 10-Step Prediction 15-Step Prediction

RMSE MAPE RMSE MAPE RMSE MAPE

Traincgf

MSE

0.1253 0.1149 0.1796 0.1520 0.1970 0.1580

Trainlm 0.0672 0.0851 0.2092 0.2935 2.1092 3.3511

Trainbr 0.0650 0.0549 0.2642 0.3317 0.1412 0.1033

Trainrp 0.6810 0.7874 1.2041 6.7734 2.510 6.6828

Table 1 shows the prediction accuracy for delays in IoT traffic using four different
training functions concerning k-step prediction models, considering MSE loss function
as a performance measure. The prediction accuracy was measured in RMSE and MAPE
to investigate which prediction model provides optimal accuracy and maximum average
improvement.

From the tabulated results, the Trainbr algorithm outperforms its competitors and has
the best performance in both the 1-step and 15-step predictions. The maximum average
improvement is 0.7325% and 6.6% in both cases, respectively. However, the algorithm
Trainrp has the lowest performance in both cases compared to the others.

The performance with algorithm Traincgf is almost equivalent to that of algorithm
Trainbr for the 15-step prediction, with an RMSE of 1.970 and a MAPE value of 0.1580%.
Thus, the maximum average improvement, in this case, is 6.5%. Moreover, the Trainlm
algorithm has reasonably equivalent accuracy to the Trainbr algorithm for the one-step
prediction case with an RMSE of 0.0672 and a MAPE of 0.0851%; the maximum average
improvement, in this case, is 0.7%.

Moreover, algorithm Traincgf outperforms its competitors in the 10-step prediction,
and the maximum improvement is 6.6%. Furthermore, algorithms Trainlm and Trainbr have
approximately the same performance as algorithm Traincgf; the maximum improvement, in
this case, is 6.5% and 6.4%, respectively. On the other hand, algorithm Trainrp also performs
poorly in this case and has the lowest prediction accuracy compared to its competitors.

Figures 6–9 show the prediction models with the above training algorithms regarding
the k-step prediction model used. As can be seen in Figure 6, for the k-step prediction
models in the case of using Trainbr, as shown in the figure, the prediction models in the
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case of 1-step and 15-step prediction are identical to the observed model. However, the
prediction model in the case of using 10-step prediction deviates slightly from the observed
model. Moreover, in all cases, we found that the resulting model increases gradually
with time.
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Trainbr training algorithm.
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Figure 7. Predicted output models based on the k-step prediction approach with respect to the
Traincgf training algorithm.



Future Internet 2021, 13, 304 14 of 19
Future Internet 2021, 13, x FOR PEER REVIEW  15  of  20 
 

 

 

Figure 8. Predicted output models based on  the k‐step prediction approach with  respect  to  the 

Trainlm training algorithm. 

 

Figure 9. Predicted output models based on  the k‐step prediction approach with  respect  to  the 

Trainrp training algorithm. 

As illustrated in Figure 7, the prediction models in the Traincgf case are similar to the 

observed models. In all cases, we found that the expected delay increases with time until 

time 15, which provides the best accuracy. In Figure 8, it can be seen that when the Trainlm 

algorithm is used, the resulting predicted models deviate from the observed model in the 

case of 15‐step prediction; in the case of 10‐step prediction, there is a slight deviation from 

the observed model, but in the case of 1‐step prediction, the predicted model is identical 

to the observed model. As shown in Figure 9, the prediction model based on the Trainrp 

D
el
ay
(s
)

D
el
ay
(s
)

D
el
ay
(s
)

D
el
ay
(s
)

D
el
ay
(s
)

D
el
ay
(s
)

Figure 8. Predicted output models based on the k-step prediction approach with respect to the
Trainlm training algorithm.
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Figure 9. Predicted output models based on the k-step prediction approach with respect to the
Trainrp training algorithm.

As illustrated in Figure 7, the prediction models in the Traincgf case are similar to the
observed models. In all cases, we found that the expected delay increases with time until
time 15, which provides the best accuracy. In Figure 8, it can be seen that when the Trainlm
algorithm is used, the resulting predicted models deviate from the observed model in the
case of 15-step prediction; in the case of 10-step prediction, there is a slight deviation from
the observed model, but in the case of 1-step prediction, the predicted model is identical
to the observed model. As shown in Figure 9, the prediction model based on the Trainrp
algorithm deviates significantly from the observed model in both the 15-step and 10-step
predictions. In Figure 9, the prediction model based on the Trainrp algorithm deviates from
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the observed model in both the 15-step and 10-step predictions. It also deviates slightly
from the observed model in the one-step prediction.

The result of the ANN training performance is shown in Figures 9–11. The figures
indicate the relationship between MSE (loss) and the number of epochs during the training
network for the successful training due to the lowest errors in the training, validation, and
testing curves. The error generally minimizes after more training epochs but may rise
when the network overfits the training data in the validation dataset. By default, training
terminates after six sequential increases in the validation error, and the best performance is
taken in the epoch with the minimum validation error.
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Figure 10. The best validation performance in the case of using Trainlm algorithm.
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Figure 11. The best validation performance in the case of using Traincgf algorithm.

As shown in Figure 10, when the Trainlm algorithm is used, the error decreases after
more training epochs. The best validation performance is 0.0053946 at the 3rd iteration
of the training network. Nevertheless, the error in the validation dataset may increase



Future Internet 2021, 13, 304 16 of 19

when the network begins to overfit the training process. The training is terminated after six
consecutive validation errors when the error increases. In Figure 11, the model, in this case,
was trained using the training algorithm Traincgf, where the best validation performance
at the 23rd iteration is 0.025272. The error starts to rise in the validation set. The network
begins to overfit the training process until the training terminates, where the training also
increases after six sequential validation errors.

On the other hand, Figure 12 shows that the Trainrp training algorithm has the
best validation performance of 0.15745 at the 14th iteration. There is a slight rise in the
validation error as the network overfits the training process until the training ends. After
six consecutive validation errors, the training is also terminated. Figure 13 shows that the best
training performance at the 105th iteration is 0.060604 when Trainbr is used. It is noticeable
that the Trainbr curve does not have a validation model because the validation stop is disabled
by default, due to validation always having regularization, but Trainbr has its form.
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7. Conclusions

This paper proposes ML methods for delay prediction in IoT and tactile internet
networks, using the k-step prediction approach with the NARX-enabled RNN technique.

ANN was trained using four different algorithms: Trainbr, Traincgf, Trainlm, and
Trainrp, considering the MSE loss function as a performance measure to investigate which
prediction model provides optimal accuracy and maximum average improvement. The
prediction accuracy was measured in terms of RMSE and MAPE as a measure of predic-
tion accuracy.

The results show that the model predicted by the Trainbr training algorithm outper-
forms its competitors and has the best prediction accuracy for both 1-step prediction and
15-step prediction. Moreover, the model trained with the algorithm Traingf outperforms its
competitors for the case of 10-step prediction. On the other hand, the model predicted by
the algorithm Trainrp has poor prediction accuracy compared to the others.

For future work, the authors suggest the following research plans.

• The development of algorithms that can consider all the dynamic parameters of the
IoT environment and more accurately predict upcoming traffic.

• The development of deep learning algorithms to predict and study the performance
based on LSTM, Bi-LSTM, GRU, stacked autoencoder (SAE), and simple recurrent
unit (SRU) using loss functions cross-entropy, MSE, MAE, and SSE.

• The development of deep learning based on robust loss functions using robust statisti-
cal estimators, such as Cauchy, Huber, and Fair, in the presence of outliers (anomalies).

• The development of deep-reinforced learning for network prediction and security.
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