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Abstract: The development of smart cities is a clear growing trend all around the world. The
convergence of different technological, social, political, economical, and ecological trends has allowed
the concepts to rise up quickly in governmental agendas. In this paper, we analyze the situation of
Russia regarding smart cities. Moscow, Saint Petersburg, and Kazan are considered at the “Smart
City 3.0” stage of development, meaning that the citizens are participating in their advancement. Our
reasons to focus on Russia are two-fold: (1) we know the situation well, as we live and work in a new
city, Innopolis, founded in 2015 and meant to be a blueprint for smart cities; (2) large Russian cities
are actively developing projects in this sphere and are highly regarded worldwide in these endeavors.
It is therefore worth analyzing the context and the trends. By studying the scientific literature
and categorizing the features of smart cities the world over, we found that large Russian cities are
developing most of the components necessary in order to be called smart. Herein we also discuss
areas of possible growth for Russian cities, such as green technologies and a smart environment.

Keywords: smart city; smart city components; smart cities in Russia; challenges for smart cities
in Russia

1. Introduction

According to the United Nations Report [1], in the 2014 revision, the word will face
an increase in the urban population of 68% by 2050 (this number was 55% in 2014). It is
undeniable that urbanization has a significant adverse effect on the quality of life of people,
making the development of urban infrastructure an absolute necessity. Cities are complex
systems in which many different stakeholders interact [2]. The time has come to start
thinking about smart cities—cities in which many processes are automated and intelligent,
resources are allocated, and existence is sustainable. Social sustainability, environmental
sustainability, and economic sustainability are three major pillars of the concept of a smart
city [3]. However, it should be noted that the three pillars of a smart city do not imply
any standard solution or one-size-fits-all model to be subsequently rolled-out world-wide.
Indeed, as argued by A. Cocchia, “The smart city concept has not yet been uniformly
determined but is interpreted differently depending on the focus area” [4].

Large Russian cities are actively developing projects in the spheres of health protection,
education, waste disposal, information collection, and monitoring [5]. Moscow, Saint
Petersburg, and Kazan are considered at the “Smart City 3.0” [6] stage of development.
This means that the citizens are participating in the innovation. Small Russian cities have
the opportunity to build such smart city infrastructure from scratch. Smart transport and
security systems, education, and healthcare smart services are going to be built in the
coming decades in many Russian cities.

Russia is a particularly interesting case study for smart cities, since a large portion of
the population is concentrated in large urban areas, and only a small part in the vast rural
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regions. Therefore, any innovation related to smart cities would immediately affect most of
the citizens, and so can be tested. For example, in European Russia 70% of population live
in 20% of the territory, primarily Moscow (14% of overall population), Saint Petersburg
(7%), Yekaterinburg, Kazan, etc. (https://rosstat.gov.ru/ accessed on 22 September 2021).

An ideal smart city is a place comfortable for people, green, clean, cozy, and quiet.
There is still no universally accepted definition of the term “smart city”. Various definitions
draw attention to different facets of this term. According to Vidiasova et al. [7], a comfort-
able and safe environment that is constructed with the help of computerized technology is
called a smart city. Another definition of “smart city” presented in the article [8] mentions
that the “smart city” is a new kind of urban environment that provides sustainable growth
and stimulating high-tech economic activity, which reduces the burden on the environment
and improves the populations’ quality of life. Instead of focusing on defining the term, let
us see what it means for a citizen to live in a smart city.

We characterize smart cities by describing the day of a single young professional
in Section 2. We need a framework in order to understand and talk about smart cities.
In Section 4, we introduce the common components for smart cities around the world.
Then, in Section 5, we discuss Russian cities in terms of certain “smart” characteristics.
Challenges for smart cities are discussed in Section 6.

2. How Life Will Be in Smart Cities

Cities should focus on providing comfortable conditions for their citizens via the use of
computer technology. Subsystems and subsystems of subsystems should work together in
a synchronized cluster to make life easier and as personalized as possible. Terabytes of data
will be processed every second to know each citizen’s preferences. The city, consisting of
technological products from different vendors, will know its citizens better than they know
themselves. In this section, we will describe an ideal day for a single young professional in
a smart city of the future.

Demyan-Landulf Damilola Karpov (the name is from the book “S.N.U.F.F” by Viktor
Pelevin; just Damilola for friends) smoothly wakes up at the perfect time for him. His voice
assistant chooses the time based on Damilola’s biorhythms. Soft music is already playing
and the curtains are opened; information on weather and traffic conditions is delivered.
Damilola looks at the ceiling and the projection on it shows 7:56 AM, 25 January 2042. He
asks the voice assistant about the schedule for today and orders it to warm up the electric
car (the winters are still cold in the future). He decides not to use car-sharing today—
the feeling of driving a car is still pleasant, especially when the roads are smooth. Then
Damilola takes a shower; the temperature is perfect, but he wants to feel refreshed—simple
voice command makes the water colder.

The breakfast is delivered to them on the doorstep by a small intelligent robot in
accordance with the daily habit of the user and without the need for a specific order. After
that, Damilola goes to the office using their electric autonomous vehicle. Damilola’s job is
related to IT (information technology) projects. He spends significant time sitting in front
of a screen. The chair adjusts its position accordingly, and the screen reminds im when it
is time to avert their eyes and stretch their legs. When the lunch break comes, Damilola
decides to eat at the canteen. The smart food recognition system allows them to pay for the
food without stopping in the line (possibly via biometric or face recognition); the cost is
debited from their account automatically. Till the end of the working day, he works on the
elimination of annoying bugs in a neural network used for image recognition. Damilola
wants to meet with their friends in the evening. They want to go to the theater (some things
do not change). On their way to the car, Damilola sees an incorrectly parked vehicle. It is in
the way of pedestrians. As a responsible citizen, he reports the problem to the government
service “citizen-freedom.gov”. Feeling proud, Damilola says to their assistant that he is
ready to go to the theater. The assistant sends notifications to their friends, and after several
minutes, he gets the responses with confirmation. Damilola takes their car and asks to go to
the theater. From Damilola’s schedule, the AI (artificial intelligence) in the car understands
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the destination and slowly starts to drive. The vehicles can communicate with each other,
so there are no signs or traffic lights on the road. If car needs maintenance, this will be
directly communicated to the service-center, unless owner intervention is needed. The car
may also need further instructions, and thereby interact with the driver.

The ride is smooth, as always. Via a system of smart-parking, the parking slot is
already reserved automatically when Damilola arrives at the theater. Together with friends,
he gets to the theatre main hall. There are no cashiers at the entrance; the face recognition
system automatically let the company in. Damilola places their coat in the wardrobe and
looks at their smartphone. On the screen, he has the guide on how to find their seat and
the program of the evening. The production reinterprets the classical “First Contact with
the Martians” in a meta-modern style. After the performance, Damilola and friends go to a
restaurant; the place was already booked by the personal assistant. Scrolling through the
digital menu, Damilola got the recommendations based on their health and personal tastes.

After the meal, Damilola goes home. The home was automatically warmed up. When
he arrives, his favorite song is playing and the light is on. Damilola falls asleep after
reading several chapters of a book the AI recommended to him.

3. Related Work

There were many attempts to address the challenges of smart cities and to standardize
the definition of the term “smart city” itself [7,9,10]. In [10], some important features, such
as “smart environment”, “smart management”, “smart mobility”, “smart economy”, and
“smart people” were discussed. Additionally, they reviewed the infrastructure essential for
a smart city. However, they did not address the challenges for smart cities in their work.

The authors of [11] conducted a general review of the existence of the smart cities in
different countries. They also addressed the challenges and highlighted opportunities for
smart cities in terms of smart community, smart transportation, smart healthcare, smart
energy, integration, and inter-operation.

Several studies [9,12] described the process of the formalization of the smart city
concept. They mostly focused on international practice in standardization. D. Namiot and
M. Sneps-Sneppe [12] suggested utilizing the BSI (British Standards Institution) [13] stan-
dards for Russian smart cities. However, in Russia, a formalized form of the “smart cities”
concept is approved and is being implemented as a departmental project of the Russian
Ministry of Construction called “Smart City”. This approach should solve a multifaceted
range of tasks: competitiveness, efficiency, safety, comfort, technology effectiveness, and
human orientation [14].

The development of smart cities is directly connected with the development of intel-
ligent transportation systems, which represent a key enabler for their development. The
increasing load on the roads could be managed by the use of sensor-based systems for the
detection or the prediction of road pavement conditions. Vehicle-to-vehicle and vehicle-to-
infrastructure communication are research areas related to IoT applications [15–17].

4. Smart City Components

Most authors agree that a smart city should have some form of smart transport
management. This includes the usage of sensors for public transport, and algorithms for
traffic management, and smart navigation.

A smart community is a concept about the residents of a smart city and the social
connections between them. This term is also common in the literature. V. Mishchenko
et al. [10], explained that people in a smart city should be educated to be capable of using
technology. The authors suggested that creativity and high intellect of residents imperative
for a smart city environment, as is residents’ will to work to in such an environment. In [11]
the authors did not make assumptions about people’s characteristics, as opposed to the
article [10]. They mostly focused on the behavior of the residents. For example, they
suggested that any smart community should contain smart waste management systems
as well.
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The components of a smart city may vary. However, the following subsections discuss
essential components of any smart city [10,11].

4.1. Smart Transport

A smart city should include a transport management system that can cope with the
increasing load on the roads. Three main parts of a smart city transport system are dynamic
traffic assignment, green energy transport, and smart public transport.

1. Dynamic traffic assignment: Traffic is managed in a network by dynamic traffic
assignment measurements via detection, communication, information provision,
and real-time control. Several algorithms have been suggested for smart traffic
management [18,19]. They allow making individual route decisions based on the
current road situation. Additionally, such algorithms can monitor the traffic and
gather data for future use. However, these algorithms are still computationally
demanding, as they require processing a lot of incoming data. Another approach
is to dynamically regulate the traffic lights. In work [20], authors described how
wireless sensor networks (WSN) and multiple fuzzy logic controllers can be used to
make a system for smart traffic light management [20]. Parking space is managed via
smart-parking systems [21,22].

2. Green energy transport: Green energy transport should be a part of the smart city
transport system. Governments the world over are taking measures to promote
electric transport. An assessment of promotion measures in China can be found in the
article [23]. Public transport is easier to switch to green energy than private because it
is controlled by the government. However, this transition can be quite expensive.

3. Smart public transport: Public transport in modern cities has been growing in the
last few decades. It is environmentally friendly, can carry more people, and is cheaper.
In a smart city, public transport must meet certain criteria. Here are some of them:

• Electronic payment speeds up the passenger flow and can be more convenient
for people.

• Tracking and load balancing systems can track accidents on the road, detect
unexpected delays, and measure the efficiency of the transport system [18].
Decisions about public transport stops and routes can be made based on this data.

• Self-driving buses are expected to become a major part of the public transport
system of most smart cities. According to V. Nagy and B. Horvath [24], public
transport and private transport will be enhanced by the appearance of self-
driving vehicles. The authors claimed that the usage of unmanned public buses
may result in decreased usage of personal vehicles and a decrease in the number
of drivers. However, this research was conducted in Hungary, and it is not clear
how well that generalizes to other countries.

4.2. Smart Communication

Good communication between the people and the city government makes a city a
better place to live. The problems are solved faster and citizens get a better environment as
a result. There are several ways to enhance communication in the city.

1. Government portals: The government should provide certain services for its citizens.
Such services include creating a safe environment for the mind and body and issuing
various documents and certificates. To get some particular document, one often has
to visit a government agency several times. In a smart city, this problem has to be
solved using information technology. Allocation of papers should happen remotely
and automatically. Another common problem is tax payments. In the smart city, a tax
payment should be as convenient as possible. This can be solved by digitalizing the
entire process. For example, there is a UK government portal which helps to manage
taxes [25].

2. City problem trackers: Many problems arise in daily life in a cityL road accidents,
fires, power outages, and so on. In a smart city, citizens should be able to easily
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track such problems. That could be done via the centralized governmental source
of information. The aim of this source should be to provide relevant and accurate
information. In this way, citizens will be able to make adjustments to their plans
according to the state of the problems.

3. Emergency notifications: A system for notifications about earthquakes, fires, floods,
and other natural disasters could be implemented with the use of information tech-
nology. For example, in the article [26] the authors proposed an application (android
base) which can send warning alarms to people via SMS or voice call before cyclones
and floods strike, or other types of natural disasters, and also can tell them about the
optimal routes to the nearest shelter. Another possible solution is to use Bluetooth
technology to pass instructions between people. That can be helpful if the communi-
cation systems may be disabled. The use of such systems can make the city a safer
place for people.

4.3. Smart Services

Cities provide various services for their citizens. Such services can include cleaning of
the streets, police, healthcare, education, housing, and communal services. These services
are essential for city life. This section focuses on describing some of the mentioned services
in a smart city.

1. Smart healthcare: Many approaches exist to increase the operational convenience
of hospitals. For example, in the article [27], the authors proposed an IoT-aware
smart hospital system with the purpose of automatically monitoring and tracking
personnel, patients, and biomedical devices inside hospitals. These systems are
meant to reduce costs and increase the quality of service. Connecting hospitals to the
smart communication system gives another vector of development for the smart city.
However, healthcare is not only about the hospitals. Technology can improve many
aspects of modern city healthcare. For example, personalized recommendations on
food, exercises, and even vacation trips could improve health. Furthermore, remote
control of key characteristics such as pulse, temperature, and unexpected falls could
help to reduce the risk of injuries and serious consequences for health.

2. Smart education: According to the article [28], the focus of smart education is seam-
less learning aimed at promoting learners’ intelligence. This concept facilitates stu-
dents’ problem-solving ability in smart environments. The use of video conferencing,
progress tracking apps,and individual recommendations based on AI can improve
education quality. However, making all these services work together is a challenge.

3. Smart security: Security in a smart city is mainly associated with the network of video
surveillance cameras. The use of such systems together with modern AI technologies
can predict and prevent crimes [29], and detect criminals in a crowd. Furthermore,
such systems can manage access to restricted territories. Security systems process
a lot of personal data. Additionally, storing such data securely should be a prime
concern for software vendors. Furthermore, automatic processing of personal data
raises ethical questions. Should we track a person’s movements? Can we record the
meetings of people? As a society, we should answer these and other questions which
smart security systems raise.

4.4. Smart Environment

The environment is everything that surrounds the citizens daily. In a smart city, the
environment should be interactive (in terms of information technology). Furthermore, it
should increase the citizen’s quality of life. A smart environment is the composition of the
following factors.

1. Smart buildings: Buildings are a key component of any city. In a smart city, buildings
should be energy efficient and secure. Security includes monitoring the building’s en-
ergy state and fire control system, as well as personality identification at the entrance.
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Energy efficiency can be achieved via the energy-saving design of the building and
the use of renewable sources of energy, such as solar panels [30].

2. Smart waste sorting: Waste management is an essential part of a city’s infrastructure.
The growing human impact on the environment has made governments take measures
to reduce harmful effects. One of the problems with waste sorting is inattentive or
uninformed citizens who do not practice waste sorting. This makes the process harder,
as the waste must be sorted by professionals as well. L.-p. Zhang and Z.-p. Zhu [31]
discussed the problem of waste management in China. They investigated the impact
of smart bins on people’s behavior and came to the conclusion that smart trash bins
can assist in imposing some external pressure on residents who do not follow waste
sorting regulations while also offering some financial benefits for those who do.

3. Charging stations: The growing role of electric devices such as smartphones imposes
on the city environment certain obligations. Mobile charging stations can be quite
convenient for citizens and also affect the city’s economy. The lack of charging stations
for electric cars is a stopping factor in buying one for some people. Therefore, it is
important to have a system of charging stations for electric cars.

4. Interactivity: The environment of the city should be interactive in terms of informa-
tion technologies. Informational QR-codes, interactive public transport schedules on
the bus stops, free internet access points, and audio guides through the landmarks of
the city are examples of such interactivity. These features could increase the tourist
potential and convenience for the city’s residents.

5. Russian Cities in Terms of the Proposed Decomposition

Russian cities are heterogeneous in terms of the suggested components. Some cities,
such as Moscow, Kazan, and Saint Petersburg, implement most of them. In other cities,
only a few of these features occur. Here is the review of some cities implementing the
proposed components.

5.1. Smart Transport

There were successful experiments in the dynamic regulation of traffic lights. For
example, in Voronezh, 140 traffic lights decreased the time to pass the crossroads by
18% [32]. Such experiments are going to continue in the future.

Public transport systems in Russia are actively developing. Most of the major cities
already have electronic payment and tracking systems.

There are attempts to make public transport green. For example, as of 2020, 475 electric
buses are operating in Moscow. Although the use of electric buses is an arguable solution,
the trend for green public transport exists.

5.2. Smart Communication

All citizens of Russia have access to the unified portal of public services called Gosus-
lugi [33]. This portal provides the capability of remotely issuing documents, fines payment,
making an appointment with a doctor, etc.

Another form of smart communication that is currently implemented in Russia is SMS
notifications about emergencies and bad weather conditions.

Moreover, in some cities have portals for reporting problems with services, roads, etc.
Such cities include Moscow [34], Kazan [35], and some others.

5.3. Smart Services

Smart education in Russia is actively developing. The use of video conferencing tech-
nologies and grade/homework tracking applications has become standard today in major
cities. Schools all over the country use information technology to enhance communication
between students and teachers.

Smart education and healthcare in Russia have received a new impetus to develop
due to the epidemiological situation in the world [36]. Electronic classes using videoconfer-
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encing have become a new reality for schoolchildren and students all over the country, and
electronic appointments with doctors have become a key form of healthcare.

Smart video surveillance systems are used in Moscow. They can detect criminals in
the crowd based on their images in the police database. Such systems are planned to be
distributed in other major cities.

5.4. Smart Environment

Many buildings in Russia include fire detection systems. For some categories of
buildings, such systems are enforced by law [37]. Furthermore, many public buildings
require personal identification at the entrance. Usually, it is achieved via the use of
electronic cards. Residential buildings are often equipped with entrance protection systems
(intercom systems; fingerprint recognition systems).

5.5. Smart Agriculture

Food equality, quality, affordability, and availability are the starting points of smart
agriculture. Smart farming is measuring different parameters of plants and fields using
sensors and helping farmers to make decisions and to stop pests, diseases, etc. [38]. Preci-
sion agriculture, as part of smart agriculture, involves the placement of sensors in plants
to achieve targeted measurements and deploy targeted care mechanisms. This will be
necessary for future food security [39].

6. Challenges for Smart Cities in Russia

Russian cities have mostly developed a smart communication component, but other
components are not that common. Here is a review of components that are yet to be
developed and the potential challenges that might be faced.

6.1. Public Transport

One of the challenges in creating a good public transport network in Russia is its
climate. Operating smart public transport in winter is not an easy task. Mainly, this is due
to low temperatures and a lot of snow. Regarding autonomous public transport, weather
conditions play a big role in the quality of autonomous driving. Another issue is the
high usage of personal vehicles in Russian cities. Personal vehicles congest roads and
slow down public transport. In the Moscow region there are currently more than seven
million vehicles. The amount of automobiles in Moscow has grown fivefold since 1990
(https://tass.com/society/981132 accessed on 22 September 2021). To motivate people to
use public transport and therefore reduce road congestion, a smart policy of taxes and
regulations should be used.

6.2. Smart Environment

Waste sorting is a big problem in Russian cities. There is almost no infrastructure for
separate garbage collection [40]. This problem should be addressed by local governments,
and there are attempts underway to introduce waste sorting in the government buildings.
One of the main challenges in introducing such a system in a city is public education. It is
hard to make an efficient waste sorting system without the proper attitude from citizens.
A potential solution could be the use of the previously mentioned smart bins or/and the
introduction of taxes and regulation policies.

Another problem is the lack of charging stations for electric cars. It slows down the
development of green transport.

6.3. Interoperability

One of the problems that should be solved in smart cities is interoperability. Many
subsystems operate together in the city, and they should work coherently to provide a
smooth experience for people. This challenge is common for all smart cities, and several
architectural suggestions potentially could solve it. For example, in the article [41], the

https://tass.com/society/981132
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authors suggested using a modular architecture to assure coherence between various
subsystems. In Russia, this problem is not that critical, as the technologies that operate
in the cities are often controlled by the government. Thus, agreeing on some common
interfaces is easier than it would be if the software was controlled by third parties.

6.4. Public Awareness

Public awareness of the systems used is critical for the successful functioning of the city.
For example, the sorting of household waste is almost impossible without a careful attitude
of citizens to it. The same applies to the use of green technologies. Public awareness is one
of the biggest problems for smart cities in Russia. The solution to it could be government
regulations or tax-cutting for crucial technologies. Another possible way is advertisement
campaigns promoting the use of smart city features.

7. Conclusions

A smart city is an urban space in which a comfortable and safe environment is
established using computer technology. In this paper, the components of a smart city were
presented, and the perspectives and challenges for smart cities in Russia were reviewed.
The components of a smart city include smart transport, smart communication, smart
services, and a smart environment. These components can be subdivided into other
components in turn. We proposed the following features for smart cities:

1. Smart Transport:

• Dynamic traffic assignment;
• Green energy transport;
• Smart public transport.

2. Smart Communication:

• Government portals;
• City problem trackers;
• Emergency notifications.

3. Smart Services:

• Smart healthcare;
• Smart education;
• Smart security.

4. Smart Environment:

• Smart buildings;
• Smart waste sorting;
• Charging stations;
• Interactivity.

The cities were reviewed in accordance with this structure. Smart transport is actively
developing in many Russian cities. In most major cities in Russia, one can pay for a trip
using a bank card. Furthermore, it is worth noting the trend toward green modes of
transport, such as Moscow’s electric buses.

Russian cities are quite developed in the field of smart communication. For example,
there is a website operating all over Russia, “gosuslugi.ru”, which meets a significant
number of the goals of smart communication. During the COVID-19 pandemic, it became
the main tool for communication between the government and the citizens. There is also
an emergency notification system via SMS.

In other areas, Russian cities are less developed. For example, there is almost no infras-
tructure for separate garbage collection, nor are there many charging stations for electric
vehicles. Besides, it is necessary to solve the issue of the compatibility of heterogeneous
systems operating in the city.

One of the main problems hindering the development of smart cities in Russia is the
lack of awareness of citizens about smart city opportunities. For example, the use of green
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technology will only be successful if civil responsibility and green technologies coexist
in harmony.

To conclude, cities in Russia are actively developing, using information technologies
to ensure maximum convenience of citizens. The prospects for smart cities in Russia
are mainly related to the further development of the smart environment and the use of
green technologies.
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