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Abstract: Existing secondary control methods using fault-tolerant and/or He control techniques for
multi-inverter microgrids generally assume bounded faults and/or disturbances. Herein, we study
unknown unbounded attacks on the input channels of both frequency and voltage control loops
of inverters that could deteriorate the cooperative performance and affect the microgrid stability.
We propose a fully distributed attack-resilient control framework using adaptive control techniques
that, using stability analysis with Lyapunov techniques, are shown to preserve the uniformly ulti-
mately bounded consensus for frequency regulation and voltage containment. Moreover, the ultimate
bound can be set by adjusting the tuning parameters. The proposed result is validated for a modified
IEEE 34-bus test feeder benchmark system augmented with four inverters.

Keywords: containment; inverters; microgrids; resilience; unbounded attacks

1. Introduction

Distributed cooperative control of AC microgrids relies on consensus and containment
approaches to accomplish frequency regulation [1] and voltage containment [2], respec-
tively. The distributed communication network among inverters poses security concerns
as individual inverters lack the global perspective with limited information exchanged
among neighboring inverters [3-6]. Some existing methods detect, identify, and then iso-
late or recover the compromised inverters [7-9] but would require a number of inverters
to be healthy. Moreover, stealthy attacks launched by intelligent attackers are generally
undetectable. Specifically, attackers could exploit the intrinsic characteristics or internal
dynamics of the system modeling and/or configuration to launch deliberately designed
attacks without being detected by existing attack-detection algorithms [10]. The vulnerabil-
ity assessment and consequences of power system state estimation with respect to such
unobservable or undetectable false data injection (FDI) attacks were presented in [10-13].
Protection and prevention against stealthy and intelligent attackers are not always possible
using the attack-detection methods, and a paradigm shift to enhance the self-resilience of
the large-scale networked microgrids by developing attack-resilient control protocols is the
overarching objective for safeguarding the nation’s critical infrastructures.

Distributed resilient control protocols were investigated recently in [14-21] to provide
self-resilience against external attacks without detecting and identifying the compromised
agents. The above-mentioned resilient control protocols for microgrids mainly deal with
disturbances, noises, and/or faults that are unintentionally caused and are assumed to be
bounded. However, in practice, malicious attackers could launch unknown and unbounded
FDI attacks to maximize their damage, distorting cooperative performance and even
leading to system instability [22]. To address unbounded FDI attacks for AC microgrids,
an attack-resilient control framework, using observer-based techniques, was studied in [2]
to maintain the bounded frequency regulation and voltage containment at the cost of
additional communication channels among observers. Alternatively, this paper explores
adaptive techniques to address unknown unbounded attacks on input signals of the control
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loops, which are referred to as the actuator attacks. This paper considers the unbounded
actuator attacks on both frequency and voltage control loops of an inverter, as illustrated
in Figure 1, which could severely destabilize the synchronization mechanism among
microgrid inverters. The contributions of this paper are two-fold:

* A resilient control method is proposed for both secondary frequency and voltage
control loops in the face of unknown unbounded actuator attacks. Compared to the
observer-based techniques in [2], this control method does not need additional cyber
layers for information exchange among observers, offering reduced computational
complexity and system vulnerability to cyber attacks.

* A stability analysis using Lyapunov techniques shows that the proposed method is re-
silient to unbounded actuator attacks by preserving the uniformly ultimately bounded
(UUB) consensus for frequency regulation and voltage containment. Moreover, the
ultimate bound can be set by adjusting the tuning parameters. That is, the frequency
and voltage terms can be tuned to converge to an arbitrarily small neighborhood
around their respective reference values.

J\A <9 Cyber Layer

Figure 1. A networked multi-inverter system under actuator attacks.

The rest of this paper is organized as follows: Preliminaries on graph theory and
notations are given in Section 2. Section 3 reviews the conventional cooperative secondary
control of AC microgrids. Section 4 formulates the attack-resilient frequency and voltage
control problems. The distributed resilient controller design is discussed in Section 5.
The efficacy of the proposed control method is verified for an AC microgrid in Section 6.
Section 7 concludes the paper.

2. Preliminaries on Graph Theory and Notations

There are N inverters, with two leader nodes, mapped on a communication network,
which is represented by a time-invariant weighted digraph ¢. The interactions among
the inverters are represented by a subgraph ¢y with the associated adjacency matrix
A = [a;;] € RV*N Define D = diag(d;) € R¥*N and £ = D — A as the in-degree matrix
and the corresponding Laplacian matrix, respectively, where d; = Zjlilﬂij- There are two
leader nodes to issue the upper and lower reference values. gj; is the pinning gain from
the (upper/lower) k' leader to the i inverter, brought together in the diagonal matrix
G = diag(gik)-

Omin(+) and omax(-) are the minimum and maximum singular values of a given matrix,
respectively. .# and .£ denote the sets of {1,2,...,N} and {N + 1, N + 2}, respectively.
1n € RY is a column vector where all entries are one. ®, diag{-}, |||, and |-| denote the
Kronecker product, a block diagonal matrix, the Euclidean norm of a given vector, and the
absolute value of a given scalar, respectively.
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3. Conventional Cooperative Secondary Control of AC Microgrids

Conventional secondary control acts as an actuator by providing the input control
signals for tuning the setpoints of decentralized primary controls. These primary droop
mechanisms are given by the following for the ith inverter

Wi = Wy; — mpl.Pl-, (1)
Oodi = Vl’li - nQiQi/ (2)

where P; and Q; are the active and reactive powers, respectively. w; and v,,; are the oper-
ating angular frequency and terminal voltage, respectively. wy,, and V,,, are the setpoints
for the primary droop mechanisms fed from the secondary control layer. mp, and ng, are
P — w and Q — v droop coefficients selected for each inverter’s power ratings.

We differentiate the droop relations in (1) and (2), with respect to time, to obtain

wni = wi =+ mP,‘Pi = ufl-/ (3)
Vg = Oodi + 10, Qi = Uho;, 4)

where 1y, and u,, are auxiliary control inputs. To synchronize the terminal frequency and
voltage of each inverter to their respective references, the leader—follower containment-
based secondary control is adopted [23]. The local cooperative frequency and voltage
control protocols using the relative information with respect to the neighboring inverters
and the leaders are given by

up = | L aj(wp—w) + ¥ gl —w)+ ¥ ag(mpB—mpp) |, ©)
jeF ke’ j€F

U, = Cop | ) ajj (Uadj - Uodi) + Y Gik(vk — voai)+ Y aij (”Qij - nQiQi) , (6)
jEF

jeF ke

where ¢, ¢y, are positive constant coupling gains. wy and vy are the frequency and voltage
reference values of the k!’ leader, respectively. The frequency reference for both leaders is
set as wyes. The upper and lower leaders have their voltage reference values set as v}, and
vi of» Tespectively. The setpoints for the primary-level droop control, wy; and V,,,, are then
computed from uy, and u, as

W, = /ufl.dt, @)
Vy, = / iy, d . ®)

Using (5) and (6) to rewrite (3) and (4) yields

Wn; = Cf, Z aij (w"j - w”i) + Z Sik(wne —wn;) |, )
jeF ke?

Vi’li = CU,’ Z al] (V}'l] - V)’lf) + Z glk(vﬂk - Vi’l,‘) 7 (10)
jeF ke

where wy, = wi + mp,P; and V,,, = vy + ng,Q;. Define & = %E + Gk. Then, the global
forms of (9) and (10) are

(J:)n - — dlag(Cfl> k%‘bk(wn - lN ®wnk)/ (11)
€
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Vi, = —diag(cy,) Y Pu(Vi —1n @ Vi), (12)
ke&
where w, = [w] e ,wEN]T and V,, = [VnTl, e, V,ZTN]T. Define the global frequency and
voltage containment error vectors as

-1
ef = wy — ( ) q>r> Y @ (In ®@ wyy), (13)

re? ke

-1
ey =V — < Y cp,) Y D (1IN @ Viy,). (14)

re.? ke

Definition 1 (Secondary Frequency Containment Control Objective). The secondary fre-
quency control objective is to make the local frequency of each inverter converge to the range of the
two frequency references issued by the upper and lower leaders. Since these two reference values are
identical, the frequency regulation is achieved.

Definition 2 (Secondary Voltage Containment Control Objective). The secondary voltage
containment control objective is to make each inverter voltage converge to the range spanned by the
two references of the upper and lower leaders.

The following assumption is needed for the communication graph topology to guarantee the
cooperative consensus.

Assumption 1. The communication graph & includes a directed path from, at least, one leader to
each inverter.

Lemma 1 ([24]). Suppose that Assumption 1 holds; ) y.c o Py is non-singular and positive-definite.
Moreover, the frequency and voltage containment control objectives are achieved if tlim ef(t) =0
— 00

and tlim ey(t) = 0, respectively.
—00

4. Problem Formulation

This section formulates the resilient secondary frequency and voltage control problems
for a networked AC microgrid. In particular, we consider the general unknown unbounded
attack injections to the local input channels of both frequency and voltage control loops,
which modifies (9) and (10) to

Wn; = Cf, Z aij (w”j - w”i) + Z gik(w”k - w”i) + @y, (15)
€7 ke

Vni = Cy; Z {li]'(an - Vni) + Z gik(Vnk - Vn,-) + Wy;, (16)
jeF kez

where @, and @y, denote the unbounded attack signals injected to the input channels of
frequency and voltage control loops at the i inverter, respectively.

Assumption 2. @y, and s, are bounded.

Remark 1. Assumption 2 is reasonable since attack signals, with an excessively large change in
values, could be easily detected in practice. In the event that the attacker does launch an attack
signal with an infinite magnitude of the rate of change, the microgrids can incorporate a defensive
mechanism to detect and reject such an injection. Since the intentionally injected attacks could be
unbounded, the bounded noises and/or disturbances that are unintentionally caused can also be
addressed using the attack-resilient controller to be designed.
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Since @ /. and @, are unbounded, conventional cooperative control protocols fail to
regulate the frequency and voltage terms. One then needs attack-resilient control methods
to preserve the frequency regulation and voltage containment performances and to ensure
closed-loop stability. The following convergence definition is needed.

Definition 3 ([25]). Signal x(t) is UUB with an ultimate bound b if there exist positive constants
b and c, independent of tg > 0 and, for every a € (0,c), there exist t1 = t1(a,b) > 0, independent
of to, such that ||x(to)|| < a = ||x(t)|| < bVt > to+ t.

Now, the following distributed resilient secondary frequency and voltage control
problems are defined.

Definition 4 (Attack-Resilient Frequency Control Problem). The goal is to design an input
control signal uy, in (3) for each inverter such that ef in (13) is UUB under unbounded attacks to
the local frequency control loop. That is, the inverter frequency goes to a small neighborhood around
the reference value.

Definition 5 (Attack-Resilient Voltage Control Problem). The goal is to design an input control
signal uy, in (4) for each inverter such that e, in (14) is UUB under unbounded attacks to the local
voltage control loop. That is, each inverter voltage goes to a small neighborhood around the range
spanned by the two upper and lower references.

5. Distributed Resilient Controller Design

We propose a fully distributed control method to solve the attack-resilient frequency
and voltage control problems. For convenience, denote

gfi = Z aij (wnj _w"i) + Z gik(w"k _w”i)’ (17)
jeF keZ

Co = X ag(Vey = Vi) + X g (Vi = Vaw)- (18)
jeF kel

Then, we present the following attack-resilient control framework for both frequency
and voltage control loops

Wy, = (pfi +pfi)€fi +@f,

(19)
Pfi = Xfilgfi ’
{V”i = (po; + Pv;)Co; + @, (20)
Po; = Xvi|€'”i|/

where x s, and X, are given positive constants, and py, and py, are time-varying coupling
weights, with pf(0) > 0 and py,(0) > 0. Figure 2 shows the communication network
among inverters and the proposed secondary control for an inverter.

Theorem 1. Under Assumptions 1 and 2 and using the cooperative resilient frequency control
protocols consisting of (17) and (19), ef in (13) is UUB. Furthermore, by increasing x, in (19),
the ultimate bound of ey can be adjusted to be an arbitrarily small value, i.e., inverter frequency
converges to an arbitrarily small neighborhood around the reference value.

Proof. Consider the Lyapunov function candidate:

1Y 30
E= EZ/O " (os(s) + () ) ds. 1)

i=1
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Figure 2. Communication layer among inverters and the proposed attack-resilient secondary control
framework for an inverter.

Combine (19) and (21) to obtain

N

E=y 1 (o +05)2258s,

- gf::liag (Pf,- +Pfi>§f
_ Q{ diag<Pﬁ- +pfi) <— kg <I>kd)n>
(S

= —@} diag(pfi +pfi) (k%q)k) X (diag(pfi +pﬂ)éf +60f>/
€

(22)

where (¢ = [C}l,. ..,g}N]T.
Recalling Sylvester’s inequality and noting that } ;. o Py is positive-definite, one can
then obtain

E< —amm< 3 <I>k> | tiag (o + )|+ imes (ka%> |diag (or, + o7, )2¢ || o
c

ke
amax< Y cpk> (23)
< e 3 ) (o 00 )e < | Lo )| -] |
Umin( )y ch)

ke
ke



Energies 2022, 15, 7458 7 of 13

Next, we prove that 37 > 0, such that

|diag o7, + 67, )¢ = g vt > . (24)

k

Omin

ke

Umax( x qu)
ke’
(x

A sufficient condition to guarantee (24) is

Umax( ) ch)
‘ (sz‘ +pfi)€fi) = e ‘(sz‘
Umin( Z ch)

ke

, V> T (25)

Since both pf, and p, are non-negative, we further obtain the following sufficient condi-

tion:
Umax( E{ ch)
> ke ‘ o,
Umin( ) q)k>

ke

Pf \éfi , VE>T (26)

Note that (26) is guaranteed if both pf, > ‘(D f:" and ’g = % hold. Since

1, (27)

d|@y,
from Assumption 2, @, is bounded. Hence, ‘ g { l ’ is also bounded. Using (19) and choosing

Omax P
(%) 1 da]
Umin( 2 CDk) Xfi di

ke

(28)

‘gfi’ > max

we then obtain that 37 > 0, such that (26) holds. Furthermore, we obtain that (24) holds.
Using (23), we now obtain that V¢ > 7

max 2q>>
E<0, V(ﬁff\zmax i (kei’ : id’wf" . (29)

"xr dt
Umin( ): (Dk) Xﬁ
ke

Therefore, (. is bounded. Note that

éf e Z CI)kEf. (30)
ke?

Hence, ¢y is also bounded. Moreover, using LaSalle’s invariance principle [26], it is

Omax(Trer Pr) 1 d‘m'ff)

seen from (29) that {y, is bounded by max{ T} }, where fmax(Ekez Pi)

Omin (21{62 q>k)

Omin(Lre.2 Pr)” Xf;
is a positive constant. Hence, the ultimate bound can be reduced by properly increasing
the adaptive tuning parameter @y, in (19).

Theorem 2. Under Assumptions 1 and 2 and using the cooperative resilient voltage control
protocols consisting of (18) and (20), e, in (14) is UUB. Furthermore, by increasing X, in (20), the
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ultimate bound of e, can be set arbitrarily small, i.e., the inverter voltage converges to an arbitrarily
small neighborhood around the range covered by the two references.

Proof. The proof follows that of Theorem 1. [J

Remark 2. To mitigate the propagated adverse effects caused by the unbounded actuator attacks, @y,
and @y,, the time-varying coupling weights, py, and py,, are designed based on adaptive tuning laws.
As seen from the proof of Theorem 1, such adaptively updated coupling weights can successfully
compensate for the externally injected attack signals.

Remark 3. Compared to [2], the proposed control protocols (17)—(20) have the following merits: (i)
Local observers with additional communication information flow were constructed in [2] to estimate
the actual state measurements. This, however, could introduce additional computational complexity.
Moreover, the additional communication channels for exchanging observer states could potentially
increase the system vulnerability to malicious cyber attacks. (ii) While both [2] and this paper
preserve the UUB convergences for both frequency and voltage terms, in this paper, the ultimate
bound can be reduced by properly increasing the adaptive tuning parameters.

6. Case Studies

The proposed resilient control method is studied in the context of an IEEE 34-bus
feeder system, islanded at bus 800, and augmented with four inverters and two leaders,
as shown in Figure 3. The specifications of inverters and its grid interconnections are
adopted from [1,27], respectively. Inverters 1 and 2 have twice the power ratings of
inverters 3 and 4. The inverter droop gains are set as mp, = mp, = 9.4 x 1075, mp, =
mp, = 18.8 X 1075, ng, = ng, = 1.3 x 1073, and ng, = ng, = 2.6 X 10-3. Inverters
communicate on a bidirectional communication network with the adjacency matrix of
A=1[0101;,1010;0101;101 0]. The pinning gains are g15 = ¢3¢ = 1. The frequency
reference, upper voltage reference, and lower voltage reference are 60 Hz, 340 V, and 330 V,
respectively. The unbounded attack injections to the frequency and voltage control loops
are set as @y, = 1t,i =1,2,3,4 and @,; = 10t,i = 1,2, 3,4, respectively. The performance
of the resilient control protocols, (17)-(20), is compared with the conventional secondary
control method in (5) and (6). The coupling gains for the conventional control protocols
are setas ¢y, = 10, ¢y, = 20,i =1,2,3,4. The adaptive tuning parameters for the resilient
control method are set as Xf = 3, X0, =3,1=1,2,3,4.

Figure 4 compares the frequency response for the proposed and the conventional meth-
ods. Under ideal conditions (no attacks), inverters frequencies synchronize to f = 60 Hz
using both control methods. Once the unbounded attack to frequency control loops is
initiated at t = 4 s, the conventional method fails to preserve the system stability. By con-
trast, the proposed resilient method contains frequencies at a small neighborhood around
60 Hz. Figure 5 shows that, without attacks, both methods share active powers among
inverters based on their droop gains. After initiating the unbounded attacks to frequency
control loops at t = 4 s, the active power performance from the conventional method
becomes unstable. Meanwhile, the proposed method contains active powers in a small
neighborhood around the value of properly shared powers. Figure 6 compares inverters’
voltages using both control methods. Without attacks, voltage values stay in the range of
330V to 340 V. After initiating the unbounded attacks to voltage control loops att = 4s,
the voltages terms using the conventional method diverge, while those produced by the
proposed method remain stable within 330~340 V.
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Figure 3. Cyber—physical microgrid system: (a) communication graph topology among four inverters
and two leaders and (b) IEEE 34-bus system with four inverters.
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Figure 6. Voltage performance under unbounded actuator attacks: (a) proposed resilient method and
(b) conventional control method.

The ultimate bound of the UUB convergence can be adjusted to be an arbitrarily small
value by increasing the adaptive tuning parameters. Figures 7 and 8 show the frequency
and active power waveforms, where the performance with xr = 3 and x; = 10 are
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illustrated with solid and dashed lines, respectively. As seen, the ultimate bound can be
reduced by increasing x,.
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Figure 7. Comparative frequency performance under unbounded actuator attacks with different
adaptive tuning parameters.
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Figure 8. Comparative active power performance under unbounded actuator attacks with different
adaptive tuning parameters.

7. Conclusions

This paper presents a novel resilient secondary controller for multi-inverter AC microgrids
against unknown unbounded actuator attacks on both frequency and voltage control loops.
A fully distributed adaptive control framework ensures the UUB stability of the closed-loop
system by preserving the UUB regulation for both frequency and voltage terms. Moreover, the
ultimate bound can be set by adjusting the tuning parameters. The resilient performance of the
proposed method has been verified using a modified IEEE 34-bus system.
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Abbreviations

The following abbreviations are used in this manuscript:
AC Alternating Current

FDI  False Data Injection
UUB  Uniformly ultimately bounded
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