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Abstract

:

The term “energy security” is used almost everywhere in economic and political discussions related to energy supply. However, different authors use different meanings to express the concept of energy security. Quite often, this term is used to give more importance or relevance to issues that are often not inherently related to energy security. Attempts to define the essence of the concept of “energy security” have hitherto not been systematic and are characterized by a variety of approaches, and some insufficient justification especially in the aspect of state national security is notable. Our contribution to the discourse development is the consideration of energy security as part of internationally recognized indices that are developed to assess the temperature of world security. A regression modeling approach to test the crucial factors of social-economic development that impact the energy security indicators is presented. The literature analysis and review of the world’s existing national security indices show that the link between energy security and national security is in fact hardly considered. Mostly, energy security is considered in the dichotomy concerning economic security at the international, as well as national levels. The calculative regression modeling revealed that the significant correlation of economic and energy security is just for the U.S.A., the rest of the analyzed countires display the weak or non-significant correlations of the indices of economic/energy/security threats. That pushes the discussion on whether energy security is indeed so impactful a factor for geo-policy and geo-economy, or whether it is mostly the well-rolled media-supported megatrend. However, the present study notes a great shortage of long-term cross-state indices to reflect energy, economic, and national security to allow for valuable modeling.
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1. Introduction


The issue of energy security has come to the fore, in discussions at multilateral global and international regional forums. Energy is a key economic sector for many countries in economic, social, and political terms [1]. At the end of the twentieth century, cooperation in the energy sector intensified markedly, especially after the crises (2008 year, particularly) that caused serious shocks in the world economy. The desire to solve these problems has led to a significant intensification of international energy policy on a global and regional scale. The internationalization and globalization of energy as an industry, as well as the strengthening of energy interdependence of most countries, increasingly confirms the thesis of the inability to ensure national energy security [2], which led to an understanding of the need for international energy security at regional and global levels [3].



Energy security is largely determined by the state of global energy markets, which are becoming increasingly global. Currently, there is the development of a competitive environment in these markets, which further leads to the intensification of international companies and intensification of the struggle between them [4].



For some countries (i.e., Ukraine), energy security is the main condition for its existence as an independent state, primarily due to the energy consumption of the economy and inefficient use of energy resources, a reduction of the internal resource base of the fuel, and a fragile energy complex [5].



The example of Ukraine aptly demonstrates how energy security is extremely important and requires increased attention from the state and the public, if the country wants to remain an independent and sovereign country. The issue is that the state is deprived of access to certain areas of the sea shelf, where the start of industrial energy production was carried out or planned. There is a partial destruction of the energy complex of Ukraine, including the physical destruction of some energy and heat generation facilities, of the coal industry, as well as energy infrastructure in the Donetsk and Luhansk regions, as well as the illegal alienation of energy facilities in the Crimea peninsula [6].



The energy crisis can threaten not only an individual country or continent, but all of humanity. The world community is most concerned about the limited reserves of natural gas and oil, so the inefficient use of fuel and energy resources and high levels of CO2 emissions threaten the future of all mankind. The issue of energy security is relevant for all countries of the world, regardless of their energy resources. At the same time, the degree of resource provision affects the number of tasks for energy security and their importance. So, nowadays, one of the important components of a country’s national security is energy security, regardless of whether it is considered in the context of a country exporting or importing energy resources.



An important component of further analysis is to determine the place of the energy component in ensuring national security. On the one hand, the role of fossil fuel-based energy resources is decreasing, the world is gradually moving to the use of alternative fuel sources [7]. On the other hand, there is an active struggle in the world, and sometimes a war for various energy resources. For this reason, the present work aims to determine the role of the energy component in ensuring national security and to identify certain factors that determine the behavior of countries in the energy sector in the modern world.



Thus, the main goal of the work is to determine how the national and energy security of countries are interconnected, and whether energy resources can play a more important role in geopolitical actions in the world. The answer to this question will allow for a clearer prediction of the behavior of countries around the world, the role of countries exporting energy resources in ensuring world order.



Structurally, the work consists of certain blocks. First, the issue of the exact understanding of energy security is presented, as well as what its manifestations are in different countries of the world. Countries that are quite diverse are selected for the analysis: the United States; as one of the superpowers; China, as a country that ranks second in strength, but differs significantly in the structure of the economy from the United States; Norway, a state that has almost completely switched to alternative energy sources for domestic consumption; and Ukraine, a country that has lost almost a quarter of its industrial and energy potential as a result of the temporary occupation of its territory. The next step is to study the geopolitical aspects of energy security in different parts of the world, in particular, the identification of current conflicts, which is the basis for the struggle for energy and other resources. The following sections present the research methodology and the obtained results. Then, the conclusions and discussion are determined by using the results received. In addition to a critical review of the existing literature and the practical state strategies on the duality of national security and energy security, the analysis of contemporary global indices is presented to depict the level of the emphasis on energy security.




2. Literature Review


Energy security: national dimensions. Scientists and policymakers all over the world do not argue that energy security can be defined as a state of the economy that guarantees the technically and economically safe satisfaction of the current and future needs of consumers concerning energy and the protection of the environment [8]. Each state tries to implement its interconnected set as effectively as possible. Independent energy policy is a central issue that is used to ensure the national interests of the state. The factors influencing energy independence are the following: opportunities for the personal production of coal, oil, and gas; renewable energy generation; nuclear energy generation; the generation of electricity from other energy resources; and the level of diversification of imports of these energy resources [9]. However, the in-depth analyses of particular countries could reveal some concerns and paradoxes.



China case. The Chinese understand energy security as “a state in which sufficient and reliable supplies of energy resources are guaranteed at affordable prices, and supply agreements do not jeopardize the nation’s core values and do not interfere with the achievement of other goals.” [10] China’s energy security is becoming more important against the background of sharp fluctuations in world oil prices. Therefore, the main strategic task of Chinese leadership is to find reasonable options for solving problems in the field of energy security. Global reserves of oil and other hydrocarbon fuels are constantly declining, forcing the use of alternative energy sources, environmentally friendly technologies, and renewable energy sources (e.g., hydropower, biogas, and nuclear energy). All these factors contribute to the development of a modern and comprehensive concept of Chinese energy security [11].



The development of the energy complex in China is taking place with certain features. The main one is the constant growth of the demand for basic energy sources. According to China’s National Bureau of Statistics [12], China’s annual growth in energy consumption (Figure 1) will be at least 7.5% over the next two decades, while the current positive dynamics of economic development and economic growth will continue. China heavily invests in the development and implementation of technologies for processing coal into liquid fuel. Natural gas is no longer considered a leading fuel for China by most analysts (Figure 2) [13].



China is striving for revolutionary changes in energy consumption, namely the cessation of unjustified energy consumption, the introduction of energy efficiency policies, and the formation of a society focused on energy conservation [3]. The country pays considerable attention to the revolutionary changes in the field of energy supply. Based on the security and diversification of domestic energy supply, the government is taking steps forward to promote the clean and efficient use of coal, develop other energy sources and at the same time strengthen the energy transmission and distribution network, as well as build a storage network. China is advancing its energy technology programs by moving to a green and low-carbon economy. By encouraging the innovations in technology, industry, and business, China seeks to make innovation a new engine in the process of modernizing the industry. This contributes to the revolutionary changes in the energy system, which include the manufacture of energy products, increasing effective competition, compliance with the mechanism of a market economy, changing energy regulation procedures, and improving the system of energy legislation [15].



Ukraine case. The most representative cases are those countries that have military conflicts in their territory or are involved in and had an impact on their energy security as a result of this. A good example is Ukraine. Since 2015, Ukraine, in its national security strategy, has considered “actions to block Ukraine’s efforts to counter the monopolization of strategic sectors of the national economy by Russian capital, to eliminate dependence on monopoly supplies of critical raw materials, especially energy resources”, as one of the urgent threats to Ukraine’s national security. The Russian conflict had a great impact on the energy security of Ukraine, based on the following existing threats to the country:




	
Excessive dependence on energy imports;



	
Insufficient level of diversification of energy supply sources and technologies;



	
Limited use of own energy potential and new technologies;



	
Low fuel and energy efficiency;



	
Distortion of market mechanisms in the energy sector;



	
Criminalization and corruption of the energy sector;



	
Ineffective energy efficiency and energy supply policy.








The current structure of the energy balance and the dynamics of electricity consumption per capita are presented in Figure 3 and Figure 4, respectively.



Norway case. This state is one of the world’s largest energy exporters and plays a leading role in promoting global energy security. At the same time, this country is fully committed to environmental sustainability, based on a unique set of resources: hydropower, oil, and new renewable energy sources, such as wind energy and biomass. It is also important to note that the country does not use nuclear energy as an energy source at all. Norway is one of the world’s largest exporters of oil and natural gas, ranking ninth in terms of net exports of oil and oil products and third in gas exports in the world at the end of 2019–2020. However, oil and gas play significantly smaller roles in the country’s domestic energy consumption, as more than 95% of natural gas and more than 75% of the oil produced in Norway are exported.



Norway is still one of the largest energy exporters in the world and is increasing its energy production and exports every year. As one can see from the energy balance, the largest share of energy production by sources falls on hydropower; this area is now promising for Norway and the country is actively developing it (Figure 5). During the last decades, Norway has tried to decrease the consumption level per capita with the help of the more efficient use of the resources (Figure 6).



U.S.A. case. The United States is unable to curb its dependence on imported oil, although solutions are being offered from time to time. In particular, most vehicles in the United States run on fuel made from imported oil.



At the same time, there is widespread support in the United States for the World Energy Committee’s view that energy security is seen as the assurance that a country will have access to energy in the quantities and qualities that are needed in these economic conditions. Thus, the emphasis is removed from the operation of own fuel and the use of imported energy is considered as normal in terms of energy security. There is no consensus on this, but the fact remains that the United States does not stop relying on imported energy.



The importance of energy security in modern conditions for the United States demonstrates the impact of energy security on the foreign policy of the state as a whole. Thus, the United States is actively defending its interests in the Middle East, in its quest to ensure profitable and stable oil imports from the region [16]. The government is also paying attention to the development of alternative energy sources, such as the development of the country’s internal fields and the gradual transition to renewable energy sources [17]. An important element that has an impact on energy security is the environment, so the United States is gradually reducing the share of the sources of thermal electricity that pollute the environment (Figure 7). However, oil is still the main source of energy, followed by gas (Figure 7). Renewable energy sources still occupy a relatively small share of the spectrum, but their share is gradually increasing.



Figure 8 shows that U.S. electricity consumption remains stable per capita; needs are growing in proportion to the rate of the population growth rather than exceeding them, as was the case at the end of the last century, which allows for the conclusion that ensuring energy security in the country is quite achievable.



Military conflicts and the energy situation in the world. Military conflicts over energy issues have existed in the world for a long time. The reason is that the modern energy world is characterized by deep disparities: we can observe a dissonance between the reserves of resources (such as oil and gas) in different countries (Figure 9).



Unfortunately, the worst situation is observed in Ukraine (Figure 9). Norway has the best situation not only among the proposed countries, but also in general among all the countries in the world rankings.



In addition to the different levels of resource security, there may be tensions and uncertainties between countries, and actually, all continents demonstrate the same (see Table A1 [19,20,21,22,23,24,25]). The coronavirus further deepened the negative aspects and exacerbated the military conflicts that arose over energy issues [26]. By analyzing the literature, one can see the following origins of energy wars [27,28]: we live in an energy-oriented world, in which the control over oil and gas resources (and their means of delivery) turns into a form of geopolitical influence for some and economic vulnerability for others [29]. However, most researchers consider geo-economic positions and sustainability as the prerequisite for energy power/fragility [30]. Additionally, there is the opinion that conflicts and military actions cause energy security more soundly, but not the opposite [31,32]. Indeed, Samaras et al. [32] insist and provide ground evidence that energy considerations are essential to the missions of armed forces worldwide. The interaction between military energy issues and non-military energy matters is not often explicitly treated in the literature or media, although the issues concerning clean energy have increased the awareness of this interaction. This point of view is not singular [33,34,35] and as well there are lessons of the cold war [36].



A good example of the symbiosis between military and energy conflicts is Russia’s hybrid campaign against Ukraine, which combines supply disruptions, cyber-attacks, economic and political pressure, and disinformation efforts to undermine the country’s energy security and create political instability. Russia’s most destructive action was to cut off gas supplies in 2009, but the attacks continue and are becoming increasingly complex and threatening. A good example is the December 2015 Black Energy cyberattack on a power plant in western Ukraine, which cut off electricity supplies to nearly a quarter of a million residents for six hours. After that, a year later, there was a more complex attack on the power supply network of the capital, the city of Kyiv, using malware CrashOverride/Industroyer. This attack was not as long and large-scale as the previous one, but it posed a much greater threat: it was aimed at disabling electrical safety relays that protected the main power equipment. If analysts had not detected this attack in time, in its last phase, in addition to a short interruption of electricity supply, there could have been the physical destruction of very expensive equipment, which is difficult to replace [37].



However, the research analysis of the correlations and casualties of national security and energy security is not yet completed and has ample research gaps to be covered (Table A2). For example, there is no research on the topic that uses the mathematically grounded apparatus and considers different continents simultaneously. Even the most explicit attempt to evaluate energy security as a component of the national security of the country [2] has a lack of objective assessments, as it is based on the weighted indices. The majority of studies that declared the ground mathematic approach to the energy security index and its correlation to security are concentrated on one state and its internal sustainability indicators (i.e. Fang et al; Bompard et al; Mottaghi & Davoudi [38,39,40]) or narrowed the security issues towards macroeconomic security (i.e., Stavytskyy et al [1]). At the same time, despite the differences in the approaches and the scopes, the studies are synchronic in the results that are concentrated on the macroeconomic policy and energy security recommendations. Just a few researches are highly cited and prominent in their results that discuss the impacts on and recommendations to national security [40,41]. The paper addresses this research gap by the means of econometric modeling, in particular. Overall, it is concluded from the Literature Survey that despite the assumption of clarity in considering both types of security in their dual relations by actors/countries, there is a great shortage of researches published that use a mathematical approach and calculative assessments for more than one state at a time and for a long time series [42,43].




3. Methodology


The main point of the methodology is to find the most representative indicator to reflect the topic of the research: the correlation between energy security and national security. To answer this, the most known existing indexes of energy security, ecology security, economic security, and national security are considered (Table 1). The search reflects whether the national security indexes of the main energy players contain energy security in its calculative methodology.



The analysis presented (Table 1) reveals that despite the existing geopolitical dichotomy, the national security indexes do not consider energy security in regards to the whole possible scale, and mostly only from the position of consumption. However, if energy security is being considered, the resources and production of energy are kept away from the national security. The fact is that the main energy players do not reveal energy security as a priority of their national security [44] (i.e., U.S.A., Germany [45], and France). Furthermore, NATO considers main objectives of energy security, such as the monitoring and evaluation of the situation in industry energy security; assistance of allies in security; observation of sea corridors and measures to respond to possible threats; and operations to prevent attacks based on energy infrastructure.



Thus, there is the logical necessity to consider the energy indices as the next step of the research (Table 2). A quite obvious fact is that this type of index is global and not primarily devoted to the security of the particular state, but to the cross-state comparisons. Therefore, energy security should be directly attributed to the areas of national security that ensure the realization of one of the fundamental national interests—the sustainable development of the national economy, society, and the state to ensure the growth of quality and quality of life. At the same time, energy security also participates in ensuring other national interests—state sovereignty and independence.



Generally, researchers claim that there are the following methods for calculating and characterizing the energy security of the country: the method of scalarization, discriminant analysis, fuzzy set theory, panel regression analysis [52], the Shannon–Wiener and Herfindahr–Hirschman indices, method of monitoring [53], and indicative analysis.



The aim of the present paper and the literature review is to explore the ability to use the econometric methodology to test the statistical ties between the national security indicator and the energy security indicator, as well as to consider the possible factors that could be impactful on both indicators.



The methods of the correlation analyses are adopted to find the list of factors that have the most significant connection between their dynamics of variations and the dependent variable. The regression analysis is applied to assess the level of the indicated impact and to provide a possible forecast for the nearest future on the basis that the general tendencies would stay the same. According to the rules of the econometric analyses, all incorporated variables are tested on the stationarity and normality by ADF and Jeark–Berr tests, appropriately.



Thus, we fully follow the econometric analyses stages that are classically presented in [54]:



1—Consideration of the factors that could be impactful, and a declaration of the dependent variable and specification of the model.



As the literature review revealed, there was a significant shortage of indexes (that represent the dual subject—national security and energy security) that could be demonstrative, long-term, and equally available for the list of considered countries; therefore, we use the available variables in the research by ESRI (Energy Security Risk Index [48], Table 3), ESI, and STI. The index of economic security (ESI) (based on Stavytskyy, 2018 [55]) is subsequently considered. According to Stavytskyy’s method, 1 is a Central European branch marker. If a country’s security index is higher than 1, its development is currently better than the European average, and if it is lower than 1, the country is inferior to the level of economic security currently achieved on average in Europe. There is no representative in the geography and in the time perspective index to reflect the national security, so the closest to it is chosen—the Security Threat Index (STI) that is the component of the Fragile State Index (keep in mind that the higher volumes of this index depict the threatening situation and fragile security). Additionally, energy security is presented by the Energy Security Risk Index (ESRI), which has the same representation—the higher volumes demonstrate the higher risk, thus the less secure the situation. However, the official sources have a sginificant lack of data that are not presented for the whole diapason, 1990–2021, for all the analyzed countries.



Then, the logic of the research is to consider the linear regression dependencies between the indices.



2—The analyses of correlations. The diapason of the correlation index is −1 to 1, revealing negative and positive dependencies, correspondingly. Since the correlation index was higher than ±0.7, we can observe a strong connection in the dynamics between the couple of indices considered. Thus, the increase in one could be reflected in the increase in the other, expectedly (positive correlation), or vice versa—opposite directions (negative correlation).



3—Modeling stage, where linear dependency is calculated to see the level of dependency between factors, to see elasticities and the scale of this dependency.



The application for all model calculations is Eviews software. The estimation output in it demonstrates not just the final calculations of coefficients of the linear regression model, but also the verification criteria for its efficiency (significance of results, t-criteria), reliability (Adjusted R-sq), and adequacy (F-criteria).



4—Forecasting and policy recommendation stage, if necessary.




4. Results


To find the mathematical approval of the possible similarities in the main indices’ dynamics, the correlation analysis is applied (Table 3).



Table 3 accumulates only the statistically significant results. Here, one can see that the energy index is significant (the significance is measured by the value of the correlation coefficient and t-statistics of it) for the economic security indices only in China and the U.S.A. from the list of analyzed countries, but it is significant for the security threat index in all the selected countries, except for Germany. According to the received results of the correlation analyses of the 1991–2020 data set, there is no significant correlation for the indices of this country.



It must be taken into account that there is a lack of any index that reflects national security for the long period and the cross-state comparisons. Economic security seems to be considered as one of the principal components of any national security system and as the depictor of the nation’s well-being. In Ukraine, the minimal value of the economic security index is 0.67, the maximal is 0.95 (Figure 10). It should be noted that the dynamics of the economic security indices in European countries are gradually leveling off (Figure 11). In our opinion, this is because new technologies are actively involved in the countries; there is a constant optimization of energy supply chains, the introduction of digitalization. As a result, leading countries may lose their dominance and outsider countries can quickly take the lead by introducing new approaches.



One of the European outsiders for a long time was Ukraine, which in recent years has taken significant steps to improve living standards (Figure 12). Due to the opening of borders in Ukraine, which resulted in the significant migration of the population, the competition for labor resources intensified, which contributed to both higher wages and the automation of production and provision of services. Due to this, Ukraine currently has a quite prominent position in Europe in terms of the convenience of banking services, digitalization of public services, and automation of production, which will significantly increase the level of economic security components. The optimization of supply chains is particularly rapid in the energy sector, which greatly contributes to Ukraine’s energy independence.



As the next stage, the assessment of the energy security factors on the economic security index is considered through the correlation and regression analyses for Ukraine (1991–2019).



Each cell (Figure 13) corresponds to the value of the correlation between the indicators specified in the names of the rows and columns of the matrix. Blue corresponds to a large positive correlation, and red corresponds to a large negative correlation. Therefore, having analyzed the obtained values, first of all in the first column that indicates the correlation of all the selected indicators with the EB index, the research highlights those that have the greatest value and, accordingly, the strongest influence.



Thus, we selected indicators on the basis of the correlation analyses (Figure 14):




	
Electric power consumption (kWh per capita);



	
Fuel imports (% of merchandise imports);



	
Adjusted savings: energy depletion (% of GNI);



	
Electric power transmission and distribution losses (% of output);



	
Alternative and nuclear energy (% of total energy use);



	
Electricity production from renewable sources, excluding hydroelectric (% of total);



	
Adjusted net savings, including particulate emission damage (% of GNI);



	
Adjusted savings: carbon dioxide damage (% of GNI);



	
Access to electricity (% of the population);



	
Access to electricity, rural (% of rural population);



	
Access to electricity, urban (% of urban population).








Thus, the most appropriate model for Ukraine to determine the list of energy security indicators that could be highly impactful on the economic security index is the following: (assessments are realized in Eviews) (Figure 15).



For the percentages detecting the impact and the normality of the model, the model is transformed in the log–log model (Figure A1). Thus, the model is quite significant and appropriate (MAPE is quite low) (Figure A2). The verification of the model is confirmed; it has normality in the residuals, no autocorrelation, no heteroskedasticity, is stable and appropriate, and furthermore significant.



Similar stages for the econometric assessment between the energy security indicators and energy security index are proposed for Germany, the U.S.A., and China, as quite prominent energy players in the world.



By analyzing Figure 16, we observe that in the recent years (2013-2019) there is a noticeable tendency to increase the overall index of economic security. In our opinion, this is explained, first of all, by the rapid growth of the resource security index and some of its indicators, in particular, as indicators of attracting new energy sources, indicators of resource consumption, and indicators of pollution due to mining activities. However, in many respects, this growth was not due to the qualitative changes in these areas, but due to the problem in recent years of the incomplete availability of information for countries around the world and, in particular, Germany. Given the methodology for calculating the indices, the values of the components of the indicator equal to 1 are used for the years for which there was no information. Thus, there has been a sharp increase in recent years. Despite this, all other indicators also increased, which also indicates qualitative changes.



By analyzing the changes over 20 years for the U.S.A. (Figure 17), one can immediately notice a substantial and very sharp decline in the index of industrial and service safety, which occurred at the beginning of the century. In 2001, it reached its peak, after which it decreased very rapidly. Such drastic changes could be caused by the terrorist attack that took place in the United States in 2001. This terrible event had a very strong impact on the country and the world in general, destabilizing the situation and causing a huge reaction in the world. Considering the economic security index in general, one can say that throughout the analyzed period it was uniform and did not show any strong changes in the direction of growth or decline. However, there has also been a marked decrease in the period since 2001. The chart of the dynamics of the financial and macroeconomic security index is also interesting. There is a clear decline in 2009, which was caused by the global economic crisis that originated in the United States and gave impetus to the entire world economy. Other indices did not change sharply during 2000–2020.



By analyzing Figure 18, one can say that the economic security index is steadily growing throughout the analyzed period (2000–2018). The trend accelerated in 2015 corresponds to the strengthening of China’s economic position in the world economy, the growth of the overall economic security index safety, and some of its indicators, in particular, such as indicators of electricity production from renewable sources and waste, indicators of resource consumption, and pollution indicators that assessed the level of greenhouse gas and CO2 emissions. The increase in resource security was mainly due to the reduction of greenhouse gas emissions and the reduction of the carbon footprint, which was primarily due to the high attention of governments to environmental issues in general and gas emissions standards—the adoption of new standards. Another factor in the growth of the resource security index is the growing development of alternative energy. At the same time, the active growth of resource security during the year (2015–2016) was observed, after which the rapid growth slowed down and turned into a long gradual growth. Since 2017, the growth of the economic security index has strengthened the growth of another of its components, industrial and service security, which is explained, again, by the growing role of China’s economy in the world market.



The same regression approach revealed the following most impactful energy factors on the economic security index of the countries (“+’ means the significant impact) (Table 4).



Energy security, as a functional component of economic security in the context of globalization challenges and the nature of threats, provides opportunities for stable production and use of energy to promote economic growth and improve the quality of life. Therefore, the issue of energy security should be at the strategic level and under close state control [56].




5. Discussion and Conclusions


Limitations of the model. The study has several limitations.



First, the analysis of energy security in the world was limited only by the indicators that characterize the supply, consumption, and use of electricity. Of course, electricity plays an important role in society and its energy security, but it is not necessarily an essential one. The process of generating electricity is associated with the use and disposal of energy resources (for instance, oil, gas, coal, and uranium). However, conducting such a study requires significant resources, which makes it impossible to apply it in only one scientific article. Such research should be carried out in the future on different groups of energy indicators.



Second, there may be doubts about the stability of the econometric models that have been built over 28 years. During this time, breakthroughs have been made in the technology of energy production and consumption. In particular, it is worth noting that the emergence of shale technology for gas and oil production, the emergence of installations for obtaining wind and solar energy with high efficiency, obtained methods of producing hydrogen with commercial attractiveness. Thus, it may be necessary to determine the stability of the influence of the factors of econometric models that were used in the study.



Third, the volume of work did not allow a study of the issue of geopolitical influence in certain areas on energy and national security. In particular, it may be necessary to consider separate rules for constructing and calculating energy and national security for countries that consume more fossil resources, as well as those that have largely switched to alternative sources.



Fourth, one should note the lack of representative indices of national security that would be available for a long period and the broad list of countries.



Fifth, there is a shortage in the indices of energy security and economic security. Despite the illusion of a variety of them, as one can argue, there is mostly no single one that would have the consideration of the entire list of countries, a stable methodology for the whole period of observations, a long-term trend line, and the open access availability of it. This makes significant forecasting and simulation modeling quite impossible.



In today’s world, national, economic, and energy security are interdependent. Despite the broad geopolitical conception [57] that energy security is one of the pillars for national security and can be the cause of the deep tension between states, the national security strategies and the representative national security indices do not prioritize it, in reality. Thus, there is clear research and practical gap to propose the national security index that could be appropriate for the nation, but also for the global assessment that would contain energy security as the principal component.



To date, the increase in the energy generation is uneven. The structure of energy consumption in the countries of the world is also uneven.



However, there is also comforting news. The world is currently undergoing another stage of development, which is associated with the active introduction of technologies for energy production from renewable sources. That is, there is a change in the schedule of the geopolitical forces in the world, as the resources of previous stages are gradually losing their value. It can be concluded that those states that continue to focus on the raw material model of the economy are doomed to a slow death or rapid collapse. It already depends on their characteristics, geopolitical decisions, and margin of safety.



Despite the serious steps to save and conserve energy, there is an increase in its consumption in most countries.



It is likely that there will soon be attempts to reform energy superpowers that, through the control of energy sources, will try to raise prices in this market and carry out further monopolization of it. It can be concluded that such a situation is unlikely to reduce global pollution, and therefore climate change will lead to changes in employment and migration.



In general, the study aimed to monitor how energy security is taken into account in national security. The reason for believing in such a dichotomy is the numerous geopolitical expert opinions and scientific ones, in general, and not only the assumption that most modern inter-country conflicts revolve around energy resources. However, as the literature analysis and review of the world’s existing national security indices have shown, the link between energy security and national security is in fact hardly considered. If there is one national security index that mentions energy in its components, it is only from the standpoint of electricity consumption. In general, and in the scientific discourse, most energy security issues, when they are brought to the level of national security issues, are reduced to electricity consumption. Similarly, the scientific discourse is not full of studies of this dichotomy. Based on the lack of any adequate statistical basis for tracking the task, the question was paraphrased as: to find whether the dynamics of energy security is important for the dynamics of economic security as a fundamental component of national security.



The present study contributes to the theory and practice of guaranteeing both energy and national security. From the point of view of the theory, it is offered to define the indices of energy and national security, which will allow for the ranking of countries in accordance to both indicators. From a practical point of view, the analysis showed that there is no clear link between the energy and national security indicators in general, which means that energy cannot be considered as the basis for national security, but is only one of the factors for ensuring it. From a social point of view, it is important to realize that the role of energy in the modern world is somewhat exaggerated, which means that any society has the opportunity to build a state with a high level of national security, regardless of the available energy resources.
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Table A1. The correspondence of the geo-economic and energy situations in the world.
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	Region
	Geo-Economic Situation
	Energy Security Paradigm in the Region





	North America
	The United States continues to play its role as a superpower. Due to rising energy prices, the country is using a variety of new ideas. Cars with hybrid engines or alternative engines are used. Mexico manages to curb the rise of violence against criminal groups. Canada has hardly changed. It has improved its economy through its energy assets [19].
	In general, the state of energy security in the United States has radically changed over the past decade. In many ways, the country has a strong position to create a reliable, affordable, and environmentally sustainable energy system. In particular, the United States is constantly improving and modernizing energy production: the oil and gas industry through horizontal drilling and hydraulic technology. Harmful emissions from coal mining have declined over the past decade as the United States developed natural gas-fired generators (which are more competitive in the market) during the shale gas boom. Meanwhile, renewable energy sources are also rapidly growing, thanks to lower costs and political support. One part of U.S. energy security is the development of terminals in other countries for LPG exports.

Mexico’s population is expected to grow to nearly 150 million by 2050 from 127 million today. Along with increased productivity, this will stimulate economic growth. As a result, energy demand will increase significantly. The energy balance of this country is dominated by oil and gas, with oil accounting for almost half of the total. Mexico has a fast-growing electricity sector and demand has been growing at an average of 1.6% per year since 2000. Natural gas is a major source of electricity, much of which is imported from the United States and benefits from low gas prices in North America.



	Central and South America
	Continued anti-Americanism, led by Venezuelan leader Hugo Chavez, has led the state to break away from U.S. influence.

Brazil remains the main geopolitical player in the region, which is going through difficult times of restructuring its economy. Venezuela has significant problems, where the economic model does not promote friendly contacts with either its neighbors or the United States. In other countries, a significant demographic growth is observed, which is not supported by economic growth, which complicates social problems within states. Countries are very vulnerable to external shocks [22].
	Brazil’s energy policy responds well to the world’s most pressing energy challenges. Access to electricity across the country is almost unlimited, and renewable energy sources meet almost 45% of primary energy demand, making Brazil’s energy sector one of the lowest in the world [20].

Fossil fuels are unevenly distributed in Latin America. Oil and gas reserves are concentrated in Venezuela, while most coal reserves are in Colombia and Brazil. In 2020, hydropower dominated Central and South American electricity generation, which accounted for approximately 67 percent of America’s total gross domestic production [21].



	The EU
	The EU is trying to gradually expand at the expense of the Balkan countries, but due to the presence of internal contradictions cannot do it quickly. Significant inhibitions of economic activity in recent years and the inefficiency of part of the economy of education are forcing economic reforms to be carried out, which are not to the liking of member states, which only complicates the situation. Population aging, an influx of migrants, and high unemployment, which do not contribute to solving social problems. In terms of improving living standards, the EU is actively implementing new environmental standards that affect producers’ ability to use scarce resources. At the same time, the EU is interested in diversifying the supply of resources, which does not allow it to take a tougher stance in negotiations with Russia on future enlargement [23].
	Germany created a strategy for energy policy until 2050, which provides for an accelerated withdrawal from nuclear energy by 2022. France has a very low carbon balance due to well-established policies and the modernization in this sector. France plans to reduce the share of nuclear power plants from 70% to 50% in its electricity structure by 2035, and close its last coal-fired power plants by 2022. Many nuclear reactors are out of service, requiring the modernization of those that can operate in the long run. According to the draft energy policy of Poland until 2040, the share of coal and lignite in electricity production will be reduced to slightly less, by 60%, by 2030. The draft policy also prioritizes long-term energy security, reducing greenhouse gas emissions and air pollution, improving energy efficiency, and decarbonizing the transport system. In the Czech Republic, the main goals are to reduce energy consumption, increase the energy intensity of the economy, and expand nuclear energy by about 2500 MW by 2035. Fossil fuels are still a key element of the energy sector in the Czech Republic. Air pollution is a particular problem due to the widespread use of coal and the relatively old car fleet, which is dominated by diesel cars. However, per capita, CO2 emissions and the carbon intensity of the economy are among the highest in Europe. Italy’s energy policy is focused on renewable energy sources. The country had impressive success in the renewable energy sector and succeeded in integrating large volumes of renewable generation. In addition, institutional arrangements in the energy sector remain complex and need to be reformed and strengthened. Greece has set targets to reduce greenhouse gas emissions by more than 56% by 2030, compared to 2005, and to have a climate-neutral economy by 2050.

In general, some countries can generate at least 80% of all electricity from recycling, wind and solar power plants, and biofuels, when introducing alternative energy sources. EU countries plan to ban internal combustion engines in the next 15 years, which will significantly change the structure of energy consumption.

The government is implementing reforms to standardize and simplify the licensing procedures for renewable energy projects and is exploring options for using offshore wind energy. The Greek islands also have renewable energy projects to decarbonize electricity [23,24].



	The Middle East and Middle Asia
	Iraq continues to thrive despite attacks by insurgents and terrorists. US troops are leaving the country. Advisers and some combat units remained to assist the Iranians in ensuring security. Iraq supports new European gas and oil pipelines to Turkey. There are tensions with Iran–radical Islamists and democratic groups plunge the country’s major cities into civil war. Not wanting to risk losing refineries, the United States is developing a strategy to find new fields.

Recent developments in Libya, along with ongoing territorial disputes between several Eastern Mediterranean countries, especially the disputes between Turkey, Greece, and Cyprus over their respective SEZs, have hampered the exploration and development of the region, especially in the Levant Sea basin. If geopolitics is an argument for the future world order, then the Eastern Mediterranean, like no other, is becoming a cauldron of conflicting views and interests. The geopolitical interests of the Eastern Mediterranean countries will inevitably influence geoeconomic decisions regarding the flow and exchange of traded gas [25].

The Middle East is experiencing a series of geopolitical crises and wars involving the shifting role of oil in the global economy and the attempts to secure or redistribute those incomes. Most of the conflicts are related to oil-bearing countries, namely Libya, Syria, Turkey, Iraq, Iran, Azerbaijan, Saudi Arabia, and Yemen.
	In the struggle for energy routes, naval conflicts in the Eastern Mediterranean are intensifying. The risk of confrontation between regional states is growing.

The development of the maritime border dispute between Turkey, Greece, and France is accelerating and deepening. The belligerent statements and threats of high-ranking government officials from the three countries, accompanied by numerous military conflicts, still bypass diplomatic relations aimed at overcoming a future clash between two—or possibly three—NATO members. At the heart of the recent crisis between Greece and Turkey is a dangerous ideological model, not just a dispute over energy resources.

The oil blockade in Libya has been going on for 9 months, and oil production in the war-torn country fluctuates only at 100,000 barrels per day instead of the pre-crisis 1.2 million barrels per day.

The COVID-19 pandemic is just the tip of the iceberg of the socio-political and economic problems of the Eastern Mediterranean. What makes the Eastern Mediterranean so incendiary today is the combination of several complex and volatile issues, including historical ambitions, conflicting claims to sovereignty, competition for control of newly discovered natural gas reserves, pipeline policy, civil wars and political chaos in coastal states, reduction in U.S. states, the expansion of the Russian naval base in Syria, the expansion of Turkey in Libya, the differences between NATO allies, and the waves of migration and refugees.

The collective interest in mobilizing the Eastern Mediterranean’s gas reserves has expanded cooperation between Greece, Cyprus, Israel, and Egypt, as well as key energy companies from the United States, Israel, Italy, and France. This group has grown to include Italy, Jordan, and Palestine, culminating in the creation of the Eastern Mediterranean Gas Forum (EMGF).

Middle Eastern countries have different understandings of energy security. If the pennies of the state will be energy-neutral economies, where the role of alternative energy sources is constantly growing, then others are trying to maintain their role as major producers of oil and gas. To do this, there is a struggle for new markets, including liquefied natural gas.
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Table A2. National security vs/along with energy security: correlations and causality studies.
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	Scope of the Research
	State and Period under Analysis
	The Goal of the Research
	Mathematical Approach Used
	Results Obtained





	Evaluation of energy security as a component of the national security of the country [2]
	2011–2017, Russia, China, U.S.A., Czech Rep., Poland, Sweden, and Germany
	To calculate and select the indicators of energy independence.
	The multidimensional mean, the selection of statistical indicators, the choice of the base of their normalization, the use of the analytic hierarchy process for the evaluation of weighting coefficients, the method of aggregation of indicators in the integrated evaluation of energy independence, and analysis of the time series.
	The country’s energy independence requires quantitative evaluation to ensure regulatory actions in this area of government activity. To do this, it is necessary to highlight the most significant both absolute and relative indicators, which evaluate the country’s energy independence.



	Evaluation of sustainable energy security and an empirical analysis of China [27]
	China, 2004–2015
	Study of the impact of geopolitics on China’s energy security, achieving sustainable development of the national energy system as a decisive factor in the country’s development. Creation of a theoretical system of energy evaluation
	China’s Sustainable Energy Security (CSES) index calculation, its empirical study for 2004–2015. The initial values of each indicator were calculated by the min _max method, and a matrix of solutions was constructed.
	The measures that need to be taken by government agencies to support the goals of energy security and energy sustainability are recommended. The priority of the development of clean energy in the strengthening of coefficient of energy self-sufficiency is specified.



	Estimating the interrelation between energy security and macroeconomic factors in European countries [1]
	1997–2016, 28 EU
	Analysis of energy security in some European countries and the assessment of energy security. Defining how the level of energy security is related to the main macroeconomic parameters of countries.
	Calculation of the Shannon–Wiener index, its comparison with the share of energy from renewable sources, and NESI representation. Development of a new energy security index NESI, which thoroughly describes the real threats and opportunities of European countries in terms of energy security. Based on energy consumption, production, distribution, and efficiency.
	Indication of the shortcomings of the existing energy security indices. Analysis of the ratio of the NESI index with the main macroeconomic indicators in different European countries

GDP growth is positively correlated with NESI and negatively with CPI. Therefore, on the one hand, economic instruments can improve energy security in Europe, and, on the other hand, guaranteeing energy security leads to lower prices and increased national production.

The study helps to identify the most valuable EU countries for energy security, which will suffer the most in the case of, for example, the destruction of a single gas system. Using NESI can help understand how countries respond to international change if they can sustain the required level of technological change in energy production and distribution.



	National energy security assessment from a geopolitical perspective [28]
	Italy
	An overarching methodology is outlined to evaluate energy security, in which its external and internal dimensions are considered and integrated: the security of the energy supply from abroad (external) and the security of national energy infrastructures (internal).
	Two indexes are defined using a probabilistic approach.
	The evaluation of energy security needs to consider different dimensions and is of the utmost importance as a benchmark to conceive and implement different policies.



	Introduction to energy sSecurity, national security and citizenship (case study of Iran) [29]
	Iran
	The present study seeks to address the relationship between energy security, national security, and civil rights, and it considers the various dimensions of energy security that have affected civil rights based on the rights enshrined in the Charter of Civil Rights and other legal documents.
	Descriptive statistics.
	Energy insecurity is one of the threats to national security, and looking at it from the perspective of civil rights can highlight the commitment of governments to ensure its realization.









Appendix B. Regression Results
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Figure A1. Eviews regression result (Ukraine case). 
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Figure A2. Forecasting according to the regression model for Ukraine. 
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Figure 1. Energy consumption per capita (kWh) in China (according to the data source [14]). 
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Figure 2. The energy consumption resource distribution in China in 2020 (according to the data source [14]). 
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Figure 3. The energy consumption resource distribution in Ukraine in 2020 (according to the data source [14]). 
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Figure 4. Energy consumption per capita (kWh) in Ukraine (according to the data source [14]). 
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Figure 5. The energy consumption resource distribution in Norway in 2020 (according to the data source [14]). 
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Figure 6. Energy consumption per capita (kWh) in Norway (according to the data source [14]). 
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Figure 7. The energy consumption resource distribution in the U.S.A. in 2020 (according to the data source [14]). 
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Figure 8. Energy consumption per capita (kWh) in the U.S.A. (according to the data source [14]). 
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Figure 9. External interventions index (according to the data [18]). 
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Figure 10. Index of economic security for Ukraine. 
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Figure 11. Comparative dynamics of economic security indices of Ukraine, Germany, France, and Poland during 1991–2020. 
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Figure 12. Dynamics of structural components of the economic security of Ukraine. 
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Figure 13. Correlation matrix: between factors (Python representation). 
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Figure 14. Correlation matrix: impact of factors on the dependent indicator. 
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Figure 15. Eviews linear regression assessment output. 
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Figure 16. Dynamics of the structural components of the index of economic security in Germany: blue line–social security index, orange–industrial and service security index, grey–financial and macroeconomic security index, yellow–resource index, and black–economic security index. 
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[image: Energies 15 00658 g016]







[image: Energies 15 00658 g017 550] 





Figure 17. Dynamics of the structural components of the index of economic security for the U.S.A.: blue line–social security index, orange–industrial and service security index, grey–financial and macroeconomic security index, yellow–resource index, and black–economic security index. 
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Figure 18. Dynamics of the structural components of the index of economic security in China: blue line–social security index, orange–industrial and service security index, grey–financial and macroeconomic security index, yellow–resource index, and black–economic security index. 
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Table 1. World indexes of national security.
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	Title (State)
	Short Description
	Formula
	Energy Security Component





	National Security Index (NSI) (India) [46]
	The NSI is an average of five other indices: the Human Development Index (HDI), the R&D Index, the Gross Domestic Product Performance Index, the Defense Expenditure Index, and the Population Index.
	The Indian National Security Index consists of:

30%—defense capacity

20%—economic power

20%—technology

20%—the effective population

10%—energy security.

The index can be calculated as the average of 5 component indices.
	The NSI does not cover other aspects of national security, such as the quality of governance, the environment, and the availability of natural resources.



	Chinese National Power (CNP) (China)
	China’s CNP index is the sum of a country’s natural resources, domestic economic capacity, external economic capacity, scientific and technological capacity, level of social development, military capacity, government administrative capacity, and foreign or diplomatic capacity.
	This index is calculated using 3 models:

    M o d e l   1 :   p o w e r =   n a t i o n a l   G D P   W o r l d   T o t a l   ∗ 200 ;     M o d e l   2 :   p o w e r =   c r i t i c a l   m a s s + e c o n o m i c   s t r e n g t h + m i l i t a r y   s t r e n g t h  2  ;     C r i t i c a l   M a s s =   i ’ s   P O P U   W o r l d T o t a l   ∗ 100 +   i ’ s A R E A   W o r l d T o t a l   ∗ 100 ,     E c o n o m i c   S t r e n g t h =   I ’ s G N P   W o r l d T o t a l   ∗   200 ,     M i l i t a r y   S t r e n g t h =   I ’ s M E   W o r l d T o t a l   ∗ 200 ;     M o d e l   3 :   p o w e r =     p o w e r   M o d e l 2   ∗   i ’ s E N G Y   W o r l d A v e r a g e    ,       

where POPU—total population, AREA—the total area of the country, ME—military spending, and ENGY—energy consumption per capita.
	Energy consumption per capita is considered.



	Integral Index of Economic Security of the Country (Ukraine)
	One of the main components of national security. The index consists of 9 weighted average sub-indices (components of economic security):

	(1)

	
Industrial safety;




	(2)

	
Demographic security;




	(3)

	
Energy security;




	(4)

	
Foreign economic security;




	(5)

	
Investment and Innovation security;




	(6)

	
Macroeconomic security;




	(7)

	
Food security;




	(8)

	
Social security;




	(9)

	
Financial security.






	The calculation of the integrated indicator for each security area is carried out according to the following formula:

   I m  =   ∑  i = 1  n    d i   y i     

where    I m    is the aggregate indicator/subindex of the m-th sphere of economic security; where m = (1, 2, 3, … 9),

di is the weighting factor that determines the degree of contribution of the i-th indicator to the integrated index of the component of economic security; and

yi-normalized is the score of the i-th indicator.

The integrated indicator of economic security of Ukraine (I) is generally calculated by the following formula:

  I =   ∑ m     d m   I m  ,    

where dm is the weighting factor that determines the degree of contribution of the indicator/sub-index of the m-th sphere of economic security to the integrated index of the economic security of Ukraine; Im—aggregate indicator/subindex of the m-th sphere of economic security, where m = (1, 2, 3 … 9).

  C I N C =   T P R + U P R + I S P R + E C R + M E R + M P R  6   
	The component of the economic security index. There is no official energy security index of national security index.



	Composed Index of National Capability (USA)
	Statistical assessment of the national power of the state, the calculation of which the average percentage of six different world indicators is used.
	where TPR = total population ratio, UPR = urban population ratio, ISPR = coefficient of production of cast iron and steel, ECR = primary energy consumption factor, MER = military expenditure ratio, and MPR = army ratio.
	The primary energy consumption factor is considered.



	International Security Index (ISI)
	Calculated as the sum of indices of the military, political, terrorist, technogenic, natural, and economic security.
	Assessed for the world tensions, the project is finalized in 2020.
	Energy security is not directly considered.



	Security Threats Index [47]
	The part of the Fragile State Index calculated by the Global Economy portal.
	The security apparatus indicator considers the security threats to a state, such as bombings, attacks and battle-related deaths, rebel movements, mutinies, coups, or terrorism. The security apparatus also takes into account serious criminal factors, such as organized crime and homicides, and perceived trust of citizens in domestic security. The higher the value of the indicator, the more the threats in the state. The average for 2021 based on 173 countries was 5.29 index points.
	Energy security is not considered.
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Table 2. Energy security indices.






Table 2. Energy security indices.





	Title
	Description
	Components





	International Energy Security Risk Index [48]
	Measured risks to energy security in different countries. The index calculates the risk estimates for the United States and 74 other countries that make up the group of largest energy consumers [49]. Scores (index values) for these countries are the ratio to the reference index, which is taken as the average for member countries of the Organization for Economic Cooperation and Development (OECD) in 1980 (adopted per 1000).
	Impact of the global fuel market,

fuel imports,

energy costs, market prices, and volatility,

energy use, electricity sector, transport sector, environment.



	World Energy Trilemma Index [50]
	The World Energy Council reflects the assessment of the efficiency of the country’s energy system. Balancing these three goals is a “trilemma” and ensures the prosperity and competitiveness of individual countries. The report presents a comparative ranking of 128 countries. The evaluation of the index is that the effectiveness of individual countries in developing and implementing policies to ensure energy sustainability varies from country to country and region to region. The World Energy Council recognizes the value of adopting an integrated approach to energy systems to benefit sustainable energy for all.
	The 3 main dimensions: energy security, energy justice, and environmental sustainability. Efficiency indicators include supply and demand, energy availability and accessibility, energy intensity and efficiency, and emissions related to energy systems. Contextual indicators take into account the broader context of energy efficiency, including the country’s ability to provide coherent, predictable, and stable policies and regulations, initiate R&D and innovation, and attract investment.



	Energy Transparency Index [51]
	Developed to assess the real state of availability and quality of the information in the energy sector and to diagnose gaps. The index covers 210 indicators, grouped into 8 categories and based on specific regulatory requirements and best global disclosure practices. The evaluation is the result of processing open-source data on the functioning and development of the energy sector along the chain “from producer to consumer”.
	Balances natural monopolies, supply, reliability and security, consumption, reporting, policy, and government.
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Table 3. Correlation analysis result.






Table 3. Correlation analysis result.











	
	ESRI
	ESI
	STI





	ESRI
	
	
	



	ESI
	Ch (r = −0.51), USA (r = −0.70)
	
	



	STI
	UKR (r = 0.99)

Ge (r = 0.69)

USA (r = −0.91)
	U.S.A. (r = 0.80)
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Table 4. Summed up regression results for all analyzed countries.






Table 4. Summed up regression results for all analyzed countries.











	Indicator
	Germany
	USA
	China





	Adjusted savings: damage to carbon dioxide (% of GNI)
	+
	
	



	Adjusted savings: depletion of minerals (% of GNI)
	+
	
	



	Energy consumption from fossil fuels (% of total volume)
	+
	
	



	Production of electricity from renewable sources, except hydroelectric power plants (% of total)
	+
	
	



	Fuel imports (% of goods imports)
	
	+
	



	Adjusted net savings, including loss from greenhouse gas emissions (% of GNI)
	
	+
	+



	CO2 emissions (kg per capita in 2011 in GDP)
	
	+
	+



	Adjusted savings: energy depletion (% of GNI)
	
	+
	



	Electricity consumption (kWh per capita)
	
	+
	



	Renewable electricity production (% of total electricity output)
	
	+
	



	Electricity transmission and distribution losses (% of output)
	
	
	+



	Generation of energy from renewable sources and waste (% of total energy)
	
	
	+
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