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Abstract: The commercialization of eco-friendly hydrogen vehicles has elicited attempts to expand
hydrogen refueling stations in urban areas; however, safety measures to reduce the risk of jet fires
have not been established. The RISKCURVES software was used to evaluate the individual and
societal risks of hydrogen refueling stations in urban areas, and the F–N (Frequency–Number of
fatalities) curve was used to compare whether the safety measures satisfied international standards.
From the results of the analysis, it was found that there is a risk of explosion in the expansion of
hydrogen refueling stations in urban areas, and safety measures should be considered. To lower the
risk of hydrogen refueling stations, this study applied the passive and active independent protection
layers (IPLs) of LOPA (Layer of Protection Analysis) and confirmed that these measures significantly
reduced societal risk as well as individual risk and met international standards. In particular, such
measures could effectively reduce the impact of jet fire in dispensers and tube trailers that had a high
risk. Measures employing both IPL types were efficient in meeting international standard criteria;
however, passive IPLs were found to have a greater risk reduction effect than active IPLs. The
combination of RISKCURVES and LOPA is an appropriate risk assessment method that can reduce
work time and mitigate risks through protective measures compared to existing risk assessment
methods. This method can be applied to risk assessment and risk mitigation not only for hydrogen
facilities, but also for hazardous materials with high fire or explosion risk.

Keywords: hydrogen; individual risk; societal risk; F–N curve; IPLs

1. Introduction

The growing world population and the desire to improve the quality of life drive
energy consumption, causing continuous energy depletion [1–3]. As a result, hydrogen, an
eco-friendly alternative fuel, has emerged as a promising ideal sustainable energy carrier
for the future owing to its outstanding properties [4,5]. Currently, hydrogen fuel cells,
hydrogen cars, and hydrogen charging stations have been developed and commercial-
ized [6,7].

However, there is still a problem in the use of hydrogen due to explosion accidents
caused by leakage in hydrogen treatment/production facilities, and the expansion of related
facilities is thus limited [8,9]. Hydrogen has a wide explosive limit and low minimum
ignition energy compared to other fuels, such as natural gas or gasoline. In addition, it can
be regarded as a relatively dangerous substance because it is easily ignited when exposed to
air [10]. When the extended pipe is short, self-ignition does not occur easily; however, it can
be seen that the higher the ejection pressure, the higher the possibility of self-ignition [11].
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Nevertheless, the recent commercialization of hydrogen-fueled vehicles has increased the
necessity of installing hydrogen refueling stations; according to the U.S. Department of
Energy, as of June 2021, there are 68 hydrogen refueling stations, 53 of which are located in
California [12]. It is also known that there are 177 hydrogen refueling stations in Europe as
of 2019 [13]. Therefore, it is necessary to secure reliable process safety control technologies
for hydrogen gas in order to enter an era where it can be used as a public fuel such as
gasoline or natural gas [14,15].

Risk assessment technologies to ensure safety from leaks and explosions in hydro-
gen refueling stations and the spread of jet flames from various perspectives have been
evaluated to prevent catastrophic accidents [16]. Quantitative risk assessment studies
of hydrogen facilities were conducted using fault tree analysis (FTA), hazard and oper-
ability analysis (HAZOP), failure mode effect analysis (FMEA), and generic risk analysis
(GRA) [17–20]. Computational fluid dynamics calculations for safety from gas explosions
and leaks have been widely used in the oil and gas industry to perform risk assessments for
over a decade [21]. Recently, various risk assessment software programs have been used to
determine the safety distance and risk of explosion through simulation analysis studies on
hydrogen facilities [22,23]. For example, a study was conducted to determine the safety
distance of a hydrogen refueling station facility by calculating the jet flame length using
HyRAM [24], and a study was conducted to identify and establish hydrogen explosion
locations using the FLACS-CFD software [25]. In addition, studies have been conducted
to analyze the damage effect of jet flames using Phast and Safeti [26,27]. Although risk
assessment was performed using various methods for each component, such as pipe and
storage, quantitative risk assessment considering the entire hydrogen refueling station is
still insufficient [28].

Layer of Protection Analysis (LOPA) was created by complementing the strengths
and weaknesses of a qualitative and quantitative risk assessment. LOPA was established
by the US Center for Chemical Process Safety (CCPS) and evaluates the effectiveness of a
passive or active independent protection layer (IPL) that reduces the frequency or intensity
of unwanted accidents [29]. Pasman and Rogers (2012) analyzed gas risk in hydrogen tank
stations by combining a Bayesian network and LOPA to make it more effective [30]. To
expand the infrastructure of hydrogen refueling stations in California, USA, risk assessment
in the standard FMEA process in accordance with the IEC standard with HAZOP/LOPA
was carried out, claiming that a higher level of structured and safety-considered products
could be obtained [31]. RISKCURVES software is a full-feature computer program and
was developed by Gexon (Norway) to perform QRA analysis. It quantifies the risk to the
environment and (petroleum) chemical facilities of the storage and transport of hazardous
substances to surrounding populations and structures. RISKCURVES provides calculation
results in a variety of ways, including individual risk contours, F–N curves for societal
risks, and risk ranking reports [32].

Currently, most of the hydrogen refueling stations installed in South Korea are located
in suburban areas; therefore, the risk of fire or explosion is not significant. However, to
increase the proximity of hydrogen facilities, there is a need for measures to increase safety
by proceeding toward being established in urban areas and to minimize damage in the case
of jet fires or explosions caused by hydrogen. The purpose of this study was to determine
the risk of hydrogen refueling stations installed in urban areas by combining LOPA and
RISKCURVES software to determine whether the risk was reduced using passive or active
independent protection layers (IPLs). A qualitative risk analysis (QRA) was performed
using RISKCURVES, and F–N curve analysis was used to verify that there was a safety
concern when hydrogen refueling stations are installed in urban areas. LOPA’s passive and
active independent protection layers (IPLs) have been used to mitigate the risk caused by
the increase in hydrogen refueling stations in urban areas. It was also confirmed whether
the risk mitigated by IPLs was located in the as low as reasonably practicable (ALARP)
region through the F–N curves of RISKCURVES. As a result, the safety effect of each IPL
installed at the hydrogen refueling station was verified and compared.
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2. Materials and Methods
2.1. Risk Assessment Using RISKCURVES

The method of quantifying the risk of industrial facilities can be largely classified into
risk index (RI), individual risk (IR), and societal risk (SR). To evaluate the risk of the urban
expansion of hydrogen refueling station facilities, individual risks that consider the risk of
individuals within the affected area of the accident and societal risk that considers the risk
to the population within the impact area of the accident were used. RISKCURVE (Gexcon,
Norway) was used to analyze the degree of damage to nearby buildings and residents from
the explosion of a hydrogen refueling station. Individual and societal risks due to jet fires
that may occur in hydrogen refueling stations were calculated. Figure 1a shows a map of
the surrounding environment of hydrogen refueling stations, including sidewalks, parking
lots, and driveways. The hydrogen refueling station is located between the outdoor parking
lot and the sidewalk and has a driveway next to the sidewalk. Commercial buildings,
apartments and subway platforms are located 60 m, 80 m, and 100 m away from the
hydrogen refueling station, respectively. The average daily charging capacity of a hydrogen
refueling station is approximately 280 kg. Figure 1b shows a schematic of the hydrogen
refueling station facilities. Five of the major facilities at the hydrogen refueling station
are located in the facility area (tube trailer (T), high-pressure hydrogen storage (HS), low-
pressure hydrogen storage (LS), compressor (C), and priority panel (P)), while the dispenser
(D) is located in the refueling area.
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Figure 1. (a) Location of hydrogen refueling facilities and (b) schematic layout of the facilities of the hydrogen refueling station.

In RISKCURVES, individual risk was calculated using Equations (1) and (2) [33].

IRx,y =
n

∑
i=1

IRx,y,i (1)

IRx,y,i = fi Pf ,i (2)

where IRx,y is the total individual risk of death at geographic location “x, y” IRx,y,i is the
individual risk of death at geographic location “x, y” in accident case “i” fi is the frequency
of accident case “i” and Pf,i is probability of accident case “i” causing death at location “x, y”.
The results of these calculations accounted for the individual risk through a risk contour.
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The method of calculating the F–N curve to determine societal risk, which is similar
to the method of calculating individual risk, is expressed in Equation (3). The number of
people affected by each accident should be combined to determine the societal risk.

Ni = ∑
x,y

Px,yPf ,i (3)

where Ni is the number of deaths caused by accident case “i” and Px,y is number of people
at location “x, y”.

The societal risk is the cumulative frequency of accidents that can cause any number
of casualties and is typically expressed as an F–N curve representing the number of deaths
(N) and the frequency analysis (F) for accidents. The risk analysis using the F–N curve was
performed at three locations: (a) sidewalk (location I), (b) parking lot (location II), and (c)
driveway (location III); the number of people used in the calculation is listed in Table 1. Table 2
presents the initial conditions used for RISKCURVES. The probability of accidents at the
hydrogen station facility was analyzed by assuming the worst-case scenario. The F–N curve
is expressed numerically by converting the number of disasters that can cause harm to many
people per year. The F–N curve can be classified into three regions (i.e., acceptable region,
as low as reasonably practical (ALARP), and unacceptable region), and different standards
exist for different countries [34,35]. In this study, various international criteria were applied to
determine the societal risk. For the hydrogen refueling station, the leakage frequency data
according to the leak size of the hydrogen facility presented by Sandia National Laboratory
were applied [36]. Table 3 summarizes the probability of the occurrence of accidents related to
facilities of hydrogen refueling stations in terms of pressure, leakage size, leakage rate, and
leak frequency.

Table 1. Detailed information on the population for the F–N curve.

Sidewalk (I) Parking Lot (II) Driveway (III)

Number of people (day) 300 150 500
Number of people (night) 200 100 300

Table 2. Detailed initial conditions used in RISKCURVES.

Parameters Average
Temperature Humidity Wind Speed Wind

Direction
Atmospheric

Pressure Accident Type

Value 13.3 ◦C 63.3% 2.37 m/s NW 1 atm Jet flame

2.2. Active/Passive Individual Protection Layers

After evaluating the societal risk through the F–N curve, the IPLs of LOPA, which is a
semi-quantitative risk assessment method widely used in chemical plants, was applied to
mitigate the societal risk in hydrogen refueling stations. To install and operate a facility
that handles hazardous chemicals in South Korea, similar to the EPA’s risk management
program (RMP) in the United States, an off-site risk assessment must be submitted, which
ensures sufficient safety for the handling facility. The degree of safety improvement of
passive and active IPLs was estimated using the probability of failure on demand (PFD)
prepared by a safety specialized agency such as CCPs and IEC [28,37–39]. The PFDs of the
general passive and active IPLs used in this study are listed in Tables 4 and 5, respectively.
Individual and societal risk analyses were performed again using various IPLs, and the
effectiveness of the IPLs was verified. The IPLs applied in this study were presented
in Table 6. The degree of risk reduction when using active/passive IPLs was compared,
and the necessity of IPLs was confirmed according to the installation of hydrogen refueling
stations in urban areas.
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Table 3. Input values for each component for risk assessment of hydrogen refueling stations (Sandia National Laborato-
ries, 2009).

No. Components Pressure (MPa) Scenario (Leak) Leak Size (mm) Leak Rate (kg/s) Leak Frequency
(/year)

1 Tube trailer 20
Small 0.40 1.30 × 10−3 1.07 × 10−3

Medium 4.02 1.31 × 10−1 3.21 × 10−4

Large 12.70 1.31 × 100 1.80 × 10−4

2 H2 storage (HP) 82
Small 0.23 1.76 × 10−3 3.47 × 10−3

Medium 2.26 1.70 × 10−1 2.09 × 10−4

Large 7.16 1.71 × 100 1.02 × 10−4

3 H2 storage (LP) 40
Small 0.25 1.02 × 10−3 3.47 × 10−3

Medium 2.50 1.02 × 10−1 2.09 × 10−4

Large 7.92 1.02 × 100 1.02 × 10−4

4 Dispenser 70
Small 0.23 1.50 × 10−3 7.06 × 10−4

Medium 2.26 1.45 × 10−1 1.85 × 10−4

Large 7.16 1.46 × 100 9.88 × 10−5

5 Compressor 82
Small 0.23 1.76 × 10−3 2.76 × 10−3

Medium 2.26 1.70 × 10−1 2.62 × 10−5

Large 7.16 1.71 × 100 4.24 × 10−6

6 Priority panel 82
Small 0.23 1.76 × 10−3 1.20 × 10−3

Medium 2.26 1.70 × 10−1 8.32 × 10−5

Large 7.16 1.71 × 100 3.84 × 10−5

Table 4. PFDs (per year) for passive IPLs.

No. Passive IPLs Contents PFDs from CCPS

P1 Dike Reduces the range of leakage from the hydrogen storage tank 10−2

P2 Underground draining system Reduces the range of leakage of a tank overfill, rapture,
spill, etc. 10−2

P3 Open vent (no valve) Prevents overpressure 10−2

P4 Fireproofing Reduces the rate of heat input and provides additional time
for firefighting 10−2

P5 Blast wall or bunker Reduces the range of damage from major accidents 10−3

P6 Inherently safer design Reduces accident scenarios through fundamental
safety design 10−2

P7 Flame or detonation arrestors Restriction of entry of flame sources into tanks or piping 10−2

P8 Others Passive IPLs other than the above devices

Table 5. PFDs (per year) for active IPLs.

No. Passive IPLs Contents PFDs from CCPS

A1 Gas detector and emergency
shutoff valve Facility to immediately detect and act when hydrogen leaks 10−1

A2 Relief valve/rapture disc Prevents overpressure from being exceeded in
hydrogen plants 10−2

A3 Basic process control system Keep the process under control 10−1

A4 Others Active IPLs other than the above devices
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Table 6. Applied IPLs for each facility used to reduce the risk.

No. Components Safety Device
Passive Active

1 Tube trailer A1, A2 P1, P3, P4, P6
2 H2 storage (HP) A1, A2 P1, P3, P4, P6
3 H2 storage (LP) A1, A2 P1, P3, P4, P6
4 Dispenser A2 P2, P6
5 Compressor A1, A2 P6
6 Priority panel A1, A2 P6

3. Results and Discussion
3.1. Risk Assessment without IPLs

Figure 2 shows the results of the individual risk analysis for each facility and its
location in the hydrogen refueling station. The analysis results were based on the frequency
and probability of accidents at hydrogen-related facilities. Detailed analysis results are
presented in Table S1. The highest individual risk was analyzed in the dispenser (D),
and the priority panel (P) showed the lowest value among the six facilities, as shown
in Figure 2a. It was confirmed that the individual risk of the dispenser (D) and the tube
trailer (T) are higher than those of other facilities, and hence, they need additional safety
measures. For example, a dispenser among hydrogen refueling station facilities means that
there is a possibility of 10−4 times per year due to jet fires. The high individual risks are
attributed to the high likelihood of pressure leakage from the dispenser and the lack of
legal minimum requirements for tube trailers [40]. The information regarding the three
locations is shown in Figure 2b. The number of inhabitants of the driveway and sidewalk
was relatively higher than that of the parking lot. Figure 2c shows the contribution of
each place to the analysis of individual risk on a map. The individual risk was higher in
the sidewalk (2.54 × 10−4/year) and driveway (7.63 × 10−5/year) because there was a
relatively large frequency of accident around the hydrogen refueling station compared to
the parking lot (2.30 × 10−9/year). Detailed analysis results are presented in Table S2.

Figure 3 shows the societal risk analysis when IPLs are not applied. Figure 3a presents
the results of the societal risk contribution analysis, and the areas that exhibit relatively
high potential risks are marked in green, yellow, and red on the map. It means that the
relative risk contributions of the dispenser and tube trailer are higher than those of other
hydrogen facilities. It also showed that the relative societal risk was high in places near
sidewalks and driveways because of large populations. Figure 3b shows the societal risk of
installing a hydrogen refueling station in an urban area using risk acceptance criteria for
quantitative risk analysis (QRA) of the UK, Hong Kong, and the Netherlands. In the study
of Jonkman et al. (2003), the above region of the F–N curve is classified as an unacceptable
or intolerable risk zone [34]. The societal risk of hydrogen facilities marked in red is below
the UK, while being above the Netherlands and Hong Kong. As a result of social risk
analysis applying the distribution of population around hydrogen refueling stations, it was
confirmed that preventive measures to ensure safety against explosions met the allowable
standards in the UK but not those in Hong Kong and the Netherlands. These results
indicate that safety problems may arise when the hydrogen refueling station is expanded
to urban areas in the near future.

3.2. Risk Assessment with Passive IPLs

Figure 4a shows the individual risks of applying passive IPLs to the map. It was
confirmed that the risk of jet fire was significantly reduced compared to the case where
the IPLs were not applied, as shown in Figure 2a. In particular, it can be seen that the
dangerous zone marked in dark red disappears and turns yellow. The risk was significantly
lower compared to the case where IPLs were not applied. This means that passive IPLs are
an efficient solution to secure the safety. Although the individual risk was greatly mitigated
in the dispenser and tube trailer (yellow), their risks were still higher than those of other
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hydrogen facilities. Figure 4b presents the results of analyzing the individual risk of passive
IPLs of three locations. Sidewalks (4.15 × 10−8/year) and driveways (7.13 × 10−9/year)
showed a greater risk than parking lots (2.30 × 10−11/year). There were many differences
in the individual risk of each position between cases with and without passive IPLs, and
the corresponding individual risk was reduced from approximately 103 to 104 without IPLs.
Although the risk did not completely disappear, it was found that passive IPLs greatly
contributed to the safety improvement.
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Figure 5 shows the results of applying passive IPLs to reduce the societal risk of
facilities at hydrogen refueling stations. Figure 5a shows the results of the societal risk
contribution analysis for each hydrogen refueling facility. When passive IPLs were in-
stalled, it was confirmed that the societal risk of the dispenser with the greatest value was
significantly reduced. The risk of jet fire from tube trailers, dispensers and low pressure
H2 reservoirs has been greatly reduced due to the application of passive IPLs. In the case
where passive IPLs were installed, the risk was reduced by more than 103 times compared
to the case where IPLs were not applied. In Figure 5b, international criteria are compared
through the F–N curve when passive IPL is applied. When passive IPLs are applied,
the societal risk is much lower than those of the UK, the Netherlands, and Hong Kong.
Moreover, safety measures of hydrogen station facilities are considerably improved when
these protection techniques are applied. Detailed data comparing the safety of cases with
passive IPLs and no IPLs are presented in Table S3.
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3.3. Risk Assessment with Active IPLs

Figures 6 and 7 show how the risk changes when applying active IPLs compared to the
case where IPLs are not applied; they also indicate how individual and social risks change
when applying active IPLs compared to the case of applying passive IPLs. Figure 6a shows
the results of the changes in individual risk. Although individual risk in the dispenser
and sidewalk still exists, it can be said to be an effective safety measure compared to the
case where IPLs are not applied. Compared to the case where IPLs were not applied,
individual risks differed for the hydrogen facilities but decreased by 100 to 1000 times.
These results imply that active IPLs applied to hydrogen-refilling facilities provide effective
safety methods. Nevertheless, the individual risks of the case with active IPLs were at
least 10 to 100 times greater than those of the case with passive IPLs. These results imply
that the use of passive IPLs is a more effective protective measure for reducing individual
risk. Figure 6b shows the contribution of individual risk. The risk slightly increased
compared to passive IPLs, but the risk significantly decreased compared to the case where
IPLs were not applied. Sidewalks (9.66 × 10−7/year) and driveways (7.18 × 10−8/year)
showed a greater risk than parking lots (2.30 × 10−12/year).
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Figure 7 shows the results of the societal risk analysis based on the use of active IPLs.
In Figure 7a, the contribution of societal risk due to jet fires in hydrogen refueling facilities is
presented. In the case of protective measures using active IPLs, the contribution and societal
risk of the dispenser were found to be the greatest. It was also found that it contributes to
the reduction in societal risk compared to without IPLs. When applying active IPLs, the
societal risk of dispensers, tube trailers, and H2 storage increased significantly compared
to the case when using passive IPLs, and the risk of jet fires also occurred in adjacent
sidewalks and driveways. Figure 7b shows the results of the F–N curve analysis. F–N
curves obtained after applying active IPLs met the criteria of the UK, the Netherlands, and
Hong Kong but did not appear to be superior to those from the case of using passive IPLs
in terms of societal risk. The analysis results for scenarios without IPLs and passive and
active IPLs are presented in Table S3.

4. Conclusions

With the growing interest in eco-friendly hydrogen energy, 320 hydrogen refueling
stations will be built in South Korea by 2022. Most of the existing hydrogen refueling
stations have been installed in rural areas; however, because hydrogen-related facilities are
being expanded to urban areas, concerns about jet fires caused by hydrogen leakage have
been raised. In this study, a new risk assessment method that combines the advantages of
LOPA and a new risk assessment analysis method proven by RISKCURVES was applied
to a hydrogen refueling station. Through protective measures such as the use of passive
and active IPLs, the degree of risk reduction was confirmed, and the effectiveness was
compared. As a result, it has been shown that appropriate protective measures are essential
for the safety of residents in order to increase hydrogen refueling stations in urban areas.
Without these measures, it is judged that the installation of hydrogen refueling facilities in
urban areas would increase the risk of explosion.

QRA was performed using RISKCURVES, assuming that a hydrogen refueling station
was installed in an urban area. Of the six facilities, the individual risk was greatest
for dispensers and tube trailers, possibly due to the high possibility of hydrogen leaks
and lack of safety regulations. Among the three locations (parking lot, sidewalk, and
driveway), sidewalks showed the highest individual risk. According to the societal risk
analysis, dispensers, tube trailers, and priority panels pose a relatively higher risk than
other hydrogen facilities. Risk analysis results using the F–N curve met the criteria of the
UK but not those of Hong Kong and the Netherlands, and it was found that additional
safety measures were necessary.

Attempts to lower individual and societal risk by applying LOPAs’ passive IPLs are
very effective and are proven to be necessary to expand hydrogen charging stations to
urban areas in the future. When passive IPLs were applied, the risk of hydrogen refueling
facilities decreased from 104 to 108 times compared to the case without passive IPLs. The
effectiveness of this technique was reflected in the F–N curve analysis and satisfied all of
the criteria of the UK, Hong Kong, and the Netherlands.

When active IPLs were applied, the safety was higher compared to the case without
IPLs; however, the efficiency was found to be inferior to that of the case with passive IPLs.
If IPLs are not applied, the dispenser has the highest societal risk. The application of active
IPLs increased the risk by approximately 105 times compared to application of passive
IPLs. However, compared to the case where IPLs were not applied, the societal risk was
reduced by 100 times. According to the F–N curve analysis, all criteria of the UK, Hong
Kong, and the Netherlands were satisfied; however, the societal risk was higher than that
when using passive IPLs.

Existing computation fluid dynamics (CFD) analysis took a lot of time and effort, such
as setting boundary conditions, etc., but RISKCURVES has the advantage of being able to
evaluate risk in a relatively short time and expand the scope of the space to the entire city.
Therefore, LOPA-RISKCURVES technology can be used not only for hydrogen facilities,
but also for risk assessment and risk reduction in hazardous materials with high fire or
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explosive risk through protective measures. It has been confirmed that it is not appropriate
to increase hydrogen refueling stations in urban areas unless safe protective measures are
preceded. Through the installation of passive or active IPLs, it was possible to secure safety
at hydrogen refueling stations in urban areas.

Supplementary Materials: The following are available online at https://www.mdpi.com/article/10
.3390/en14134043/s1, Table S1: Summary of with/without IPLs, Table S2: Summary of individual
risk for each position, Table S3: Summary of societal risk with/without IPLs.
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Abbreviation

Abbreviation Meaning
LOPA Layer of Protection Analysis
QRA Quantitative Risk Assessment
FTA Fault Tree Analysis
HAZOP Hazard and Operability Analysis
FMEA Failure Mode Effect Analysis
GRA Generic Risk Analysis
CCPS Center for Chemical Process Safety
IPLs Independent Protection Layers
ALARP As low As Reasonably Practicable
IR Individual Risk
SR Societal Risk
F–N curve Frequency–Number of Fatalities Curve
RMP Risk Management Program
EPA Environmental Protection Agency
PFD Probability of Failure on Demand
IEC International Electrotechnical Commission
CFD Computation Fluid Dynamics
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