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Abstract: Blockchain technology, initially known for its applications in the financial industry, has
emerged as a promising solution for various other domains. One prominent area for the use of
blockchain-based solutions is forensics, specifically the chain of custody maintenance and control.
While there have been numerous research projects exploring the use of blockchain technology in
digital forensics, limited attention has been given to its application in controlling of the physical
evidence chain of custody. In this research, we aim to explore the literature on the use of blockchain
technology to solve problems related to the physical evidence chain of custody. Through a systematic
literature review (SLR), we analyzed 26 resources discussing blockchain-based solutions for evidence
chain of custody issues, based on requirements that could be applied to both physical and digital
evidence. The results showed that there is a lack of studies involving the use of blockchain technology
to solve problems related to the physical evidence chain of custody, and future research should focus
on solving the issue.

Keywords: chain of custody; blockchain; smart contracts; physical evidence; forensics

1. Introduction

Chain of custody in the forensics field is the procedure of properly handling evidence
in an investigation process. It is an essential component of evidence collection and analysis,
and it is critical for evidence to be accepted in judicial courts. The issues involving the
chain of custody of material evidence are mainly related to the chain of custody integrity
and accuracy, which are necessary to ensure that evidence cannot be refuted or rejected
in court.

Blockchain is a disruptive technology, providing resources to solve problems not
only in the financial industry but also in different fields, such as ESG (Environmental,
Social, and Governance), voting, taxes, record keeping, identity management, and
forensics (Alves et al. 2022; Miranda et al. 2023; Owens and Hodzi¢ 2022; Robichez et al.
2021). As a result of its immutability and distribution characteristics, blockchain has the
potential to solve problems of trust in different procedures. Blockchain technology can
also reduce costs and increase efficiencies (Attaran and Gunasekaran 2019). In this study,
we aimed to conduct a literature review focusing on examining research papers related
to the chain of custody of evidence and the use of blockchain technology to support the
chain of custody’s trustworthiness. Our specific goal was to identify proposals that could
be applied to the control and management of the chain of custody of physical evidence.
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In this sense, this paper is a systematic literature review (SLR) that aims to provide an
overview of how blockchain has been applied to preserve and control the chain of custody
of evidence in forensic research. The objective was to identify the different approaches
to solving chain of custody problems using the different blockchain platforms and their
features. The study was conducted according to the description in Section 5 and fills the
lack of systematic literature reviews of blockchain application to the chain of custody of
evidence. More precisely, this study aimed to answer two Research Questions (RQs):

* (RQ1) How have blockchain and smart contracts been used in the chain of custody of
physical evidence?
*  (RQ2) What does blockchain offer to control the chain of custody of physical evidence?

The review was based on resources from four established scientific databases. A total
of 72 resources were found in these databases, of which 26 resources were fully analyzed
and provided evidence of the status of the research of blockchain-based solutions to solve
problems related to the chain of custody of physical evidence and of how the current
literature relates to the concept of physical evidence. The final selected resources (37%)
sufficiently represented a diverse range of perspectives and findings, enabling this article
to draw relevant conclusions and to contribute to the existing knowledge on the topic.

The other sections of this paper are organized as follows. Section 2 provides the main
concepts discussed in this paper, and Section 3 highlights current literature reviews focusing
on the use of blockchain in the forensic field. Section 4 explains the research methodology.
Section 5 provides the results, and Section 6 the discussion. Finally, Section 7 presents the
limitations and proposed future research and Section 8 concludes the paper.

2. Background

Blockchain technology has emerged as a disruptive innovation, providing a decentral-
ized and transparent environment across various domains. Blockchain can be understood
as a distributed ledger technology that enables secure and immutable record-keeping of
digital transactions. It comprises a chain of blocks, each containing a list of validated and
time-stamped transactions. An interesting feature of blockchain is its decentralized nature,
where multiple participants, or nodes, maintain copies of the ledger. This distributed
consensus mechanism ensures that no single entity has control over the entire network,
making it resistant to tampering and censorship. Thus, blockchain is ripe for contexts
involving multiple parties with a need for a reliable and trustworthy ambiance in the
registering of sensitive information, since it can “allow for an audit trail of all operations
carried out between peers without the need for a centralized authority” (Grima et al. 2021).

Blockchains can be classified as public, private/permissioned, or hybrid. Public
blockchain allows any interested party to be a node in the network and to participate in
the consensus. Registered data can be viewed by members or non-members. In its turn,
private or permissioned blockchains only allow the participation of authorized members,
limiting data access to such participants. Lastly, hybrid blockchains embed characteristics
of both public and private blockchains.

The key features of blockchain include transparency, immutability, security, and de-
centralization of recorded data in the ledger data. In public blockchains, transparency is
achieved by its public nature, allowing members and non-members to view and verify
transactions. In private or permissioned blockchains, data availability is limited to partic-
ipants of the network; hence, transparency is restricted to such members. Immutability
ensures that once a transaction is recorded on the blockchain, it cannot be altered retroac-
tively. Security is enforced through advanced cryptographic algorithms, ensuring the
integrity and confidentiality of data. Moreover, decentralization eliminates the need for
intermediaries, reducing costs and enhancing trust among participants.

Due to its disruptive characteristics, blockchain technology has had positive effects in
diverse sectors, establishing the foundation for a new economy (Grima et al. 2021). This
technology has brought significant advancements to various domains, including supply
chain management (Kramer et al. 2021), since blockchain provides transparent and secure
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information sharing. This, in turn, enhances trust among consumers and stakeholders
(Kramer et al. 2021). Likewise, the field of digital forensics stands to benefit greatly from
the implementation of blockchain technology. In particular, the application of blockchain
in the context of chain of custody has garnered substantial attention. This is due to its
potential to address the challenges associated with the management and preservation of
digital evidence.

Chain of custody refers to the chronological documentation and accountability of the
custody, control, transfer, analysis, and disposition of assets or evidence (Chopade et al. 2019).
It plays a crucial role in legal, forensic, and regulatory contexts, since it ensures the integrity
and admissibility of evidence in court proceedings.

The chain of custody establishes a clear and auditable trail. It demonstrates un-
interrupted custody and handling of assets from their origin to their final destination.
Maintaining an accurate chain of custody is essential to prevent unauthorized access, tam-
pering, or loss of assets and the respective evidence. It involves documenting relevant
information, such as date, time, location, individuals involved, and any changes in custody.
To achieve such a purpose, chain of custody protocols typically require strict adherence to
standard operating procedures, with a focus on maintaining the integrity and authenticity
of the assets throughout their life cycles.

Therefore, chain of custody plays a crucial role in managing and validating evidence in
digital forensics investigations. It ensures the collection, tracking, and protection of evidence
from the point of collection to its utilization in a court of law (Bonomi et al. 2018). While
chain of custody is not mandatory in forensic analysis, it is extensively employed to establish
the integrity of evidence and ensure its admissibility in legal proceedings. A robust chain
of custody process should adhere to certain requirements, including integrity, traceability,
authentication, verifiability, and security against tampering (Bonomi et al. 2018).

Digital evidence is inherently fragile and susceptible to unexpected alterations. This
can compromise its reliability and admissibility in legal proceedings. Traditional chains
of custody primarily operated through paper-based systems, often involving physical
handovers of evidence. In this process, documentation is filled out and signed at each step,
relying on physical signatures and documented delivery routes to ensure the authenticity
and traceability of evidence. However, this conventional approach is insufficient to guaran-
tee the provenance and integrity of digital evidence, given its volatile nature and the speed
of digital transactions (Tsai 2021).

To overcome these limitations, researchers have explored the potential of blockchain tech-
nology to enhance the chain of custody in digital forensics investigations (Chopade et al. 2019;
Tsai 2021). As mentioned before, blockchain exhibits essential features, such as decentraliza-
tion, integrity, traceability, and consistency, which align with the requirements of traditional
chain of custody (Tsai 2021). By leveraging these features, blockchain-based solutions offer
a promising framework for the efficient delivery and preservation of digital evidence.

The use of blockchain technology in the chain of custody process presents several
potential advantages. It holds great promise for improving the management and preserva-
tion of digital evidence, especially in forensic investigations. By leveraging the features
of blockchain, such as immutability and transparency, it becomes possible to create an
unalterable and auditable record of custody transfers. Each custody transfer can be securely
recorded as a transaction on the blockchain, ensuring a tamper-resistant and trustworthy
chain of custody.

Furthermore, the decentralized nature of blockchain eliminates the reliance on a single
central authority in the maintenance of custody records. In this sense, data availability
eliminates friction between parties, allowing parties to directly access datab. Multiple
nodes participate in verifying and validating transactions, reducing the risk of fraud
or manipulation. This decentralized consensus mechanism enhances the reliability and
trustworthiness of the chain of custody.

It is worth mentioning that, due to its trustworthiness, blockchain technology has
been widely used for information tracking purposes, both in the public sector (state police
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systems, for example (Hingorani et al. 2020)) and private sector, serving several different
industries (including healthcare (Holbl et al. 2018) and agriculture Demestichas et al.
(2020)). Thus, as blockchain technology continues to evolve, it is expected to also play a
crucial role in ensuring the credibility, admissibility and reliability of digital evidence in
legal proceedings.

Nevertheless, as is evident throughout this work, the implementation of blockchain
technologies in the chain of custody context presents the following challenges: (i) the
need to ensure the reliability of data registration carried out before the insertion of the
data in the blockchain, as well as an acknowledgment of its previous immutability, (ii) the
complexity of mapping a chain of custody process and identifying the most appropriate
and useful way of applying blockchain technology to it, (iii) the under-explored nature
of the field of research into blockchain technologies and smart contracts applied to the
chain of custody context, which leaves a gap to be filled, often experimentally, and (iv) the
hardship in defining a robust framework that would be able to respond to the various
necessary requirements, as well as the hardship in designing the functional architecture.

3. Related Work

This SLR, unlike any other in the existing literature, set out to explore the extensive
realm of blockchain and smart contracts as powerful solutions to the problem of ensuring
an impeccable chain of custody of material evidence. While previous systematic reviews
have touched upon the integration of blockchain and smart contracts in the forensics
domain, they primarily centered around the chain of custody of evidence and emerging
challenges, particularly in the realm of digital forensics, notably pertaining to IoT forensics.
However, to the best of our knowledge, no previous research has delved into the depths of
the specifics of using blockchain to solve problems related to the material evidence chain of
custody with the precision and thoroughness demonstrated by this pioneering research.

In a systematic literature review, Akinbi et al. (2022) reported some of the most recent
blockchain-based forensic investigation models for IoT evidence collection. The authors
aimed to analyze how blockchain was being used to improve the forensic investigation
process using IoT, and to evaluate how efficient the models appeared to be. The study
focused on models and frameworks proposing the use of blockchain to secure the evidence
chain of custody and preserve privacy, integrity, and maintenance of collected evidence.
The resources analyzed focused on securing the evidence chain of custody, followed by
data integrity, data provenance, privacy, and identity anonymity, respectively. However,
the authors observed a limitation in the applicability of the study in a different context
of digital evidence and IoT forensics. Moreover, the findings of this study revealed that
Ethereum emerged as the most widely utilized in forensic investigations involving the
application of IoT, followed by tailor-made distributed ledgers and Hyperledger.

Finally, the paper provided evidence that most of the blockchain-based IoT frameworks
analyzed in the systematic literature review proposed a proof-of-concept application of
blockchain. The goal of using a proof-of-concept was to ensure the chain of custody
maintenance, integrity, and provenance of IoT forensic data. The authors also observed that
the proposed frameworks did not change the established forensic investigation process.
Nevertheless, blockchain technology was used as a tool to ensure the tamper-resistance,
immutability, and security of evidence collected from IoT devices.

Akinbi et al. (2022), when investigating their research questions, concluded that the
latest blockchain-based IoT forensic investigation process models prioritized the use of
permissioned and private blockchains. The main motivation for this choice is the fact that
public and permissionless blockchains lack privacy and anonymity features, which are
important characteristics in tools developed to support a forensic investigation. Most of the
studies analyzed by Akinbi et al. (2022) focused on the use of blockchain to improve the
IoT forensic investigation process by refining the overall integrity of the chain of custody
process, as well as the data integrity, provenance control, privacy and anonymization. They
noted that the performance evaluations of proposals “vary significantly and are measured
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in similar ways including the cost, privacy, and security benefit of their implementation”
(p- 7). Through the performance analysis, the author concluded that “the overall perfor-
mance of each proposed blockchain-based IoT forensics investigation process model could
impact the choice of selection for IoT investigations. Each model has its performance
characteristics under various conditions, and one way outperforms the other in terms of a
specific performance metric” (p. 8).

A systematic review was conducted by Khanji et al. (2022), focusing on the readiness
of blockchain in the IoT forensic investigation. The authors evaluated frameworks in the
literature, which used blockchain to mitigate some of the IoT challenges, in comparison to
the current IoT investigation process. Khanji et al. (2022) used the categorization proposed
by Zawoad and Hasan (2015) to categorize the IoT forensics challenges. The categories
were the following: device forensics, network forensics, and cloud forensics. The challenges
were highlighted as follows:

*  Device level: the collection of evidence by the local memory of the IoT device. Chal-
lenges: evidence varies from the traditional digital evidence; complex computing ar-
chitecture; data is produced in vendor-specific format; use of proprietary storage mech-
anisms; limited storage on the physical device, limiting the amount of digital traces
and increasing the possibility of data loss; and difficult chain of custody maintenance.

*  Network level: the study of IoT device communication and which communication
protocols are used. Challenges: increased amount of encrypted network traffic; use of
different protocols that require additional tools, software, and expertise.

*  Cloud level: the collection of additional relevant data from the cloud services asso-
ciated with the IoT devices under investigation. Challenges: cross-border jurisdic-
tion; time-consuming evidence collection; diverse data format; and data spread over
different layers.

Khaniji et al. (2022) divided their analysis between a review of studies in IoT forensics
and a review of blockchain-based frameworks in IoT forensics. This division aimed to
compare the blockchain-based proposals and how the proposals addressed the highlighted
challenges in the research. The authors categorized blockchain readiness to be used with
IoT forensics into the following categories: data integrity, distributed storage, legality and
regulations, management, transparency, authenticity, and security. They concluded that the
resources analyzed in their systematic review provided evidence of blockchain integration
readiness. However, the authors emphasized that blockchain is an emergent technology. As
a consequence, it increases the complexity and costs involved in integrating this technology
into digital forensics legacy systems. According to the authors, security issues regarding
permissionless blockchain must also be considered in digital forensics use cases.

Two other papers (Ariffin and Ahmad 2021; Stoyanova et al. 2020) were partially
considered in this analysis, even though they were not systematic reviews investigating
the use of blockchain to solve problems related to the chain of custody. Stoyanova et al.
(2020) conducted a survey on IoT forensics, which examines the state-of-the-art of digital
forensics approaches to solve problems related to IoT systems from a forensics perspective.
Part of their analysis focused on blockchain applications for IoT forensics. The findings
showed that blockchain’s features, such as immutability and distribution, suit the demands
of IoT forensics through the use of the timestamp as a means of maintaining the integrity
of the digital evidence. Other works analyzed in the paper proposed evidence of storage
distribution eliminating single points of failure, the use of blockchain to secure the chain
of custody of digital evidence and to track changes made to IoT devices, and the use of a
public digital ledger to find facts in criminal incidents in IoT-based systems.

Ariffin and Ahmad (2021) identified the indicators for the maturity and readiness of
digital forensics organizations in the era of industrial revolution 4.0, through a systematic
literature review. Although this study involved the application of other technologies
besides blockchain over digital forensics procedures, there was a specific analysis involving
the advantages and limitations of using blockchain in the forensics field. The authors
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highlighted that public blockchains do not ensure privacy, and might not be adequate for
digital forensics procedures.

Therefore, as evidenced in this section, there is a lack in the literature of a systematic
review that approaches the use of blockchain technology to address the challenges of
preserving the trustworthiness of the chain of custody of physical evidence.

4. Methodology

The present SLR aimed to research the literature in light of RQ1, concerning how
blockchain and smart contracts have been used in the chain of custody of physical evidence,
and of RQ2, concerning what the technologies offer to the control of the chain of custody
of physical evidence. In order to answer the research questions, extensive research was
conducted to discover if, and how, blockchain-based tools offer a solution to the problem of
maintaining the evidence chain of custody. To achieve this goal, the research was conducted
on four established scientific databases: Scopus, IEEE Explore Digital Library, ACM Digital
Library, and Elsevier Science Direct. The search strings used were blockchain AND “chain
of custody”, smart contract AND “chain of custody”, and DLT AND “chain of custody”,
both in the title and the abstract. The research encompassed works published between 2013
and 2022.

The exclusion criteria of the results were grey literature, newspaper articles, and
review articles. However, review articles were considered for the related work section,
but not for the SLR, since such work usually does not propose a specific solution. Thus,
they were out of the scope of this research. In turn, the resources considered in this SLR
included book chapters, conference papers, and journal articles published in the past ten
years. The criteria for selecting which literature was to be included in the review was the
presentation of blockchain-based solutions to solve problems in the chain of custody of
evidence. In a more specific scope, papers were selected based on their presentation of
discussions and propositions for solutions addressing challenges related to both material
and digital evidence. Additionally, the inclusion criteria considered the relevance and
applicability of the features for digital evidence in addressing physical evidence chain of
custody problems.

The first stage of research resulted in 71 references. During the study selection we
identified 26 duplicated studies, which reduced the total references to 44. The second
stage of selection involved reading the abstracts and analyzing the relevance of the work
according to the proposed research questions. During this stage, 15 studies were rejected.
Three of the 15 studies were not accessible through the accounts the authors held. One of
the works (Prieto et al. 2022) comprised a summary of conference proceedings exploring
blockchain and its applications. Two papers were rejected because they presented solutions
focusing on aspects that would exclusively solve problems related to digital evidence.
In both papers, the proposed solution could not be applied to physical evidence, such
as the solutions suggested by Ali et al. (2022) and Awuson-David et al. (2021). The first
focused only on digital evidence integrity, and the second focused on the maintenance of
systems logs.

Among the 15 works rejected, seven references discussed the use of blockchain technol-
ogy to solve problems related to the chain of custody in contexts other than forensics. Most of
the works rejected at this stage focused on the use of blockchain for supply chain provenance
issues, such as the works presented by Parkin and Prescott (2017), Ahmadi-Assalemi et al.
(2019), Bager et al. (2022), and Mugurusi and Ahishakiye (2022).

Mugurusi and Ahishakiye (2022) focused on issues regarding the supply chain of
cobalt and how blockchain can be used to preserve the chain of custody of the mineral as
a means to guarantee the mineral’s provenance and responsible commerce. Parkin and
Prescott (2017) discussed “how different DLT platforms are being commercially used to
build trust, data consistency and persistence through the chain of custody for materials as
they transform along the supply chain from source to end-use” (p. 7) using two specific
supply chain use cases to illustrate the discussion. Bager et al. (2022) focused on the use
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of blockchain to control the coffee supply chain and solve some of the problems related
to provenance information and sustainability assurance. Finally, Ahmadi-Assalemi et al.
(2019) focused on the use of blockchain for network traffic control and threat detection in
environments with diverse IoT devices. In this context, Lourinho et al. (2021) also proposed
the use of blockchain to protect the privacy and identity of whistleblowers.

Furthermore, other works were rejected during the review stage. One of them focused
on using blockchain to support the command chain and on controlling decision-making
(Blowers et al. 2019), and the other used blockchain to control access to genetic data in the
chain of custody (Zarchi et al. 2022). Two other papers consisted of systematic reviews
regarding the use of blockchain in chain of custody solutions (Jahankhani et al. 2021), and
the application of resources of Industrial Revolution 4.0 to the chain of custody (Ariffin
and Ahmad 2021). Both papers are better explored in Section 2. At the end of the second
stage, 29 papers were selected to be part of this SLR and were further analyzed in-depth
according to our RQs.

In this sense, the described steps of the analysis, regarded as the quality assessment,
were based on the following questions:

*  Does this work mention which blockchain platform was used?

*  Does this work use smart contracts as part of the solution?

*  Does this work describe the motivation for using blockchain as a technological solution?

*  Does this work describe the motivation for using the specific blockchain platform?

* s the blockchain platform still in use?

*  Does this work propose a framework for a blockchain-based solution for the chain of
custody context?

*  Does this work use a(n) standard/established chain of custody framework for
the solution?

*  Does the solution proposed in this work apply to the material evidence use cases?

*  Are the components of the solution specified in this work?

*  Does this work present an illustration of the solution?

These questions were considered relevant for the study analysis and the research
questions guiding this research because they supported quality analysis of the resources
and led to answers to the two research questions, RQ1 and RQ2. Resources that mentioned
the blockchain platform used, presented the use of smart contracts as part of the solution,
and proposed a framework for the blockchain-based solution would provide the support to
answer RQ1, pertaining to how blockchain and smart contracts have been used in the chain
of custody of physical evidence. Papers describing the motivation for using blockchain,
the use of specific blockchain platforms, and the resources using an established chain
of custody framework, would inform the answer to RQ2, pertaining to what blockchain
technology offers to the control of the chain of custody of physical evidence. We considered
it relevant to know the motivations for using blockchain and smart contracts, the platform
applied for the blockchain solution proposed, and whether the platform was still in use,
and how the solution was designed and proposed to solve issues related to the chain of
custody. To each of these questions, there were three possible answers with the following
grading: (1) yes, 1 point, (2) partially, 0.5 of a point; and (3) no, 0 points. Table 1 shows the
grading of the 29 papers analyzed.

Table 1. Papers’ Score.

Paper Grade Year
(Alruwaili 2021) 9.5 2021
(Gupta and Mishra 2021) 9 2021
(Li et al. 2021) 9 2021
(Olukoya 2021) 9 2021
(Sathyaprakasan et al. 2021) 9 2021
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Table 1. Cont.

Paper Grade Year

(Bonomi et al. 2018) 9 2020
(Douladiris et al. 2020) 9 2020
(Chopade et al. 2019) 9 2019
(Chandramouli et al. 2022) 8.5 2022
(Wang et al. 2022) 8.5 2022
(Khan et al. 2021) 8.5 2021
(Kumar et al. 2021) 8.5 2021
(Liu et al. 2021) 8.5 2021

(Tsai 2021) 8.5 2021
(Elgohary et al. 2022) 8 2022
(Jung and Tsai 2020) 8 2020
(Lone and Mir 2019) 8 2019
(Malamas et al. 2019) 7.5 2019
(Pourvahab and Ekbatanifard 2019) 7 2019
(Ahmad et al. 2020) 6.5 2020
(Burri et al. 2020) 6.5 2020
(Silva and Garcia 2021) 55 2021
(Yan et al. 2020) 5 2020
(Al-Khateeb et al. 2019) 4.5 2019
(Zhang et al. 2017) 45 2017
(Jaquet-Chiffelle et al. 2020) 3 2020
(Calvao and Archer 2021) 0 2021

After the quality assessment, 28 references remained, to be extracted at the data
extraction stage. Paper (Calvdo and Archer 2021) was excluded during this stage due
to the absence of a concrete solution, despite discussing intriguing aspects of utilizing
blockchain for the chain of custody of the mineral supply chain. Once the papers were
separated and analyzed, the following data were extracted from each work: the blockchain
model, the blockchain platform, the chain of custody requirements, the jurisdiction, types
of publication, year of publication, reference standards, and proposed solution. The data
extraction is structured in Table 2.

Table 2. Data Extraction Properties.

Description Values

Hybrid
Blockchain model Private
Public

Besu

Bitcoin

Corda

Ethereum
Blockchain platform Hyperledger

Hyperledger Fabric

Other

Quorum

Solana
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Table 2. Cont.

Description

Values

Chain of custody requirement

Access control
Auditability
Authenticity/ Integrity
Data/ evidence provenance
Immutability

Privacy/ Confidentiality
Process automation
Recordkeeping

Security

Storage

Transparency

Jurisdiction

Asia

EU

Latin America
Middle East
N/A

North America

Type of publication

Book chapter
Conference paper
Journal article
Workshop

Year

Number

Reference Standard

Framework
International standard
Ontology
Requirements

Proposed Solution

Architecture
Framework
Model
Prototype
System

The results were refined to a final total of 26 references. The refining process is
represented in Figure 1. The final references were divided into two book chapters, eight
conference papers, and 17 journal articles. After analyzing all the references, the data was
refined to present the research findings discussed in Section 5.

Duplicates
exclusion

(45 references)

Study selection
(31 references)

Quality

assessment
(26 references)

Data extraction

Conclusion

Figure 1. Methodology Model.
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5. Results

The growth of published papers on the subject of blockchain and chain of custody is
testament to an increased interest in this field of study. In 2017, only one paper that fit our
criteria was published, indicating a relatively low level of research output for that year.
Similarly, in 2018, the number of publications remained low, with only one paper.

In subsequent years, a significant interest in the subject of this SLR was observed,
reflected in a relevant increase in publications. In 2019, the publication quantity reached
four papers, marking a notable rise compared to the previous years. The upward trend
continued in 2020, with a further increase of six papers, reflecting continued growth in the
research output.

In 2021, there was a remarkable surge in publication activity, resulting in the release
of ten new published papers. This notable spike suggests a substantial boost in research
productivity during that period. However, it should be noted that three of the papers
were marked as N/A in our analysis. This possibly indicates potential missing data
or unreported publications. In 2022, the publication quantity decreased to two papers,
showcasing a decline in research output compared to the previous year. Figure 2 shows the
evolution of publications.

YEAR DISTRIBUTION

12

~

3 3

/

1 1

2017 2018 2019 2020 2021 2022

Figure 2. Year Distribution.

Among the 26 papers analyzed, three were under the jurisdiction of the European
Union, indicating a European legal context (Al-Khateeb et al. 2019; Bonomi et al. 2018;
Chandramouli et al. 2022). One paper was associated with the jurisdiction of North
America, suggesting its grounding within the legal systems of the United States of America
and Canada (Al-Khateeb et al. 2019). Similarly, one paper referred to the jurisdiction
of Latin America, indicating its connection to legal frameworks within countries of this
region (Silva and Garcia 2021). The majority of the analyzed papers, which constituted a
significant proportion of the sample, were classified as N/A, due to their lack of explicit
jurisdictional alignment.

Among the 26 papers reviewed, a significant majority (23 papers) acknowledged
the utilization of blockchain platforms as a solution for chain of custody and evidence
registration. As depicted in Figure 3, out of the total papers mentioning blockchain systems,
13 specifically referred to the utilization of public blockchains, whereas 10 papers mentioned
the use of private blockchain systems. Additionally, four papers did not provide enough
information to classify the type of blockchain employed.
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Figure 3. Blockchain Model

Regarding the identification of the blockchain platforms adopted in the 23 papers,
it was found that 21 papers explicitly named the platform used. Specifically, 10 papers
mentioned the employment of Hyperledger Fabric, 9 papers mentioned Ethereum, one
paper mentioned Bitcoin and one paper mentioned the utilization of a non-identified
blockchain platform, as depicted in Figure 4.
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Figure 4. Blockchain Platforms.

As mentioned before, this work established key requirements in the selection of papers
associated with the integration of blockchain technology and chain of custody. Within
the selected papers, the most frequently mentioned requirement was “Data Provenance”,
which was identified in 18 out of the 26 papers, as depicted in Figure 5.
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Figure 5. Chain of Custody Requirements.
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The second most commonly mentioned requirement was “Access Control”, identified
in 16 papers. “Authenticity /Integrity” emerged as the third most frequently mentioned
requirement, appearing in 14 papers. The requirement of “Auditability” was identified
in 11 papers. “Privacy/Confidentiality” was mentioned in 10 papers. “Process Automa-
tion” was mentioned in 9 papers. Other requirements, such as “Immutability,” “Security,”
and “Transparency,” were mentioned in 4 papers each. Lastly, “Recordkeeping” was men-
tioned in only 3 papers. The review identified three mentions of both “Framework” and
“International Standard”, while the standard of “Requirements” was mentioned twice.

Among the analyzed papers, 13 focused solely on proposing models using blockchain
to record evidence in the chain of custody process. In contrast, 17 papers proposed
blockchain frameworks, while 9 papers focused on designing the architecture of blockchain
systems. Finally, as depicted in Figure 6, only 10 papers overcame the design phase and
presented prototypes of blockchain-based chain of custody and evidence recording systems.
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Figure 6. Proposed Solutions.

6. Discussion

In this section, we present a detailed analysis of the selected papers from the process of
data extraction. Initially, it is worth noting that the use of blockchain-based smart contracts
was in its nascent stage in 2017 and 2018 (Buterin 2014). During this time, the correlation
between this subject and the chain of custody was not extensively discussed. This resulted
in a limited number of academic publications, with only one paper published in 2017 and
one in 2018.

However, in subsequent years, there was a significant increase in research productivity,
with more materials being produced in both industry and academia. In 2019, the publication
quantity reached four papers, marking a notable rise compared to the previous years. This
upward trend continued in 2020, with a further increase to six papers, reflecting continued
growth in research interest. The increase in research might have been due to the maturity
of Ethereum smart contracts (Chen et al. 2020).

In 2021, there was a significant surge in publication activity, with a total of ten papers
published. This spike suggests a substantial boost in research productivity during that
period. A possible explanation for this increase may have been the pandemic context and
the enforced social distancing. This may have contributed to high academic performance.
Furthermore, many conferences exempted costs related to submission, attendance and
presentation, which may have motivated publications. Another possible reason for the
publication peak might be the bitcoin “all-time high’ during 2021'. However, it should be
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noted that three articles were marked as N/A in our analysis, indicating potential missing
data or unreported publications. In 2022, there was a decrease in the publication quantity,
resulting in only two new papers, showcasing a decline in research results compared to the
previous year.

Jurisdiction is an important concept to consider in the development of evidence chain
of custody solutions, given that the chain of custody process is significantly related to the
jurisdictional context. However, it is possible to assume that the jurisdictional feature was
not considered relevant information by the authors, as the majority of the analyzed papers
did not identify the jurisdictional context. The jurisdictional authority was identified
in only five papers. Three of them stated that they were under the jurisdiction of the
European Union, while both North American and Latin American jurisdictions were only
mentioned once each in the papers. This finding is intriguing because several countries in
the European Union and North America have emerged as leaders in the development of
new technologies.

The majority of the reviewed papers acknowledged the use of blockchain platforms
as a solution for chain of custody and evidence control. These findings demonstrate the
substantial relevance of applying blockchain technology to enhance secure and immutable
data custody. They reinforce the premise that blockchains are an efficient way of registering,
tracking and protecting data. Blockchain is considered immutable, due to its inherent
characteristics (Antonopoulos 2014).

Despite the small difference between the number of papers that referred to public
blockchain systems (13) and those that referred to private blockchain systems (10), it is
worth mentioning that the adoption of public blockchain systems tends to prevail in the
chain of custody environment. Despite the prevalence of public blockchains, we observed
that most of the analyzed solutions applied an extra layer of authentication to guarantee
access control. As mentioned before, public blockchains are open and permissionless,
meaning anyone can join the network, participate in the consensus mechanism, and vali-
date transactions. They operate on a decentralized model, in which no single entity has
control over the network. Private blockchains are restricted and permissioned, allowing
only selected participants to join the network. Access and participation are controlled by an
organization or a consortium of organizations. Thus, private blockchains are more central-
ized compared to public blockchains, and are often used for specific business applications
within a closed ecosystem.

The openness and distributed nature of public blockchains make them more resistant
to attacks, since they rely on cryptographic algorithms and consensus mechanisms, such
as Proof-of-Work (PoW) or Proof-of-Stake (PoS). Private blockchains are also considerably
safe, but may be more vulnerable to attacks if the central authority, or participating nodes,
are compromised.

In general, we noticed that the main platforms used for registering the chain of custody
process in blockchains are Hyperledger Fabric (mentioned in 10 papers) and Ethereum
(mentioned in 9 papers). This result can be explained by the fact that these platforms offer
robust smart contract functionalities, scalability, and established developer communities.
Furthermore, Hyperledger Fabric is an established private blockchain, implemented in
several use cases and applications. The latter already provides, by default, the necessary
access control for chain of custody. This makes these platforms popular choices in the
implementation of chain of custody systems.

When the requirements for selecting papers for this SLR were considered, “Data
Provenance” was the most frequently mentioned requirement. This emphasizes the need
to ensure the origin and history of data in the chain of custody process. This requirement
is crucial to establish the integrity and reliability of the evidence throughout the custody
chain and for evidence to be accepted in courts in most judicial contexts. It is worth noting
that data provenance supports accountability, traceability, and trust in the custody process,
as it allows for the identification of any potential tampering or unauthorized access.
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The second most mentioned requirement was “Access Control”. This result highlights
the importance of monitoring access to information and resources within the chain of cus-
tody ecosystem. By implementing access control mechanisms, organizations can maintain
transparent control over agents handling the evidence, enhancing security and integrity.
Moreover, effective access control also includes mechanisms for authentication and au-
thorization. This ensures that only authorized individuals have access to the evidence,
protecting against malicious access or modifications.

“Authenticity /Integrity” emerged as the third most frequently mentioned requirement.
The latter emphasizes the need to ensure that the data and records within a chain of
custody remain consistent and unaltered. By preserving the authenticity and integrity
of the evidence, organizations can establish the trustworthiness and admissibility of the
evidence in legal proceedings. Authenticity and integrity require the implementation of
cryptographic techniques, such as digital signatures and hash functions. The latter allows
the detection of any unauthorized modifications or tampering attempts.

Furthermore, the identification of “Auditability” requirement in 11 papers indicates
the significance of maintaining a comprehensive and verifiable trail of activities and transac-
tions within the chain of custody. Auditability plays a crucial role in ensuring accountability
and transparency. It allows for the examination of the custody process and the detection of
any irregularities or potential breaches. By providing an auditable and tamper-proof trail,
blockchain-based systems can enable efficient and reliable auditing of the evidence chain
of custody.

In regards to “Privacy/Confidentiality”, such requirements were mentioned in
10 papers. This highlights the importance of protecting sensitive information and main-
taining confidentiality during the evidence chain of custody process. Although it ranked
fifth in this analysis, it is worth mentioning that privacy concerns have been widely dis-
cussed in recent years, and ensuring privacy in the evidence chain of custody process is of
paramount importance. By leveraging blockchain’s inherent features, such as encryption
and permissioned access, organizations can enhance privacy, protect sensitive data from
unauthorized access and protect individuals from being exposed.

The “Process Automation” requirement was mentioned in 9 papers, indicating the
potential for blockchain technology to automate and streamline various aspects of the chain
of custody process. By automating tasks such as evidence tracking, documentation, and
notifications, organizations can reduce manual errors, enhance efficiency, and improve
overall operational effectiveness. Furthermore, process automation can also contribute to
reducing the risk of improper human intervention and manipulation of evidence or data in
the chain of custody process.

Other requirements, such as “Immutability,” “Security,” and “Transparency,” were
mentioned in 4 papers each. These requirements highlight the desire for a tamper-resistant,
secure, and transparent framework when it comes to preserving evidence. Immutability en-
sures that once data is recorded on the blockchain, it cannot be altered or deleted, providing
areliable and auditable record of its chain of custody. Security measures, such as encryption
and access controls, help protect against unauthorized access and ensure the confidentiality
and integrity of the evidence. Transparency is important to the maintainenance of trust
and accountability, allowing visibility of the chain of custody process for stakeholders and
verifying its reliability and compliance.

Lastly, “Recordkeeping” was mentioned in only three papers, indicating that, while
maintaining accurate records is one of the main goals of a chain of custody, the latter
requirement may not have received as much attention in the context of blockchain and
chain of custody. However, it is important to note that robust recordkeeping practices are
essential to maintain a complete and reliable chain of custody. This assures that all relevant
information and documentation are recorded and accessible throughout the process.

Regarding the standards underlying the architectures of the system, they serve as
relevant parameters for identifying the most common frameworks used for chain of custody
registration in blockchain. These frameworks vary from country to country or region to
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region, as each has its own set of rules and guidelines. International standards, such as
those established by ISO, often act as a common regulatory foundation across different
countries, promoting a better understanding of the system’s performance. In our SLR, we
employed the standards of “Framework,” “International Standard,” and “Requirements.”

The term “Framework” emphasizes the importance of adopting a structured approach
when developing blockchain-based systems for chain of custody and evidence. It provides
a systematic guide for the implementation of such systems, ensuring interoperability, secu-
rity, and consistency across various deployments. Additionally, a well-defined framework
can help in addressing specific challenges and requirements of the custodial chain domain,
such as data privacy, scalability, and trustworthiness. By considering different frame-
works, researchers and practitioners can draw upon established best practices and leverage
existing knowledge to design effective and reliable systems. The use of “International
Standard” reflects the authors’ recognition of the necessity to adhere to globally recognized
benchmarks in the development of blockchain systems for custodial chains. By following
international standards, researchers and practitioners can ensure their systems meet widely
accepted criteria for performance, security, and interoperability. It also facilitates knowl-
edge exchange and collaboration across different regions, enabling advancements in the
field and contributing to the establishment of a cohesive global ecosystem for custodial
chain solutions.

The review identified three mentions of both “Framework” and “International Stan-
dard.” This suggests a clear acknowledgment of the significance of establishing a compre-
hensive framework in designing blockchain systems in this domain, while also aligning
with internationally accepted standards. The inclusion of “Requirements” twice in the
literature indicates that further exploration and standardization efforts are needed in defin-
ing the specific requirements for blockchain-based custodial chain systems. Identifying
and defining clear requirements assists in the development of more effective and reliable
solutions, ensuring the successful implementation and adoption of blockchain technology
in this field.

Among the analyzed papers, 13 focused solely on proposing models for utilizing
blockchain systems in recording chain of custody and evidence. While these models con-
tribute to conceptualizing the potential benefits and components of custodial chain systems,
it is crucial to address the gap between theory and practice. Practical implementation and
empirical validation are necessary to assess the feasibility and effectiveness of the proposed
models. Future research should emphasize the importance of real-world implementations
to validate the theoretical foundations presented in models.

In contrast, 17 papers presented frameworks that offered more comprehensive ap-
proaches to implementing blockchain-based systems for chain of custody and evidence
recording. These frameworks aim to bridge the gap between theoretical models and practi-
cal implementation by providing guidelines and methodologies for system development.
By offering a structured approach, these frameworks can assist in the successful deploy-
ment and operation of custodial chain systems, ensuring the integrity and transparency of
evidence throughout the chain of custody process.

Furthermore, nine papers focused on designing the architecture of blockchain systems.
These papers emphasized the structural elements and technical considerations involved in
building such systems. Architectural designs contribute to the development of scalable and
secure systems, ensuring the effective recording and management of chain of custody and
evidentiary information. These papers recognized the importance of system architecture in
supporting the core functionalities of custodial chain systems, such as the following: data
immutability, transparency, and traceability.

Lastly, only 10 papers progressed beyond the design phase and presented prototypes
of blockchain-based chain of custody and evidence recording systems. Prototypes serve as
tangible demonstrations of the proposed concepts, allowing for practical evaluation and
validation of the proposed solutions. These prototypes provide valuable insights into the
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feasibility and performance of blockchain technology in custodial chain applications. They
pave the way for further advancements and potential real-world implementations.

This study aimed to answer two research questions: RQ1, How have blockchain
and smart contracts been used in the chain of custody of physical evidence? and RQ2,
What does blockchain offer to the control of the chain of custody of physical evidence? In
answering RQ1, the analysis identified a lack of studies focusing exclusively on the chain
of custody of physical evidence. That gap could be explained by the fact that it is difficult
to establish a link between the blockchain platform and the physical world to maintain the
integrity of physical evidence. However, blockchain is a technology that offers interesting
resources to control the provenance of physical materials and to improve access control to
chain of custody evidence systems.

In answering RQ?2, the analysis indicates that most of the requirements for the pro-
tection of digital evidence chain of custody can be applied to the physical evidence chain
of custody. Data provenance is required for both types of evidence chain of custody, as
much as are access control, authenticity / integrity, auditability and privacy/confidentiality.
It is important to highlight the main differences in the features that blockchain offers to
solve problems, with integrity, in regard to both physical and digital evidence. In the first
case, blockchain would only be useful to guarantee the integrity of the chain of custody. In
regard to digital evidence, depending on the the solution model, blockchain can assure the
integrity of both chain of custody and of the evidence per se.

7. Limitation and Future Research

A limitation of this study was that only English-written papers were considered.
As this work was limited to a literature review, it did not propose solutions for further
problems of chain of custody control and maintenance. Another limitation was that this
study’s perspective is somewhat restricted to the authors” background and experience with
the technology. The research team comprises multidisciplinary researchers with academic
backgrounds in Archival Science, Information Technology, and Law. Since the researchers’
backgrounds did not cover a wider range of scientific fields this provided the study with a
limited perspective.

For future research, it is worth noting that a promising field of study capable of providing
valuable insights into the topics of blockchain and chain of custody is supply chain. There is a
rich body of literature exploring supply chain enhanced by blockchain technology, for instance,
in food safety and agriculture. While information technology has been successfully employed
to enhance food safety by providing consumers with more information and transparency on
labeling standards (Dospinescu and Dospinescu 2018), the benefits of blockchain in the field of
agriculture are already well-known (Bermeo-Almeida et al. 2018). However, many challenges
regarding the adoption of blockchain in the supply chain domain remain unaddressed, such
as the inability to “determine falsification during initial data entry” (L.B. 2022) (which is
also true in the chain of custody of evidence). Another challenge is the risks on privacy and
cybersecurity malicious attacks (Bermeo-Almeida et al. 2018), and the lack of a technique for
actively monitoring and halting early-stage information tampering (L.B. 2022). Therefore,
some aspects of blockchain-based supply chain systems could provide valuable insights
for further advancements in chain of custody of the evidence.

In the chain of custody analysis, no article was found that specifically deals with the
use of blockchain to control the chain of custody of physical evidence. Only a few of the
analyzed works in this review have mentioned the application of a solution in regard to
both physical and digital evidence. Most of the resources discussed the use of blockchain
to solve digital evidence chain of custody issues. Therefore, future research in this matter
includes: (1) a discussion of the use of blockchain for the physical evidence chain of custody
control and preservation; (2) an analysis of the limitations of the proposed blockchain
solutions, to mitigate existing risks of the chain of custody and the integrity of its evidence;
(3) research regarding existing problems in the control of the physical evidence chain of
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custody, and (4) investigation into the benefits of using off-chain resources, such as oracles,
to provide a link between blockchain and the external environment.

8. Conclusions

This research conducted a comprehensive literature review on the utilization of
blockchain technology to ensure control and maintenance of the chain of custody of phys-
ical evidence. The analysis demonstrated that there is a lack of research regarding the
use of blockchain technology and smart contracts to improve reliability and ensure the
integrity of the physical evidence chain of custody. It must be noted that the chain of
custody requirements need to be general enough to understand how solutions can be
applied to both digital and physical evidence chains of custody. Therefore, an important
conclusion of this work is that there is a clear research opportunity regarding the use of
blockchain technology in the chain of custody of physical evidence. Since the integrity
and trustworthiness of the evidence in the chain of custody are important to avoid future
litigation, the use of blockchain technology is ripe for such a context. It can mitigate legal
risks, as well as facilitate compliance and auditing. These features can be reinforced by
the proposal of a blockchain framework in the chain of custody, which allows for data
availability, and, thus, frictionless access to data.

In terms of management, the results of this study demonstrate that not only digital
forensics could benefit from blockchain tools to guarantee the trustworthiness of the
evidence chain of custody but also traditional forensics. An example of the beneficial aspect
of blockchain is that its immutability feature increases the security of chain of custody
recording. Also, blockchain allows for a complete visualization of all the registries of
evidence made through the chain of custody life cycle in a more linear and organized
manner. Another contribution of blockchain to the forensics field would be of economic
nature. Since evidence chain of custody maintenance has a public interest and is primarily
a government responsibility, using blockchain as a platform to guarantee the recording and
integrity of the chain of custody could decrease government expenditures in public safety
and judicial proceedings.

Through a comprehensive analysis of existing literature, this systematic review has
unveiled significant prospects and notable shortcomings in utilizing blockchain technology
in the chain of custody. These findings highlight the potential benefits various domains can
derive from harnessing blockchain. The review has brought to light many opportunities
for industries to explore through research and development initiatives, specifically by
integrating blockchain into the chain of custody framework. These opportunities extend
beyond criminal investigations, encompassing diverse sectors such as Oil & Gas.

Furthermore, future research work involves an in-depth discussion for ensuring
control and preserving the chain of custody of physical evidence, analysis of the limitations
of the proposed blockchain solutions to mitigate existing risks related to the chain of
custody, and research regarding existing problems in the control of the physical evidence
chain of custody.
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PoS Proof-of-Stake
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Note

! Bitcoin Price History from 2009 to 2022. Accessed on 15 June 2023. Available at: https://www.forbes.com/advisor/in/investing/
cryptocurrency /bitcoin-price-history-chart/.
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