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Abstract: The objective of this study was to explore the impact of a perceived privacy breach by
pharmaceutical e-retailers on customer boycott intention, especially the mediating role of emotional
violation and the moderating effect of customer previous trust. Data were collected via a questionnaire
survey of 335 customers of pharmaceutical e-retailers from China. Our research results showed that
a perceived privacy breach by a pharmaceutical e-retailer had no direct effect on customer boycott
intention; a perceived privacy breach positively affected emotional violation; emotional violation
led to customer boycott intention; emotional violation played a mediating role in the relationship
between a perceived privacy breach and customer boycott intention; and customer previous trust
positively moderated the mediating effect of emotional violation.

Keywords: perceived privacy breach; psychological contract violation; customer boycott intention;
customer previous trust; pharmaceutical e-retailers

1. Introduction

With the rapid development of big data technologies, more and more pharmaceutical
e-retailers are applying these technologies to their marketing activities. However, the
application of big data technologies in online pharmaceutical retailing is a double-edged
sword. On the one hand, pharmaceutical e-retailers can collect and utilize a large amount
of customer information to carry out personalized marketing and improve performance [1].
On the other hand, the wide application of big data technologies in marketing practice may
deepen customers’ privacy concerns [2]. Sometimes, pharmaceutical e-retailers engage
in excessive collection, improper storage, and unauthorized use of customer informa-
tion. During the COVID-19 pandemic, people have increasingly searched for and bought
pharmaceutical products online, which has increased the customer data available to phar-
maceutical e-retailers and thus made these actions more likely occur. When such actions
occur, the customer may perceive that the pharmaceutical e-retailer has breached their own
privacy policies [3], which harms the pharmaceutical e-retailer and limits the benefits of
big data technology.

Scholars have revealed the consequences of perceived privacy breaches and examined
their negative impacts on business performance, customer perception, and customer be-
havior. In terms of business performance, a perceived privacy breach by a company may
lead to a decrease in its market value [4]. From the perspective of customer perception, a
perceived privacy breach negatively affects customer satisfaction [5], customer attitudes [6],
and customer trust [7]. A customer’s behavior may also be influenced by a perceived
privacy breach. Previous research has found that a perceived privacy breach reduces a
customer’s purchase intention [8] and word of mouth [5]. It can be seen that existing studies
have focused on the effects of perceived privacy breach on positive variables but neglected
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its influence on customers’ negative responses. In order to improve customer well-being
and social welfare, scholars need to understand not only the impacts of a perceived privacy
breach on positive variables, but also to uncover and eliminate its impacts on negative
customer responses [9].

In the era of social media, customer boycotts against companies are prevalent and
profound negative responses of customers [10]. In recent years, the wide adoption of
the Internet and social media has facilitated interpersonal communication and the rapid
dissemination of customers’ negative sentiments among communities, which has led to
frequent customer boycotts [11,12]. Customer boycotts may seriously harm a company’s
reputation and sales [13]. According to existing research, customer boycotts are often
caused by companies’ misconduct [14]. Thus, as a form of companies’ misconduct [9], does
a perceived privacy breach influence customer boycott intention? What is the mediating
mechanism between a perceived privacy breach and customer boycott intention? Is there a
boundary condition in the mediating effect?

Drawing on the S-O-R model, this study explored the relationships between a per-
ceived privacy breach, emotional violation, and customer boycott intention. The S-O-R
model has been widely applied to explain customer behaviors in online contexts: envi-
ronmental stimuli (stimuli) affect individuals’ cognitive and affective states (organism),
which in turn trigger their behavioral responses (responses), such as approach or avoidance
behaviors [15,16]. This study considers a perceived privacy breach as a stimulus (S) in the
online pharmaceutical retail environment, emotional violation as an internal state (O), and
customer boycott intention as a behavioral response (R). Therefore, combining the S-O-R
model and the theory of psychological contract violation, we infer that a perceived privacy
breach probably has an impact on emotional violation, which in turn affects customer boy-
cott intention. In addition, we extend the S-O-R model by introducing customer previous
trust as a moderating variable in the model.

This study contributes to extant literature in two aspects. First, to the best of our
knowledge, we are the first to apply the S-O-R model and the theory of psychological
contract violation to the analysis of a perceived privacy breach as well as its consequences
in the setting of big data. Second, previous studies have neglected the antecedents and
mechanisms of customer boycott intention in online pharmaceutical retailing, and we
fill these gaps by examining how customer boycott intention toward pharmaceutical
e-retailers is affected by a perceived privacy breach. The findings of this research can
provide implications enabling pharmaceutical e-retailers to manage customer information
effectively and lower the negative impacts of a perceived privacy breach.

As for the structure of this article, we first evaluate the literature on a perceived privacy
breach and customer boycotts before proposing research hypotheses. Then, we undertake
a survey to test these hypotheses. Finally, we illuminate the theoretical contributions and
practical implications, as well as the limitations of this work and further research topics.

2. Theoretical Framework
2.1. Literature Review
2.1.1. Perceived Privacy Breach

“Privacy” in this research refers to customers’ information privacy, which in turn
refers to the state in which the identity, cognition, behavior, and other private information
of customers are not obtained arbitrarily and are effectively protected by pharmaceutical
e-retailers [1]. Customers’ information privacy is usually protected according to the privacy
policies formulated by pharmaceutical e-retailers, which involve the norms of pharma-
ceutical e-retailers’ collection, use, and dissemination of customer information [7]. If the
customer perceives that pharmaceutical e-retailers have breached these norms, a perceived
privacy breach occurs. A perceived privacy breach involves the perceptions of excessive
collection [7], improper storage [8], unauthorized secondary use [7], and unauthorized
dissemination of information [3]. When a customer perceives a privacy breach by a phar-
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maceutical e-retailer, they are likely to have negative attitudes [17] and display negative
behaviors [9] toward the pharmaceutical e-retailer.

Because customers communicate and interact with pharmaceutical e-retailers via
multiple channels, such as by phone or e-mail, pharmaceutical e-retailers can access and
utilize a lot of information about their customers with the help of big data technologies,
which may lead to a perceived privacy breach [7]. The rapid development of the Internet
and big data technologies may bring about a perceived privacy breach in two ways. First,
the widespread use of the Internet has created a huge volume of customer information
available to pharmaceutical e-retailers, increasing the prevalence of perceived privacy
breaches [18]. Second, the advancements of the Internet and big data technologies have
made it easier for pharmaceutical e-retailers to obtain and exploit customer information [19],
increasing the possibility of a perceived privacy breach. Thus, perceived privacy breaches
take place more and more frequently in this contemporary digital era [7] and attract the
ongoing attention of researchers.

A perceived privacy breach can lead to many adverse effects. Scholars have focused
on three domains of the consequences of a perceived privacy breach: business performance,
customer perception, and customer behavior. Regarding business performance, a perceived
privacy breach by a company not only decreases its market value, but the negative impact
may also spread to the whole industry and reduce the market value of peer companies [4].
As for customer perception, a perceived privacy breach lowers customer satisfaction [5]
and can negatively affect customer attitudes by increasing customers’ perceived violation
of their expectations [6]. A perceived privacy breach also reduces customer trust and
weakens the effectiveness of trust restoration measures, leading to lasting deterioration of
customer trust [7]. From the perspective of customer behavior, the perceived unfairness
of a perceived privacy breach reduces both the likelihood of a customer promoting the
company through word of mouth [5] and the customer’s purchase intention [3]. Moreover,
customer behaviors triggered by a perceived privacy breach go far beyond word of mouth
and purchase intention. Besides these positive variables (“approach” responses in the S-O-
R model), a perceived privacy breach probably leads to negative outcomes (“avoidance”
responses in the S-O-R model) [15], which are neglected in existing research. For the sake of
customer well-being and company performance, it is important to uncover and eliminate
the impact of a perceived privacy breach on customer negative responses.

Customer boycott is a common negative behavioral response of customers to compa-
nies’ misconduct [13]. It is reasonable to infer that, as a form of companies’ misconduct [9],
a privacy breach probably results in customer boycott intention. Therefore, we attempt to
discuss the relationship between a perceived privacy breach by pharmaceutical e-retailers
and customer boycott intention in this study.

2.1.2. Customer Boycotts

Customer boycott refers to the action of refraining from buying products of compa-
nies owing to their misconducts [13]. Customers usually participate in boycotts by not
purchasing products from the boycotted company [20] and switching to products of other
companies that comply with ethical or legal norms [11]. Customer boycotts may take place
when companies engage in misconduct, such as that relating to environmental damage [13],
use of child labor [21], and unethically sourced products [22].

In general, customers may boycott a company mainly because of instrumental and ex-
pressive motives. Customers with instrumental motives want to obtain utilitarian benefits
through boycotts, such as product returns and economic compensation. Customers with
expressive motives want to alleviate their negative emotions and do so by exhibiting them
and expressing their values when participating in boycotts [23]. In addition, instrumental
and expressive motives differ in the condition of the actors involved. Achieving the goals
of instrumental motive-related boycotts often depends on collective pressure toward a com-
pany from a group of customers [24]. In contrast, boycotts driven by expressional motives
are often initiated by individual customers, who can achieve goals without engaging in
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collective boycotts [13]. Thus, customer boycotts can involve either the collective actions of
a group of customers cooperating to change a company’s practices, or individual actions
taken by a single customer for their own emotional ends. We focus on boycotts related to
individual customers in this research.

Customer boycotts may harm the relationship between companies and customers [13]
and may trigger many negative impacts on companies. It has been revealed previously that
customer boycotts degrade company image [20]. In addition, customer boycotts may force
companies to change their policies, resulting in a loss of management independence [13].
Boycotts initiated by many customers toward a company may decrease its sales, revenue,
cash flow, and stock price [25]. By using the Internet, customers who initiate boycotts are
able to contact other customers via social media [26] and persuade them to engage [27],
thus expanding the influence of these boycotts.

2.1.3. Psychological Contract Violation

Originating in the field of organizational behavior [28], the term “psychological con-
tract” refers to employees’ perceptions about the mutual commitments between them and
the organizations that employ them [29]. Similar to these relationships, psychological
contracts can also be established between customers and companies [30]. In the process
of interactions with companies, customers gradually form expectations of the companies’
obligations [31]. According to the content of these expectations, there are transactional
psychological contracts based on the realization of short-term economic benefits [32] and re-
lational psychological contracts involving long-term social-emotional ties [33]. If customers’
expectations are met, they show more positive attitudes and behavior, such as customer
gratitude [34] and recommendations [31]. However, because psychological contracts are
subjective and implicit in nature [35], companies and customers often have different un-
derstandings of obligations, resulting in companies’ behavior deviating from customers’
expectations [36].

When a company fails to fulfill the obligations expected in the customer’s psychologi-
cal contract, the customer perceives that the company breaks its promises [37], resulting
in a psychological contract breach [38]. “Reneging” and “incongruence” are two common
causes of the emergence of a psychological contract breach. “Reneging” refers to a com-
pany’s deliberate failure to fulfill their obligations despite making their obligations clear
previously. When a company is unwilling to undertake obligations or lacks the ability to
do so, this may also cause the customer to perceive a psychological contract breach [39].
“Incongruence” refers to when a customer and a company have different understandings
of each other’s obligations. In this case, the psychological contract breach perceived by
the customer is still likely to occur even if the company believes that it has fulfilled its
obligations [40].

A psychological contract breach may trigger customers’ negative emotions; this is
often equated with a “psychological contract violation” [40]. However, a psychological
contract breach is different from psychological contract violation. A psychological contract
breach is a cognitive result of a company’s failure to fulfill its obligations, whereas a
psychological contract violation is an intense negative emotional response that may follow
a psychological contract breach [41]. However, it is worth emphasizing that a psychological
contract breach does not necessarily lead to a psychological contract violation; this is
determined by the nature of the breach and how the consumer interprets the company’s
obligations [42]. If a customer attributes the psychological contract breach to reneging
and is treated unfairly, a psychological contract violation is more likely to occur [40]. A
psychological contract violation can lead to a range of adverse outcomes. In the buyer–
supplier relationship, the detrimental impact of unethical buyer behavior on supplier trust
is mediated by a psychological contract violation [43]. In addition, a psychological contract
violation can reduce customer recommendation behavior [31] and trigger negative word of
mouth, boycotts, and other forms of retaliation [38].
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2.2. Research Hypotheses
2.2.1. Perceived Privacy Breach and Customer Boycott Intention

A perceived privacy breach by a pharmaceutical e-retailer results in customer boycott
intention. An important trigger of customer boycott is companies’ misconduct [13]. The
main drivers of customer boycott are instrumental and expressive motives [23]. A perceived
privacy breach enhances customers’ both instrumental and expressive motives to adopt
boycott behavior. A perceived privacy breach can result in customers’ personal information
being extensively disseminated on the Internet, increasing the danger of personal infor-
mation theft and property loss. Consequently, a perceived privacy breach may enhance
customer’s instrumental motives, such as wanting to change a pharmaceutical e-retailer’s
behavior and receive compensation via boycotts, thus leading to customer boycott intention.
Moreover, a perceived privacy breach can trigger negative emotions among customers and
drive them to express and alleviate these emotions by refraining from buying products
from the company in question [11]. Therefore, a perceived privacy breach may also result in
customer boycott intention through customers’ expressive motives. It is thus evident that a
perceived privacy breach may strengthen customers’ instrumental and expressive motives,
leading to customer boycott intention. Therefore, we propose the following hypothesis:

Hypothesis 1 (H1). A perceived privacy breach by a pharmaceutical e-retailer has a positive effect
on customer boycott intention.

2.2.2. Perceived Privacy Breach and Emotional Violation

The S-O-R model assumes that the external environment (stimuli) probably affects the
individual’s internal states (organism), such as cognition and emotion [44]. In this study,
we consider a perceived privacy breach as an external stimulus (S) and emotional violation
as an internal organism (O). Therefore, based on the S-O-R model, a perceived privacy
breach by a pharmaceutical e-retailer may trigger emotional violation among customers.

Emotional violation refers to negative emotional experiences resulting from a customer’s
perception that a pharmaceutical e-retailer does not respect their privacy and has therefore
broken the psychological contract [45]. A principle of the psychological contract between
customers and pharmaceutical e-retailers is that pharmaceutical e-retailers should earnestly
meet the privacy policy obligations. According to the theory of psychological contract
violation, when a pharmaceutical e-retailer infringes upon its privacy policy, the customer
perceives that the e-retailer has broken the psychological contract. Furthermore, a psycho-
logical contract breach may be triggered by customers’ perception that pharmaceutical
e-retailers have reneged on their promise regarding their privacy policies [46], which leads
to customers feeling emotionally betrayed, disrespected, and exploited [40] and conse-
quently culminates in emotional violation. Thus, we put forward the following hypothesis:

Hypothesis 2 (H2). A perceived privacy breach by a pharmaceutical e-retailer has a positive effect
on emotional violation.

2.2.3. Emotional Violation and Customer Boycott Intention

Drawing on the S-O-R model, an individual’s internal organism (organism) might
lead to such individual responses (responses) as approach or avoidance behaviors [47]. In
this study, we regard emotional violation as an internal organism (O) and customer boycott
intention as a response (R) similar to avoidance behavior. Therefore, based on the S-O-R
model, emotional violation probably results in customer boycott intention.

In addition, in light of the theory of psychological contract violation, after perceiving
a psychological contract breach and experiencing emotional violation, a customer acts
accordingly to cope with the situation [48]. Studies have found customer boycott behavior
to be an effective way for customers to ease their negative emotions [11]. When a customer
feels negative emotions related to being betrayed by a pharmaceutical e-retailer, they may
mitigate the negative impact of emotional violation by engaging in boycott activities [38].
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However, customers’ negative emotions can result in unfavorable behavior toward phar-
maceutical e-retailers. In the context of a customer’s perception of a privacy breach, it has
been revealed that emotional violation motivates negative behavior among customers, such
as spreading negative opinions and turning to other brands [45]. Moreover, customers’ neg-
ative emotions can also trigger customer boycott behavior [22]. Accordingly, we propose
the following hypothesis:

Hypothesis 3 (H3). Emotional violation has a positive effect on customer boycott intention.

2.2.4. Mediating Effect of Emotional Violation

According to the S-O-R model, environmental stimuli (stimuli) affect an individual’s
internal states (organism), which in turn triggers behavioral responses (responses). In other
words, internal states play a mediating role in the relationship between environmental
stimuli and behavioral responses [49]. In this study, we consider a perceived privacy
breach as an environmental stimulus (S), emotional violation as an internal state (O) of
the individual, and customer boycott intention as a behavioral response (R). Therefore,
based on the S-O-R model, a perceived privacy breach and customer boycott intention are
mediated by emotional violation.

In addition, considering the theory of psychological contract violation, if a customer
believes that their psychological contract with a company has been broken and perceives a
psychological contract breach, they may experience emotional violation and thus respond
by behaving negatively [50]. Emotional violation mediates the impact of a psychological
contract breach on negative behavior [38]. In the setting of online pharmaceutical retailing,
a perceived privacy breach by a pharmaceutical e-retailer may break the customer’s belief,
founded in the psychological contract, that pharmaceutical e-retailers should earnestly
meet the privacy policy obligations. Accordingly, a customer that perceives a psycholog-
ical contract breach and experiences emotional violation may develop customer boycott
intention. Thus, emotional violation acts as a mediator between a perceived privacy breach
and customer boycott intention. An empirical study by Martin et al. [45] has shown that
emotional violation mediates the influence of customer data vulnerability on customer
behavior. Thus, we propose the following hypothesis:

Hypothesis 4 (H4). Emotional violation mediates the effect of a perceived privacy breach by a
pharmaceutical e-retailer on customer boycott intention.

2.2.5. The Moderating Effect of Customer Previous Trust

Customer previous trust refers to the extent to which a customer believes a phar-
maceutical e-retailer is trustworthy before perceiving a privacy breach. A customer with
a higher level of trust is more likely to believe that the pharmaceutical e-retailer keeps
its promises in the psychological contract [40]. Customer trust is a reciprocal exchange
relationship between a pharmaceutical e-retailer and the customer, in which both parties are
expected to offer and gain certain rewards [46]. Therefore, when customer trust toward a
pharmaceutical e-retailer increases, the customer has higher expectations that the e-retailer
will fulfill its obligations [38]. According to the theory of psychological contract violation,
if a customer’s previous trust level is high, a perceived privacy breach makes them ex-
perience the psychological contract breach more keenly and elicits a stronger emotional
violation [40], thus leading to a more negative behavioral response. Therefore, customer
previous trust strengthens the impact of a perceived privacy breach on emotional violation
and customer behavior [51].

Specifically, customer previous trust moderates the effect of a perceived privacy breach
on customer boycott intention through emotional violation. When customer trust before a
perceived privacy breach is high, the influence of the perceived privacy breach on customer
boycott intention through emotional violation is stronger than that for a customer with low
trust. A customer with higher previous trust tends to actively cooperate with the pharma-
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ceutical e-retailer and have higher expectations that it will fulfill its obligations [38]. Thus,
in this situation, a perceived privacy breach results in a stronger negative response [40]
and, consequently, customer boycott intention. Therefore, we put forward the moderated
mediation hypothesis:

Hypothesis 5 (H5). Customer previous trust strengthens the mediating effect of emotional violation
on the relationship between a perceived privacy breach and customer boycott intention.

To sum up, the conceptual model of this study is shown in Figure 1.
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3. Methodology
3.1. Questionnaire Design and Measures

To test our hypotheses, a survey was employed to collect data. The questionnaire
was divided into a warm-up section, the main section, and a basic personal information
section. First, the warm-up section asked the respondents to recall an impressive experience
of a perceived privacy breach by pharmaceutical e-retailers. Second, the main section
consisted of the measures of four key variables: perceived privacy breach, emotional
violation, customer previous trust, and customer boycott intention. All these measures
were evaluated on a five-point Likert scale (1 = strongly disagree; 5 = strongly agree).
Specifically, a perceived privacy breach was assessed by four statements adopted from
Bansal et al. [52] and Gerlach et al. [53]. Emotional violation was measured by four
statements developed by Martin et al. [45]. Customer previous trust was assessed by
three statements used by Martin et al. [45]. The measure of customer boycott intention
was designed by Trautwein and Lindenmeier [22]. Finally, the basic personal information
section included some control variables, such as the customer’s gender, age, monthly
spending, and the history of purchasing that pharmaceutical e-retailer’s products (short for
“purchase history” afterwards). Table 1 summarizes the items of the key variables.

Table 1. Measured items and CFA results. α, Cronbach’s α; CR, composite reliability; AVE, average
variance extracted.

Variables and Items Factor Loading α CR AVE

Perceived privacy breach - 0.88 0.88 0.64
I think the pharmaceutical e-retailer collected unnecessary

customer information privacy. 0.75

I think the pharmaceutical e-retailer did not make full efforts
to protect customer information privacy. 0.80

I think the pharmaceutical e-retailer exploited customer
information privacy to promote products. 0.84

I think the pharmaceutical e-retailer shared customer
information privacy with other organizations. 0.81
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Table 1. Cont.

Variables and Items Factor Loading α CR AVE

Emotional violation - 0.95 0.95 0.81
Regarding the pharmaceutical e-retailer’s customer

information privacy activities, I feel violated. 0.90

Regarding the pharmaceutical e-retailer’s customer
information privacy activities, I feel betrayed. 0.87

Regarding the pharmaceutical e-retailer’s customer
information privacy activities, I feel not respected. 0.95

Regarding the pharmaceutical e-retailer’s customer
information privacy activities, I feel taken advantage of. 0.89

Customer boycott intention - 0.82 0.82 0.61
I will not continue to buy the pharmaceutical

e-retailer’s products. 0.79

I would advise others not to buy the pharmaceutical
e-retailer’s products. 0.84

I will switch to buying products from the pharmaceutical
e-retailer’s competitors. 0.71

Customer previous trust - 0.95 0.95 0.86
Before the pharmaceutical e-retailer’s customer information

privacy activities, I trusted it. 0.87

Before the pharmaceutical e-retailer’s customer information
privacy activities, it was trustworthy. 0.98

Before the pharmaceutical e-retailer’s customer information
privacy activities, it was reliable. 0.94

The fitting index result: χ2/df = 1.96, GFI = 0.942, NFI = 0.963, CFI = 0.981, RMSEA = 0.053

3.2. Profiling of the Sample

Subjects in this study were customers that have made purchases from pharmaceutical
e-retailers. We used Wenjuanxing (www.wjx.cn) (accessed on 1 September 2020), the
most frequently used platform for survey in China, to recruit respondents to answer the
questionnaires. A total of 380 questionnaires were collected from 1 September 2020 to
29 September 2020, and 45 invalid questionnaires with inattentive answers were deleted,
resulting in 335 valid questionnaires. The survey had an effective rate of 88.2%. Females
made up 65.4% of the responders, while men made up 34.6%. The bulk of respondents’
ages ranged from 21 to 30 (70.1%). In recent years, young people have become a major
group for online shopping in China. In addition, a plurality (84.5%) of respondents had
monthly spending of RMB 2000 or less.

4. Results
4.1. Reliability and Validity

We conducted confirmatory factor analysis (CFA) via AMOS24, and the results are
shown in Table 1. The CFA results showed a good fit to the data (χ2/df = 1.96, GFI = 0.942,
NFI = 0.963, CFI = 0.981, RMSEA = 0.053). Cronbach’s α and composite reliability of the
four key variables ranged from 0.88 to 0.95, showing that the reliability was good [54].
Factor loadings of all items were above 0.50, and the values of average variance extracted
(AVE) for key variables were from 0.61 to 0.86, revealing strong convergent validity [55].

According to the results of Table 2, the square roots of the AVEs were greater than
the corresponding correlation coefficients between the key variables, indicating that the
measures had good discriminant validity [56].

www.wjx.cn
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Table 2. Discriminant validity test. The values in the lower diagonal of the table present the
correlations between the constructs, while the values in the diagonal of the table present the square
roots of the AVEs of the construct.

Variables 1 2 3 4

1. Perceived privacy breach 0.80
2. Emotional violation 0.60 ** 0.90
3. Customer boycott intention 0.20 ** 0.30 ** 0.78
4. Customer previous trust 0.05 −0.11 * −0.13 * 0.93

N = 335; * p < 0.05; ** p < 0.01.

4.2. Common Method Biases

We assessed the common method biases by conducting Harman’s single-factor test.
The results showed that the variance explanation rate of the first factor was 38.68%, which
was less than the 50% critical value standard [57], indicating that the common method bias
of the data was acceptable.

4.3. Hypotheses Test
4.3.1. Direct Effect Analysis

We employed AMOS24 to run the SEM for direct effect analyses (H1, H2, and H3).
The results of the SEM are shown in Table 3. The fit indices (χ2/df = 1.755, GFI = 0.961,
NFI = 0.972, CFI = 0.988, RMSEA = 0.048) indicated appropriateness of the structural model.
The coefficients from perceived privacy breach to customer boycott intention (β = 0.023,
p = 0.788) indicated that a perceived privacy breach had no direct influence on customer
boycott intention. Therefore, H1 was not supported. However, a perceived privacy breach
had positive influence on emotional violation (β = 0.779, p < 0.001), and emotional violation
had positive influence on customer boycott intention (β = 0.262, p < 0.001), supporting both
H2 and H3.

Table 3. Results of the SEM. PPB: perceived privacy breach; EV: emotional violation; CBI: customer
boycott intention.

Hypothesis β SE p-Value Result

H1 PPB→ CBI 0.023 0.085 0.788 Not supported
H2 PPB→ EV 0.779 0.072 <0.001 Supported
H3 EV→ CBI 0.262 0.071 <0.001 Supported

4.3.2. Mediation Analysis

We did the mediating test with SPSS26, using 5000 resampling bootstrapping sug-
gested by Hayes [58]. The result showed that the indirect effects of a perceived privacy
breach on customer boycott intention through emotional violation were significant (effect
size = 0.160, SE = 0.049, 95% CI (0.071, 0.262)), and the direct effects of a perceived privacy
breach on customer boycott intention were not significant (effect size = 0.027, SE = 0.061,
95% CI (−0.094, 0.147)), which meant that emotional violation fully mediated the effect of a
perceived privacy breach on customer boycott intention. Thus, H4 was supported.

4.3.3. Moderated Mediation Analysis

To test H5, we followed a bootstrapping procedure based on Hayes’ PROCESS macro,
with a confidence level of 95 percent and a bootstrap sample of 5000 [58]. Table 4 shows the
results of the analysis. The index of moderated mediation was significant (index = 0.043,
SE = 0.022, 95% CI (0.010, 0.096)), indicating that customer previous trust moderated the
mediating effects of emotional violation on the relationship between a perceived privacy
breach and customer boycott intention. For high-level-trust customers, emotional violation
significantly mediated the effect of a perceived privacy breach on customers’ attention
(effect size = 0.207, SE = 0.068, 95% CI (0.088, 0.357)). In contrast, for low-level-trust
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customers, the mediating effect of emotional violation (effect size = 0.105, SE = 0.035,
95% CI (0.047, 0.185)) was still significant but the effect sizes were considerably reduced
(attention: from 0.207 to 0.105), in support of H5.

Table 4. Analysis results for the moderated mediation effect (n = 335). SE, standardized error.
Perceived privacy breach as the independent variable, emotional violation as the mediator, customer
previous trust as moderators. Confidence interval (CI) is 95%. Bootstrap sample is 5000.

Moderator
Indirect Effect of Emotional Violation Moderated Meditation

Effect

Effect Size SE LLCI ULCI Index SE LLCI ULCI

Customer previous trust (high) 0.207 0.068 0.088 0.357
0.043 0.022 0.010 0.096Customer previous trust (low) 0.105 0.035 0.047 0.185

5. General Discussions
5.1. Conclusions

Drawing on the Stimulus-Organism-Response (S-O-R) model and the theory of psy-
chological contract violation, this study explored the effect of a perceived privacy breach by
pharmaceutical e-retailers on customer boycott intention in the context of China. Moreover,
the mediating effect of emotional violation and the moderating effect of customer previous
trust were investigated. The conclusions of this study are as follows: (1) A perceived privacy
breach by pharmaceutical e-retailers had no direct influence on customer boycott intention.
(2) A perceived privacy breach by pharmaceutical e-retailers led to emotional violation.
(3) Emotional violation resulted in customer boycott intention. (4) Emotional violation
played a mediating role in the influence of a perceived privacy breach by pharmaceutical
e-retailers on customer boycott intention. (5) Customer previous trust positively moderated
the mediating effect of emotional violation on the relationship between a perceived privacy
breach and customer boycott intention. When customer previous trust was high, emotional
violation played a greater role in mediating the effect of a perceived privacy breach on
customer boycott intention than when trust was low.

5.2. Theoretical Contributions

The findings of this study have three theoretical contributions. First, this study
deepens our understanding of a perceived privacy breach, specifically in the context
of online pharmaceutical retailing, and explores the impact of a perceived privacy breach
on customer boycott intention and the underlying mechanisms.

Second, this study enriches the research on customer boycotts, which have received
increasing attention from marketing researchers and practitioners [22]. This study examines
how customer boycott intention is affected by a perceived privacy breach by pharmaceutical
e-retailers and its mechanisms, which enriches the research on customer boycotts.

Third, this study extends the application of the theory of psychological contract
violation. Until now, scholars have explored the phenomenon of psychological contract
violation only in general contexts [38]. This study applies the concept of psychological
contract violation to the context of big data marketing and a perceived privacy breach and
analyzes the mechanism and boundary conditions of the theory.

5.3. Practical Implications

This study has important implications for pharmaceutical e-retailers’ management of
customer information. Pharmaceutical e-retailers need to take a holistic view of customer
information management. Big data technology allows pharmaceutical e-retailers to collect
and use customer information to customize products and promotional strategies to improve
customer experience and business performance [3]. However, improper collection and
use of customer information can violate privacy policies and harm customer and business
interests. This study shows that a perceived privacy breach can make customers experience
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emotional violation, causing those customers to no longer buy products from one pharma-
ceutical e-retailer and possibly switch to one of their competitors. Therefore, it is important
for pharmaceutical e-retailers to control the collection, use, and management of customer
information to avoid adverse effects on business performance.

This study is beneficial for pharmaceutical e-retailers to further understand the role of
customer trust when misconduct occurs. In general, pharmaceutical e-retailers believe that
a higher level of customer trust is better. However, this study finds that customers with
higher levels of trust have stronger negative emotional and behavioral reactions when they
recognize that their chosen pharmaceutical e-retailers are engaging in misconduct than
those with lower levels of trust. This implies that pharmaceutical e-retailers should carefully
handle customers with high previous trust when these customers perceive misconduct.

5.4. Limitations and Future Research

Some limitations of this study and opportunities for future research should be con-
sidered. First, the data in this study were collected via a survey. Future research should
expand the scope of this study by increasing the number of data sources (e.g., experiments,
secondary data).

In addition, our findings are based on research in China, and it is difficult to be
generalized to other cultural, social, and demographic contexts. Scholars can conduct
relevant studies in other countries to validate the findings.

Finally, although this study reveals the mechanism that customers’ perceptions of
pharmaceutical e-retailers’ privacy breach influence customer boycott intention, it does
not explore the specific actions that pharmaceutical e-retailers can take to mitigate these
negative effects. Future research should propose and verify moderating mechanisms that
companies can adopt to alleviate such negative effects.

Author Contributions: Conceptualization, J.W., R.L. and J.Y.; methodology, R.L., J.Y. and J.W.;
writing—original draft preparation, J.Y. and R.L.; writing—review and editing, J.W. and R.L.; visual-
ization, J.W. and R.L.; supervision, J.W. and R.L.; project administration and funding acquisition, J.W.
and R.L. All authors have read and agreed to the published version of the manuscript.

Funding: This work was supported by the National Natural Science Foundation of China (72062021,
72002225); China Postdoctoral Science Foundation (2020M683148).

Institutional Review Board Statement: Because of the observational nature of the study, and in the
absence of any involvement of therapeutic medication, no formal approval of the Institutional Review
Board of the local Ethics Committee was required. Nonetheless, all subjects were informed about the
study, and participation was fully on a voluntary basis. Participants were ensured of confidentiality
and anonymity of the information associated with the surveys. The study was conducted according
to the guidelines of the Declaration of Helsinki.

Informed Consent Statement: Informed consent was obtained from all subjects involved in the study.

Data Availability Statement: The dataset used in this research is available upon request from the
corresponding author.

Conflicts of Interest: The authors declare no conflict of interests.

References
1. Smith, H.J.; Dinev, T.; Xu, H. Information privacy research: An interdisciplinary review. MIS Q. 2011, 35, 989–1015. [CrossRef]
2. Okazaki, S.; Eisend, M.; Plangger, K.; de Ruyter, K.; Grewal, D. Understanding the strategic consequences of customer privacy

concerns: A meta-analytic review. J. Retail. 2020, 96, 458–473. [CrossRef]
3. Jai, T.M.; Burns, L.D.; King, N.J. The effect of behavioral tracking practices on consumers’ shopping evaluations and repurchase

intention toward trusted online retailers. Comput. Hum. Behav. 2013, 29, 901–909. [CrossRef]
4. Kashmiri, S.; Nicol, C.D.; Hsu, L. Birds of a feather: Intra-industry spillover of the Target customer data breach and the shielding

role of IT, marketing, and CSR. J. Acad. Mark. Sci. 2017, 45, 208–228. [CrossRef]
5. Berezina, K.; Cobanoglu, C.; Miller, B.L.; Kwansa, F.A. The impact of information security breach on hotel guest perception of

service quality, satisfaction, revisit intentions and word-of-mouth. Int. J. Contemp. Hosp. Manag. 2012, 24, 991–1010. [CrossRef]

http://doi.org/10.2307/41409970
http://doi.org/10.1016/j.jretai.2020.05.007
http://doi.org/10.1016/j.chb.2012.12.021
http://doi.org/10.1007/s11747-016-0486-5
http://doi.org/10.1108/09596111211258883


Int. J. Environ. Res. Public Health 2022, 19, 4831 12 of 13

6. Wright, S.A.; Xie, G.X. Perceived privacy violation: Exploring the malleability of privacy expectations. J. Bus. Ethics 2019, 156,
123–140. [CrossRef]

7. Martin, K. The penalty for privacy violations: How privacy violations impact trust online. J. Bus. Res. 2018, 82, 103–116. [CrossRef]
8. Nofer, M.; Hinz, O.; Muntermann, J.; Roßnagel, H. The economic impact of privacy violations and security breaches. Bus. Inf.

Syst. Eng. 2014, 6, 339–348. [CrossRef]
9. Labrecque, L.I.; Markos, E.; Swani, K.; Peña, P. When data security goes wrong: Examining the impact of stress, social contract

violation, and data type on consumer coping responses following a data breach. J. Bus. Res. 2021, 135, 559–571. [CrossRef]
10. Scheidler, S.; Edinger-Schons, L.M. Partners in crime? The impact of consumers’ culpability for corporate social irresponsibility

on their boycott attitude. J. Bus. Res. 2020, 109, 607–620. [CrossRef]
11. Sen, S.; Gürhan-canli, Z.; Morwitz, V. Withholding consumption: A social dilemma perspective on consumer boycotts. J. Consum.

Res. 2001, 28, 399–417. [CrossRef]
12. Cossío-Silva, F.J.; Revilla-Camacho, M.A.; Palacios-Florencio, B.; Benítez, D.G. How to face a political boycott: The relevance of

entrepreneurs’ awareness. Int. Entrep. Manag. J. 2019, 15, 321–339. [CrossRef]
13. John, A.; Klein, J. The boycott puzzle: Consumer motivations for purchase sacrifice. Manag. Sci. 2003, 49, 1196–1209. [CrossRef]
14. Delistavrou, A.; Krystallis, A.; Tilikidou, I. Consumers’ decision to boycott “unethical” products: The role of materialism/post

materialism. Int. J. Retail. Distrib. Manag. 2020, 48, 1121–1138. [CrossRef]
15. Flavián, C.; Ibáñez-Sánchez, S.; Orús, C. Integrating virtual reality devices into the body: Effects of technological embodiment on

customer engagement and behavioral intentions toward the destination. J. Travel Tour. Mark. 2019, 36, 847–863. [CrossRef]
16. Lim, X.J.; Cheah, J.H.; Ng, S.I.; Basha, N.K.; Liu, Y.D. Are men from Mars, women from Venus? Examining gender differences

towards continuous use intention of branded apps. J. Retail. Consum. Serv. 2021, 60, 102422. [CrossRef]
17. Chakraborty, R.; Lee, J.; Bagchi-Sen, S.; Upadhyaya, S.; Rao, H.R. Online shopping intention in the context of data breach in online

retail stores: An examination of older and younger adults. Decis. Support Syst. 2016, 83, 47–56. [CrossRef]
18. Demmers, J.; Van Dolen, W.M.; Weltevreden, J.W.J. Handling consumer messages on social networking sites: Customer service or

privacy infringement? Int. J. Electron. Commer. 2018, 22, 8–35. [CrossRef]
19. Plangger, K.; Montecchi, M. Thinking beyond privacy calculus: Investigating reactions to customer surveillance. J. Interact. Mark.

2020, 50, 32–44. [CrossRef]
20. Klein, J.G.; Smith, N.C.; John, A. Why we boycott: Consumer motivations for boycott participation. J. Mark. 2004, 68, 92–109.

[CrossRef]
21. Innes, R. A theory of consumer boycotts under symmetric information and imperfect competition. Econ. J. 2006, 116, 355–381.

[CrossRef]
22. Trautwein, S.; Lindenmeier, J. The effect of affective response to corporate social irresponsibility on consumer resistance behaviour:

Validation of a dual-channel model. J. Mark. Manag. 2019, 35, 253–276. [CrossRef]
23. Hahn, T.; Albert, N. Strong reciprocity in consumer boycotts. J. Bus. Ethics 2017, 145, 509–524. [CrossRef]
24. Delacote, P. On the sources of consumer boycotts ineffectiveness. J. Environ. Dev. 2009, 18, 306–322. [CrossRef]
25. Farah, M.F.; Newman, A.J. Exploring consumer boycott intelligence using a socio-cognitive approach. J. Bus. Res. 2010, 63,

347–355. [CrossRef]
26. Gueterbock, R. Greenpeace campaign case study—Stop esso. J. Consum. Behav. 2004, 3, 265–271. [CrossRef]
27. Parry, S.; Jones, R.; Stern, P.; Robinson, M. ‘Shockvertising’: An exploratory investigation into attitudinal variations and emotional

reactions to shock advertising. J. Consum. Behav. 2013, 12, 112–121. [CrossRef]
28. Kingshott, R.; Gaur, S.S.; Sharma, P.; Yap, S.F.; Kucherenko, Y. Made for each other? Psychological contracts and service brands

evaluations. J. Serv. Mark. 2021, 35, 271–286. [CrossRef]
29. Terglav, K.; Ruzzier, M.K.; Kase, R. Internal branding process: Exploring the role of mediators in top management’s leadership–

commitment relationship. Int. J. Hosp. Manag. 2016, 54, 1–11. [CrossRef]
30. Montgomery, N.V.; Raju, S.; Desai, K.K.; Unnava, H.R. When good consumers turn bad: Psychological contract breach in

committed brand relationships. J. Consum. Psychol. 2018, 28, 437–449. [CrossRef]
31. Liu, H.; Yang, J.; Chen, X. Making the customer-brand relationship sustainable: The different effects of psychological contract

breach types on customer citizenship behaviours. Sustainability 2020, 12, 630. [CrossRef]
32. Raja, U.; Johns, G.; Ntalianis, F. The impact of personality on psychological contracts. Acad. Manag. J. 2004, 47, 350–367. [CrossRef]
33. Park, J.; Kim, H.J. How and when does abusive supervision affect hospitality employees’ service sabotage? Int. J. Hosp. Manag.

2019, 83, 190–197. [CrossRef]
34. Bi, Q. Cultivating loyal customers through online customer communities: A psychological contract perspective. J. Bus. Res. 2019,

103, 34–44. [CrossRef]
35. Kraak, J.M.; Lunardo, R.; Herrbach, O.; Durrieu, F. Promises to employees matter, self-identity too: Effects of psychological

contract breach and older worker identity on violation and turnover intentions. J. Bus. Res. 2017, 70, 108–117. [CrossRef]
36. Kingshott, R.P.J. The impact of psychological contracts upon trust and commitment within supplier–buyer relationships: A social

exchange view. Ind. Mark. Manag. 2006, 35, 724–739. [CrossRef]
37. Malhotra, N.; Sahadev, S.; Purani, K. Psychological contract violation and customer intention to reuse online retailers: Exploring

mediating and moderating mechanisms. J. Bus. Res. 2017, 75, 17–28. [CrossRef]

http://doi.org/10.1007/s10551-017-3553-z
http://doi.org/10.1016/j.jbusres.2017.08.034
http://doi.org/10.1007/s12599-014-0351-3
http://doi.org/10.1016/j.jbusres.2021.06.054
http://doi.org/10.1016/j.jbusres.2019.03.043
http://doi.org/10.1086/323729
http://doi.org/10.1007/s11365-019-00579-4
http://doi.org/10.1287/mnsc.49.9.1196.16569
http://doi.org/10.1108/IJRDM-04-2019-0126
http://doi.org/10.1080/10548408.2019.1618781
http://doi.org/10.1016/j.jretconser.2020.102422
http://doi.org/10.1016/j.dss.2015.12.007
http://doi.org/10.1080/10864415.2018.1396110
http://doi.org/10.1016/j.intmar.2019.10.004
http://doi.org/10.1509/jmkg.68.3.92.34770
http://doi.org/10.1111/j.1468-0297.2006.01084.x
http://doi.org/10.1080/0267257X.2019.1568282
http://doi.org/10.1007/s10551-015-2870-3
http://doi.org/10.1177/1070496509338849
http://doi.org/10.1016/j.jbusres.2009.03.019
http://doi.org/10.1002/cb.139
http://doi.org/10.1002/cb.1430
http://doi.org/10.1108/JSM-01-2020-0002
http://doi.org/10.1016/j.ijhm.2015.12.007
http://doi.org/10.1002/jcpy.1015
http://doi.org/10.3390/su12020630
http://doi.org/10.5465/20159586
http://doi.org/10.1016/j.ijhm.2018.10.014
http://doi.org/10.1016/j.jbusres.2019.06.005
http://doi.org/10.1016/j.jbusres.2016.06.015
http://doi.org/10.1016/j.indmarman.2005.06.006
http://doi.org/10.1016/j.jbusres.2017.01.013


Int. J. Environ. Res. Public Health 2022, 19, 4831 13 of 13

38. Gong, T.; Wang, C.Y. The effects of a psychological brand contract breach on customers’ dysfunctional behavior toward a brand.
J. Serv. Theory Pract. 2021, 31, 607–637. [CrossRef]

39. Karatepe, O.M.; Rezapouraghdam, H.; Hassannia, R. Does employee engagement mediate the influence of psychological contract
breach on pro-environmental behaviors and intent to remain with the organization in the hotel industry? J. Hosp. Mark. Manag.
2021, 30, 326–353. [CrossRef]

40. Robinson, S.; Morrison, E.W. The development of psychological contract breach and violation: A longitudinal study. J. Organ.
Behav. 2000, 21, 525–546. [CrossRef]

41. Zhao, X.; Fu, N.; Taylor, S.; Flood, P.C. The dynamic process of customer psychological contracts in a service context. Int. J. Mark.
Res. 2020, 62, 707–724. [CrossRef]

42. Suazo, M.M. The mediating role of psychological contract violation on the relations between psychological contract breach and
work-related attitudes and behaviors. J. Manag. Psychol. 2009, 24, 136–160. [CrossRef]

43. Hill, J.A.; Eckerd, S.; Wilson, D.; Greer, B. The effect of unethical behavior on trust in a buyer–supplier relationship: The mediating
role of psychological contract violation. J. Oper. Manag. 2009, 27, 281–293. [CrossRef]

44. Ye, B.H.; Ye, H.; Li, P.; Fong, L.H.N. The impact of hotel servicescape on customer mindfulness and brand experience: The
moderating role of length of stay. J. Hosp. Mark. Manag. 2021, 30, 592–610. [CrossRef]

45. Martin, K.D.; Borah, A.; Palmatier, R.W. Data privacy: Effects on customer and firm performance. J. Mark. 2017, 81, 36–58.
[CrossRef]

46. Chih, W.H.; Chiu, T.S.; Lan, L.C.; Fang, W.C. Psychological contract violation: Impact on perceived justice and behavioral
intention among consumers. Int. J. Confl. Manag. 2017, 28, 103–121. [CrossRef]

47. Hsu, F.C.; Agyeiwaah, E.; Chen, L.I.L. Examining food festival attendees’ existential authenticity and experiential value on
affective factors and loyalty: An application of stimulus-organism-response paradigm. J. Hosp. Tour. Manag. 2021, 48, 264–274.
[CrossRef]

48. Liao, Z.; Liu, Y. Why firm’s reactive eco-innovation may lead to consumers’ boycott. Br. J. Manag. 2022, 33, 1110–1122. [CrossRef]
49. Yuan, S.B.; Liu, L.; Su, B.D.; Zhang, H. Determining the antecedents of mobile payment loyalty: Cognitive and affective

perspectives. Electron. Commer. Res. Appl. 2020, 41, 100971. [CrossRef]
50. Pavlou, P.A.; Gefen, D. Psychological contract violation in online marketplaces: Antecedents, consequences and moderating role.

Inf. Syst. Res. 2005, 16, 372–399. [CrossRef]
51. Grégoire, Y.; Fisher, R.J. Customer betrayal and retaliation: When your best customers become your worst enemies. J. Acad. Mark.

Sci. 2008, 36, 247–261. [CrossRef]
52. Bansal, G.; Zahedi, F.M.; Gefen, D. The role of privacy assurance mechanisms in building trust and the moderating role of privacy

concern. Eur. J. Inf. Syst. 2015, 24, 624–644. [CrossRef]
53. Gerlach, J.; Widjaja, T.; Buxmann, P. Handle with care: How online social network providers’ privacy policies impact users’

information sharing behavior. J. Strateg. Inf. Syst. 2015, 24, 33–43. [CrossRef]
54. Hair, J.F.; Black, W.C.; Babin, B.J.; Anderson, R.E.; Tatham, R.L. Multivariate Data Analysis, 6th ed.; Pearson/Prentice Hall: Upper

Saddle River, NJ, USA, 2006.
55. Fornell, C.; Larcker, D.F. Evaluating structural equation models with unobservable variables and measurement error. J. Mark. Res.

1981, 18, 39–50. [CrossRef]
56. Bagozzi, R.P.; Yi, Y. On the evaluation of structural equation models. J. Acad. Mark. Sci. 1998, 16, 74–94. [CrossRef]
57. Podsakoff, P.M.; Mackenzie, S.B.; Lee, J.Y.; Podsakoff, N.P. Common method biases in behavioral research: A critical review of the

literature and recommended remedies. J. Appl. Psychol. 2003, 88, 879–903. [CrossRef] [PubMed]
58. Hayes, A.F. Introduction to Mediation, Moderation, and Conditional Process Analysis: A Regression-Based Approach; Guilford Press:

New York, NY, USA, 2013.

http://doi.org/10.1108/JSTP-09-2020-0217
http://doi.org/10.1080/19368623.2020.1812142
http://doi.org/10.1002/1099-1379(200008)21:5&lt;525::AID-JOB40&gt;3.0.CO;2-T
http://doi.org/10.1177/1470785319867637
http://doi.org/10.1108/02683940910928856
http://doi.org/10.1016/j.jom.2008.10.002
http://doi.org/10.1080/19368623.2021.1870186
http://doi.org/10.1509/jm.15.0497
http://doi.org/10.1108/IJCMA-02-2016-0010
http://doi.org/10.1016/j.jhtm.2021.06.014
http://doi.org/10.1111/1467-8551.12483
http://doi.org/10.1016/j.elerap.2020.100971
http://doi.org/10.1287/isre.1050.0065
http://doi.org/10.1007/s11747-007-0054-0
http://doi.org/10.1057/ejis.2014.41
http://doi.org/10.1016/j.jsis.2014.09.001
http://doi.org/10.1177/002224378101800104
http://doi.org/10.1007/BF02723327
http://doi.org/10.1037/0021-9010.88.5.879
http://www.ncbi.nlm.nih.gov/pubmed/14516251

	Introduction 
	Theoretical Framework 
	Literature Review 
	Perceived Privacy Breach 
	Customer Boycotts 
	Psychological Contract Violation 

	Research Hypotheses 
	Perceived Privacy Breach and Customer Boycott Intention 
	Perceived Privacy Breach and Emotional Violation 
	Emotional Violation and Customer Boycott Intention 
	Mediating Effect of Emotional Violation 
	The Moderating Effect of Customer Previous Trust 


	Methodology 
	Questionnaire Design and Measures 
	Profiling of the Sample 

	Results 
	Reliability and Validity 
	Common Method Biases 
	Hypotheses Test 
	Direct Effect Analysis 
	Mediation Analysis 
	Moderated Mediation Analysis 


	General Discussions 
	Conclusions 
	Theoretical Contributions 
	Practical Implications 
	Limitations and Future Research 

	References

