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Abstract: The growing number of cyber-crimes is affecting all industries worldwide, as there is no
business or industry that has maximum protection in this domain. This problem can produce minimal
damage if an organization has information security audits periodically. The process of an audit
includes several steps, such as penetration testing, vulnerability scans, and network assessments.
After the audit is conducted, a report that contains the vulnerabilities is generated to help the
organization to understand the current situation from this perspective. Risk exposure should be
as low as possible because in cases of an attack, the entire business is damaged. In this article, we
present the process of an in-depth security audit on a distributed firewall, with different approaches
for the best results. The research of our distributed firewall involves the detection and remediation
of system vulnerabilities by various means. In our research, we aim to solve the weaknesses that
have not been solved to date. The feedback of our study is revealed with the help of a risk report in
the scope of providing a top-level view of the security of a distributed firewall. To provide a high
security level for the distributed firewall, we will address the security flaws uncovered in firewalls as
part of our research.

Keywords: application virtualization; distributed firewall; platform virtualization; risk analysis;
virtual private networks

1. Introduction

In our study, we are focusing on solving the major common issues found in an open-
source firewall. We are using a firewall in multiple places in our distributed setup, with
different configurations; however, the common issues are found in all of the points of our
montage. Out of the box, the firewall that we use provides a high efficiency in the network
security, but there are multiple weak spots that can be taken advantage of. We will use
different approaches to find these minor problems and solve them in order for it to be
difficult to gain access to our network. Periodically, there are new threats that appear and
can compromise a network; this is why our work is important, and the security audit needs
to be conducted regularly. Knowing a system’s vulnerability often makes it simple for an
attacker to discover tools that could be used to launch a cyber-attack and cause damage to
the system. Eliminating the vulnerabilities reduces the number of potential assaults.

The main purposes of security audits are examining and reviewing computing systems,
either the entirety of the system of parts of it, and the procedures of a company. It consists
of detecting vulnerabilities and generating proposals for remediation strategies [1]. In
the detecting stage, the assigned team will identify gaps in the existing defenses, as well
as opportunities for creating or updating policies, and check if employee training can
be improved. The process of a security audit consists of a series of steps, including the
definition of the main and secondary objectives, because it is important to know the result.
Then, the targeted organization arrange the structure of the audit; this consists of the
included personal systems that are tested and the period of the audit. Often, in this step,
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a task book is configured by both sides to have everything clear. The beginning of the
main task, the start of the audit, means that the team assigned will access the company
information and start identifying the problems. After this step is conducted, the report is
conducted; in this step, the flaws and the proposed solutions are presented to the company.
However, the report is not the last step in many situations, as updates and upgrades are
needed to be completed in any situation.

Our proposed security solution consists of a distributed firewall, which we claim to
offer better protection than a traditional firewall, providing several advantages. According
to [2], the average total cost of data breaches reached a record of 4.35M USD in 2022, higher
than the year 2020 by 12%. In addition, the United States of America has the highest cost
of a data breach, estimated at over 5M USD above the global average. The COVID-19
pandemic forced every organization to rethink its supply chain strategies and re-evaluate
its vendor relationships. Cyber-attacks and vulnerabilities identified in the supply chain
often impact the number of affected users exponentially; thus, it is very important that
organizations develop and invest in the knowledge of the technologies included in their
ecosystem. In addition to prevention tactics, companies need to define, develop, and
rehearse scenarios in case they become the target of an attack. A cyber-attack usually
infiltrates a computer, or even a network, to obtain and encrypt data until a bounty is paid
in ransomware. This attack causes an average downtime of 22 days for a company [3].
Due to factors such as expensive pay-outs, high downtime, and the permanent loss of data,
many small companies do not survive after the first ransomware attack.

A cyber-security audit has a number of benefits, offering the targeted organization the
possibility to receive a full view of the security threats and discover hidden vulnerabilities.
For example, audits help with the identification of security gaps and non-compliance in sys-
tems and practices, granting security improvement, progress in efficiency and consistency,
the development of a document management strategy, and the establishment of policies
and procedures. Another benefit is the additional layer of assurance and the integrity of
confidential data. This offers quality measures that can help prevent and combat cyber-
attacks. Improvement in the efficacy of the network security protocols is an important asset
due to the high adoption of work-from-home, where unsecured networks can be exploited,
and cyber criminals can obtain knowledge about different vulnerabilities.

In the sections that follow, we will provide our study, which is divided into chapters.
The next chapter provides a brief literature review, in which we provide additional publica-
tions connected to our issue to demonstrate the status of this field. After this presentation,
we will focus on our recommended method, in which we will deploy tools to identify secu-
rity flaws, and we will also highlight the public vulnerabilities that have been discovered
and resolved thus far. The results will be addressed in chapter four, where we will give
our recommended remedy for addressing the prior findings. In the conclusion, we shall
discuss our outcomes and relevant activities.

2. Literature Review

For better comprehension and a more varied investigation, we continuously examined
the preceding pentesting methods in this research report. Essential to any network security
system is the capacity to distinguish harmful network traffic from typical network traffic.
When examining the quality of entities in a network security solution, such as protocol
types, files, or URLs, it is often relatively easy to distinguish between entities that are
unequivocally positive or negative. However, there is a grey area in the middle where it is
more difficult to distinguish between the two. In this gray region, content may be harmful
or valid, yet display patterns that could be interpreted as suspicious. Even if the content
is not maliciously crafted, it is still feasible for an endpoint application to fail due to a file
pattern or mismanaged protocol. In network security solutions, false positives and false
negatives exist in this gray area. False positives and false negatives occur when the network
security solution incorrectly identifies whether the inspected item is good or bad. A false
positive occurs when the network security tool determines that an entity is hostile when
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it is not. In line with this, a false negative occurs when a malicious object is mistakenly
classified as benign by a network security solution. A network security system can process
any portion of the network traffic and cause false positives and false negatives. Examples
of this include files, URLs, and patterns in network protocols.

There are three stages in the vulnerability scanning process [4]. The first stage, recon-
naissance, involves scanning items and their active services through open and accessible
ports. It is often performed by sending ICMP [5] requests to each address in the manually
determined range by a professional. In the second stage, the scanner makes requests to
find open ports on running hosts. Finally, to learn more about the available service and
its version, the scanner sends unique data packets to the open ports that it has identified.
According to the version of the first-phase identified services, the second phase involves
scanning for and identifying vulnerabilities. At this stage, the scanner checks the known
vulnerability databases for vulnerabilities in the indicated services. Vulnerability analysis
comes last, where the scanner examines the data that are received, produces a report, and
gives it to a cyber-security specialist for human examination and incorporation into the
vulnerability management process.

The work presented in [6] reflects the port scanning technique [7] that is used for
network reconnaissance. As some programs listen on specific ports and respond to traffic
in particular ways, this can help the scanner identify the apps that are currently operating
on the system. The target in this experiment is pfSense [8], a very popular open-source
router. As a result of the experiment, pfSense managed to detect the attack each time, but
was incapable of blocking the attacker. Overall, pfSense is more secure than the alternative
solution tested. For the improvement of blocking the source of attack, pfSense needs to
be configured with IDS/IPS [9]. We can refer to [10] in order to study the risk assessment.
Risk assessment is a methodical process that involves locating, evaluating, and managing
risks and hazards. In any given context, a competent individual determines the procedures
necessary to limit or eliminate workplace risk. Risk assessment is a fundamental component
of a risk analysis. Risk analysis is a multi-step process with the objective of detecting and
analyzing all potential business-harming risks and difficulties. This is an ongoing process
that is updated as necessary. In order to perform a risk task, a greater amount of information
is required than a vulnerability scanner can typically obtain. This is always information
that cannot be automatically retrieved because it is more unique to each organization.

In [11], the authors present an autonomous and independent security analysis and
penetration testing framework (ASAP) that uses attack graphs to map out potential attack
paths and security vulnerabilities in the network. Their framework uses a cutting-edge
reinforcement learning algorithm based on DeepQ Network (DQN) to determine the most
effective approach for performing pentesting experiments, as well as a domain-specific
transition matrix and reward model that considers the significance of security vulner-
abilities and the difficulty of exploiting them. The ASAP framework creates and tests
autonomous attack tactics on actual networks. Their empirical analysis demonstrates that
ASAP identifies unexpected network assault techniques. The authors created a method that
automates security analysis and reduces the amount of manual labor necessary for perform-
ing the penetration testing. The framework uses network configuration and vulnerability
information to generate an attack graph, and then uses the state transition information
and a Reinforcement Learning (RL) framework to extract the attacker’s privilege. The
attack plans generated by ASAP aid in exposing the latent attack paths that a manual
pentest may have missed. Penetration testing can correctly measure the health and re-
silience of a business against cyber-attacks. A penetration test can illustrate the possibility
that an attacker might penetrate a business’s network defenses. In addition, it may assist
with prioritizing security investments, ensuring compliance with industry standards, and
designing effective defensive measures to protect a business from prospective attacks.

There has been a lot of debate and criticism over the issue of network-based threat
detection’s context-deficit. There are numerous solutions to this issue, and we include the
most popular ones in this area. Although some techniques are superior to others, they all
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have drawbacks. One of the most popular methods for giving endpoint visibility is the
use of active scanners. Active scanners can be integrated into the network security system
itself or installed separately. Popular software for this use can be considered Nmap [12]
and Nessus [13].

In our previous work [14], we presented a distributed firewall architecture that consists
in pfSense firewalls configured to offer high level protection. A distributed firewall consists
in a security program installed on a host computer in a network that guards against
unauthorized access to the servers and user computers connected to the network of its
organization. A firewall is a device or group of devices (such as a router, proxy, or gateway)
that applies a set of security rules to restrict the access across two networks and secure the
“inside” networking from the “outside.” [15]. pfSense is an open-source firewall with a
rating of 8.6 out of 10 [16], provides many advantages and is very popular worldwide. In
the following section, we will discuss how the security audit is conducted from multiple
perspectives with the view of demonstrating the high performance of pfSense.

The security and IT industries can benefit from Nmap. It would be impossible to
evaluate a system’s security without knowing which network ports are open. Nmap [17]
is a tool used by system administrators to determine whether systems are online and
to find any network issues. Additionally, you may check embedded network stacks,
check operating system versions, see if services are available, and even spot obtrusive
network activity.

Professional tools such as the Nessus scanner are frequently used by penetration
testers and hackers [18]. It helps with target profiling, malware detection, sensitive data
finding, and high-speed asset discovery. Within 24 h of a vulnerability being made public,
the company behind Nessus provides customers with updated plugins that contain the
most recent information.

Penetration testing is the practice of assessing a system’s security by identifying
and exploiting flaws using hacker-like techniques [19]. The key difference between a
hack and a penetration test is that hackers break in to steal and cause damage, whereas
penetration testers alert you to exploitable security flaws and help you close them. Whether
a penetration test is conducted manually or automatically, it is always performed for the
same reason; the way they are carried out is the only distinction between them. According
to the name, manual penetration testing is carried out by people (specialists in this sector),
whereas automated penetration testing is carried out by the machine itself. Both types of
penetration testing has advantages, and are each suitable for certain situations. To perform
manual testing, we need specialists due to the complexity of the process; on the other
hand, for automated testing, a person with minimal skill can perform the scripts. Manual
testing requires different tools in a certain order to fulfill the process, whereas automated
testing is an all-in-one solution. Due to the time allocation for the process, manual testing is
conducted in a huge interval of time and the results can vary, whilst in automation testing,
every step is calculated and the results are the same every time.

Manual Pentesting Using Tools Integrated in Kali Linux

It is vital for penetration testing to begin with the most frequent and easily available
approaches. In this scope, we will test the efficacy of several simple Linux-integrated tools
on our solution. We do not anticipate causing any damage with these tools due to their
widespread application. In this subsection, we will start the security audit by manually
testing using Nmap scripts.

Nmap has a simple firewall filtering identification tool based on ACK probe responses
that can be used to locate port filtering [20]. To check the status of the filtering, this function
can be used to test a single port or a series of ports. Nmap needs a remote system that
executes network services to use the scripts to identify firewalls. This software is the tool
that is used most frequently as it allows for the extensive customization of the scans that can
be carried out. This free network scanner can perform a variety of activities, including host
finding, port probing, and OS detection. Furthermore, it is entirely extendable, allowing
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anyone to create extensions using the Nmap Scripting Engine. As the majority of scanning
operation types are broadcasting and receiving raw packets, which on Unix systems
requires root access, they are only accessible to privileged users.

The first step in our testing is to locate the firewall. We will assume that the IP address
data were not available. A simple Nmap scan can assist in figuring out what is active on a
specific network. The -sL arguments provided to the Nmap tool reflect the fact that this
scan is a “Simple List” scan. The results of the scan are displayed in Figure 1.
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Figure 1. Nmap scan with -sL command.

Unfortunately, no live hosts were found in this initial scan. This can occasionally affect
how certain operating systems handle network traffic from port scans. Nmap can, however,
use a few techniques to try and locate these machines. The following method instructs
Nmap to instantly ping every address in the 192.168.3.0/24 network. Nmap has returned a
few potential hosts in this scan; as illustrated in Figure 2, the -sn option in this command
instructs Nmap to only attempt to ping the host rather than its default behavior of trying to
port scan the host.
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In the next step, we will use Nmap port scanning to look for available devices on these
specified hosts. All of these ports point to the presence of a listening service on this specific
system. As was mentioned earlier, the reason there are so many open ports on this server is
because the 192.168.3.100 IP address belongs to the metasploitable susceptible machine. On
most machines, having this many open ports is quite unusual, so it could be a good idea to
thoroughly study this machine.

Nmap should be executed with the IP address specification; the destination port and
the parameter shown in Figure 3 help us to gather information about the opened ports
on our firewall. In our situation, we have two open ports: 53 for DNS and 8500 for web
interface connection.
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Understanding which servers or other devices are located between your system and
a target is crucial when conducting digital reconnaissance or penetration testing because
this will help you identify a network’s fingerprint. Security experts, for instance, cannot
attack a web server without first checking to see if a firewall is set up in front of it. Figure 4
depicts that we found this information.
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The traceroute tool is useful in this situation. It can send a packet from your computer
to the target machine and track each step. This will show you how many devices are
involved in the transmission of your network data, as well as their IP addresses.

When a device is targeted by a traceroute command and the results are displayed
as stars in the command prompt, the same situation we encountered and displayed in
Figure 5, it is likely that the device was not set up to respond to ICMP/UDP traffic. This
outcome does not imply that there was no passing of traffic. The second option is that a
network problem caused the packets to be dropped. These outcomes are typically packet
timeouts or denied traffic from a firewall, as in our arrangement.
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In the next phase, we will utilize Netcat [21] with banner grabbing. Banner grabbing
is a technique for discovering the open ports and network services hosted by a computer
system. Administrators can use this to catalogue the devices and services existing on their
networks. However, a hacker can employ banner grabbing to locate the network sites run-
ning versions of programs and operating systems that have known security vulnerabilities.
We will compare the results from Figure 6 with the results using Nmap from Figure 7.

Sensors 2023, 23, x FOR PEER REVIEW 7 of 19 
 

 

 
Figure 5. Traceroute result. 

In the next phase, we will utilize Netcat [21] with banner grabbing. Banner grabbing 
is a technique for discovering the open ports and network services hosted by a computer 
system. Administrators can use this to catalogue the devices and services existing on their 
networks. However, a hacker can employ banner grabbing to locate the network sites run-
ning versions of programs and operating systems that have known security vulnerabili-
ties. We will compare the results from Figure 6 with the results using Nmap from Figure 
7. 

 
Figure 6. Netcat Banner Grabbing. 

 
Figure 7. Nmap Banner Grabbing. 

Figure 6. Netcat Banner Grabbing.

Sensors 2023, 23, x FOR PEER REVIEW 7 of 19 
 

 

 
Figure 5. Traceroute result. 

In the next phase, we will utilize Netcat [21] with banner grabbing. Banner grabbing 
is a technique for discovering the open ports and network services hosted by a computer 
system. Administrators can use this to catalogue the devices and services existing on their 
networks. However, a hacker can employ banner grabbing to locate the network sites run-
ning versions of programs and operating systems that have known security vulnerabili-
ties. We will compare the results from Figure 6 with the results using Nmap from Figure 
7. 

 
Figure 6. Netcat Banner Grabbing. 

 
Figure 7. Nmap Banner Grabbing. Figure 7. Nmap Banner Grabbing.

The scanning process displayed in Figures 6 and 7 did not manage to offer new
information regarding previous steps. Nmap revealed that one host is online: the primary
firewall from our experiment.

Firewalking [22] is a different script that we can run on our setup. This software assists
in evaluating the security configuration of packet filtering hardware, such as that used in
firewall systems. A network security tool called Firewalk is a network security tool that
attempts to determine whether IP Forwarding protocols are passing at Layer 4. TCP/UDP
packets are sent out with a TTL one hop higher than the target gateway. A gateway is
capable of accepting or rejecting traffic. The packet will be transmitted to the following
hop, where ICMP TIME EXCEEDED messages expire and elicit, if the gateway approves of
the traffic. However, the corresponding packet is discarded, and no response is visible if
the gateway does not permit the traffic. To obtain the correct IP TTL value that expires one
hop past the target gateway, the number of hops should be used. The traceroute command
can be used to accomplish this. This utility is available under the BSD license and is an
open-source project. Firewalk aids in active network security reconnaissance and enables
you to determine which level 4 protocols your router or firewall will allow or block. During
pentesting, this tool is helpful for inspecting firewalls.

In Figure 8, the results of the scan are displayed. The parameters that we used in this
scenario refer to the value of the ports that will be scanned (0 to 1024 are the well-known
ports regarding scanning), eth0 refers to the interface on which firewalk should be ran,
-n was used here to not resolve hostnames to IP addresses using the DNS service, TCP
is the protocol and the subsequent IP addresses refer to the source of the scan and the
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destination. Usually, scanning packets that are banned by an access control list (ACL) or a
firewall are lost or denied. They will expire and generate an ICMP time exceeded message
if they are allowed to pass. In our situation, the proposed solution of a distributed firewall
managed to prevent the active reconnaissance that was attempted via the script. There are
other scripts in Nmap, Netcat, and Firewalking, but in our experiment, most of them do
not offer any useful information. We have chosen this script because of the open-source
criteria, being free of cost, and having a supporting community. As a result of this section,
we discovered that manual penetration testing is primarily concerned with cost and time.
Manual testers require a considerable amount of time to delve thoroughly, particularly
into large enterprise networks and software solutions. To conduct our experiment, we
were required to review the documentation related to these tools, examine the probable
favorable conditions, and modify the tests in order to create results.
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In the next section, we will run an automated pentesting and gather information for
better understanding the security issues that we can find in our setup.

3. Proposed Approach
3.1. Automated Pentesting Using Nessus

The depth and efficacy of manual penetration testing cannot be equaled by an auto-
mated pentest due to the speed and scalability of automated tests. In this regard, we have
conducted the automated pentest for better understanding the issues we can encounter in
our proposed distributed firewall. We have repeated the pentesting many times to ensure
that the results are the same and to observe if something changed during the process. One
scan of the entire architecture is conducted in 15 min, and the results are as follows.

The Nessus service uses and displays the Common Vulnerability Scoring System
(CVSS) ratings obtained from the National Vulnerability Database to reflect the risk asso-
ciated with vulnerabilities (NVD). The Severity and Risk Factor levels of a vulnerability
are influenced by CVSS scores. Tenable analyzes the CVSSv2 scores for each plugin’s
associated vulnerabilities and assigns a risk factor (Low, Medium, High, or Critical) to
the plugin. The greatest risk factor value for each plugin connected to a vulnerability is
displayed on the Vulnerability Details page. Most vulnerabilities are given a dynamic
Vulnerability Priority Rating (VPR). As Tenable refreshes the VPR to reflect the most recent
threat environment, it serves as a dynamic companion to the information supplied by the
CVSS score for the vulnerability. The range of the VPR values is between 0.1 and 10.0, with
a greater number indicating a larger risk of exploitation. In our case, medium represents a
VPR Range of between 4.0 and 6.9, and the NVD does not assign a VPR to vulnerabilities
without CVEs, which include many vulnerabilities of the Info severity. Tenable advises
fixing these vulnerabilities in accordance with the severity determined by the CVSS. As we
can observe in Figures 9 and 10, the scanner detected 12% medium vulnerabilities and 88%
informative issues out of 37 total objects displayed.

In Figure 11, it is represented by the highest threats in our experiment. Nessus provides
for each discovered vulnerability a short description and a solution. In our case, we were
able to fix the issues in a simple procedure due to the high performance assured by pfSense.
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The first medium vulnerability found refers to Network Time Protocol (NTP) [23],
which is a server that replies to mode 6 requests; devices that react to these requests may
be utilized in NTP multiplication attacks. This issue could be potentially exploited by a
remote attacker via a crafted mode 6 query, with the scope of creating a reflected DDoS
attack [24]. Regarding the provided solution, Nessus recommends restricting NTP mode
6 queries.

The other three medium vulnerabilities are grouped due to the same topic, namely,
the SSL certificate. This type of certificates allows websites to migrate from HTTP to
HTTPS, which is more secure [25]. On a website’s origin server resides a data file known
as an SSL certificate. These certificates, which allow SSL/TLS encryption, provide the
website’s public key, as well as its identification and other vital information. This file
is utilized by devices attempting to communicate with the origin server to acquire the
public key and authenticate the server’s authenticity. The private key is protected and kept
confidential. In our situation, the server’s X.509 certificate cannot be trusted. When the
chain of trust is broken, this issue can appear in a variety of situations, including those
listed below. The server’s root certificate may not descend from a certified public certificate
authority. This can occur if the top certificate in the chain is an unrecognized self-signed
certificate or if intermediate certificates that connect the top certificate to a recognized
public certificate authority are missing. This can happen if the scan comes before or after
either of the ‘notBefore’ or ‘notAfter’ dates on the certificate. The final condition refers to
the potential that the certificate network contains a signature that does not correspond to
the contents of the certificate or cannot be validated. Bad signatures can be remedied by
having the certificate’s issuer re-sign it. A signature algorithm that Nessus does not support
or recognize generated invalid signatures. Any interruption in the chain makes it more
difficult for users to confirm the web server’s identification and authenticity if the remote
host is a public production host. This could make it easier to carry out man-in-the-middle
attacks [26] against the remote host. This is a type of cyber-attack in which the attackers
eavesdrop on or pretend to be a legitimate participant to intercept a conversation or data
transfer in progress. The target will believe that a normal information exchange is taking
place, but an attacker can discreetly intercept the information by inserting himself in the
middle of a conversation or data transmission.

SSL Self-Signed Certificate relates to the fact that the X.509 certificate network for
this service was not issued by a recognized certificate authority. SSL cannot be used if the
remote host is a public host in production, as anyone could execute a man-in-the-middle
attack against it. The plugin of the scanner does not examine certificate chains that end
with a certificate signed by an unrecognized certificate authority.

The third issue that was found, SSL Certificate Expiry, refers to the fact that the
scanning plugin used in this instance checks the expiration dates of certificates linked with
SSL-enabled services on the target and indicates whether any have expired.

In these situations, Nessus provided us with simple solutions to deal with all of the
problems presented above, through the option to acquire or obtain an SSL certificate for
this service.

As we mentioned earlier, the Nessus scan found 33 information vulnerabilities, which
do not have much of an effect on the security of the proposed experiment. This information
is listed below.

Common Platform Enumeration (CPE)
Device Type
DNS Server Detection
Ethernet MAC Addresses
HTTP Server Type and Version
HyperText Transfer Protocol (HTTP) Information
ICMP Timestamp Request Remote Date Disclosure
JQuery Detection
Nessus Scan Information
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Nessus SYN scanner
Network Time Protocol (NTP) Server Detection
nginx HTTP Server Detection
OS Identification
pfSense Detection
pfSense Web Interface Detection
Service Detection
SSL Certificate Information
SSL Cipher Block Chaining Cipher Suites Supported
SSL Cipher Suites Supported
SSL Perfect Forward Secrecy Cipher Suites Supported
SSL TLS Recommended Cipher Suites
SSL TLS Versions Supported
Strict Transport Security (STS) Detection
TCP IP Timestamps Supported
TLS ALPN Supported Protocol Enumeration
TLS Next Protocols Supported
TLS NPN Supported Protocol Enumeration
TLS Version 1.2 Protocol Detection
TLS Version 1.3 Protocol Detection
Traceroute Information

However, Nessus provides a couple of solutions for these issues. The Nessus SYN
Scanner info can be solved by protecting the router with an IP filter. DNS Server Detection
can be solved by deactivating this service if it is not necessary or by limiting the number of
internal hosts only if the service is accessible outside. For ICMP Timestamp Request Remote
Date Disclosure, Nessus suggests limiting out incoming and outgoing ICMP timestamp
queries and responses. In the case of SSL TLS Recommended Cipher Suites, we can only
enable support for the recommended cipher suites.

During this automated pentesting, we have monitored the proposed distributed
firewall and gathered information from the logs generated by pfSense.

In Figure 12, the port on which the Nessus scanner performed the test is visible. TCP
ensures the delivery of data packets on port 53684 in the same order they were transmitted.
The key distinction between TCP and UDP is that TCP guarantees communication across
port 53684. UDP port 53684 lacks the same communication guarantees as TCP. UDP on
port 53684 is an unstable protocol; datagrams may arrive duplicated, out of sequence, or
absent without prior notification. The UDP on port 53684 believes that error checking and
repair are neither required nor provided by the application, hence eliminating the overhead
of such processing at the network interface level.
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Firewall logging is a crucial component of an advanced security approach. A firewall
is a security mechanism that prevents unwanted access to your computer or network. An
essential feature of a firewall is to record the details about each connection attempt, such as
by who and when each attempt was made. These data are valuable for troubleshooting,
security analysis, and other applications. Over the course of the experiment, Collisions and
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Errors for traffic did not appear on the Interface Statistics page of our primary pfSense router
during the testing, and pfSense permitted vulnerability scanning. In our recommended
configuration, the distributed firewall employs several gateways and traffic redirection to
function successfully.

Nessus is one of the most trusted penetration-testing tools utilized by numerous
enterprises across the globe. It is used to examine IP addresses, websites, and sensitive data.
Nessus can help to identify missing updates, malware, and mobile devices. In addition, it
offers a fully featured dashboard, a vast array of scanning capabilities, and a report office
with multiple layouts.

There are numerous tools for pentesting and vulnerability scanning that vary by firm.
However, the objective of protecting a company’s assets from invaders remains the same.
Expert penetration testers can discover a growing number of vulnerabilities. This can be
fixed to increase the system security. Additionally, Nessus is continuously updated with
over 70,000 plugins. Remote and local authorized security checks are essential components.
A client/server architecture with an embedded scripting language is used for designing
and analyzing the plugins. Nessus reports can be generated in several formats, including
plain text, XML, and HTML. Agent scans and traditional active network-based scans each
have their advantages and disadvantages when finding assets and assessing vulnerabilities
on a network. Traditional active scans originate from a Nessus scanner that accesses the
hosts to be scanned, whereas agent scans run on hosts that are independent of the network
location or connectivity and report the results to a manager (such as Nessus Manager
or Tenable.io) when the network connectivity is restored. Agents may not be required
if traditional Nessus scanning is sufficient for your environment and requirements. To
obtain network-wide visibility, Tenable recommends agents and traditional scanning for
most organizations.

3.2. Third-Party Software Vulnerabilities

A system that is frequently used in vulnerability management programs is the Com-
mon Vulnerability Scoring System (CVSS). Many vulnerability scanning technologies use
CVSS, which describes the seriousness of an information security vulnerability. A list of
vulnerabilities and exposures that have been made publicly known is kept up to date by
MITRE under the name CVE [27], or Common Vulnerabilities and Exposures. The National
Vulnerability Database (NVD) is a NIST-managed database that is synchronized with the
MITRE CVE list.

The issues discovered via the public communities [28] are revealed in Table 1. The
issues refer to different types of vulnerabilities found in the past versions of pfSense. In our
experiment, we used pfSense with version 2.6.0, being the last stable available version for
public release.

Regarding the last public issue, CVE-2022-42247, Cross-site scripting (XSS) vulnera-
bilities manifest themselves in some situations, such as the following. When faulty data
often enter an online application via a web request, or when a web program dynamically
generates a web page containing inaccurate data, this is an example of a security risk.
XSS vulnerabilities can also appear during page production, when the program does not
restrict the data from including browser-executable material, including JavaScript, HTML
elements, HTML properties, mouse events, Flash, and others. Using a web browser, the
victim accesses the created web page, which contains malicious script that was injected
using the untrusted data. As the script derives from a web page supplied by the web server,
the victim’s web browser executes it within the web server’s domain. This issue can be
discovered by several approaches. Utilizing the tools for automated static analysis that
target this sort of vulnerability is one possible solution. Numerous contemporary solutions
employ data flow analysis to decrease the probability of false positives. This is not an ideal
strategy as it is impossible to achieve 100 percent accuracy and coverage, particularly when
several components are involved. The XSS Cheat Sheet and automated test-generation
tools may be used to conduct a variety of web application attacks. The Cheat Sheet offers
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numerous nuanced types of XSS that are designed to exploit weak XSS defenses. The
Nessus scanner has combined both methods to provide us with the finding the issue during
the security audit.

Table 1. pfSense security vulnerabilities.

Vulnerability ID Vulnerability Details Publish Date Last Update Date

CVE-2022-42247

pfSense v2.5.2 was discovered to contain a cross-site scripting
(XSS) vulnerability in the browser.php component. This

vulnerability allows attackers to execute arbitrary web scripts or
HTML via a crafted payload injected into a file name.

3 October 2022 5 October 2022

pfSense v2.5.2 was discovered to contain a cross-site scripting
(XSS) vulnerability in the browser.php component. This

vulnerability allows attackers to execute arbitrary web scripts or
HTML via a crafted payload injected into a file name.

pfSense v2.5.2 was discovered to contain a cross-site scripting
(XSS) vulnerability in the browser.php component. This

vulnerability allows attackers to execute arbitrary web scripts or
HTML via a crafted payload injected into a file name.

CVE-2022-23993
/usr/local/www/pkg.php in pfSense CE before 2.6.0 and

pfSense Plus before 22.01 uses $_REQUEST[‘pkg_filter’] in a PHP
echo call, causing XSS.

26 January 2022 29 April 2022

CVE-2021-41282

diag_routes.php in pfSense 2.5.2 allows sed data injection.
Authenticated users are intended to be able to view data about
the routes set in the firewall. The data is retrieved by executing

the netstat utility, and then its output is parsed via the sed utility.
Although the common protection mechanisms against command

injection (i.e., the usage of the escapeshellarg function for the
arguments) are used, it is still possible to inject sed-specific code

and write an arbitrary file in an arbitrary location.

1 March 2022 12 July 2022

CVE-2021-27933 pfSense 2.5.0 allows XSS via the services_wol_edit.php
Description field. 28 April 2021 1 May 2021

CVE-2021-20729

Cross-site scripting vulnerability in pfSense CE and pfSense Plus
(pfSense CE software versions 2.5.2 and earlier, and pfSense Plus
software versions 21.05 and earlier) allows a remote attacker to

inject an arbitrary script via a malicious URL.

31 March 2022 8 April 2022

CVE-2020-26693

A stored cross-site scripting (XSS) vulnerability was discovered in
pfSense 2.4.5-p1 which allows an authenticated attacker to

execute arbitrary web scripts via exploitation of the
load_balancer_monitor.php function.

1 June 2021 9 June 2021

CVE-2016-10709

pfSense before 2.3 allows remote authenticated users to execute
arbitrary OS commands via a ‘|’ character in the

status_rrd_graph_img.php graph parameter, related to
_rrd_graph_img.php.

22 January 2018 9 February 2018

CVE-2011-5047
Cross-site scripting (XSS) vulnerability in status_rrd_graph.php
in pfSense before 2.0.1 allows remote attackers to inject arbitrary

web script or HTML via the style parameter.
3 January 2012 29 August 2017

CVE-2011-4197

etc/inc/certs.inc in the PKI implementation in pfSense before
2.0.1 creates each X.509 certificate with a true value for the CA

basic constraint, which allows remote attackers to create
sub-certificates for arbitrary subjects by leveraging the private key.

3 January 2012 29 August 2017

This issue affects the whole network because it enables attackers to execute arbitrary
web scripts or HTML by inserting a malicious payload into a filename. Ranked by NVD, it
has a base score of 6.1 and it is considered a medium threat. However, the problem was
solved in version 2.6.0 of pfSense.
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Vulnerabilities can also appear for pfSense packages. For pfBlockerNG, in versions
2.x there was an issue that permits remote attackers to execute OS commands as a root
through shell metacharacters in the HTTP Host header. The severity of the vulnerability
was ranked as 9.8, being critical. This issue is CVE-2022-31814, and affects older versions of
the package; in the present, the latest version is v3.0.0_16.

Another source of information can be found in [29], where it can be found that at the
start of the platform, there were 1676 bugs, 1431 closed ones and 245 still opened.

As a conclusion of this chapter, it is essential to have the latest versions of the used
software as the latest version is always the most secure and has the least problems.

4. Proposed Solution

In the previous section, we discussed the various methods for locating security weak-
nesses in our infrastructure. In Figure 13, the process of finding security weaknesses in our
proposed architecture is displayed. In the previous chapter, we made security scans via
different tools to find the security problems.
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In this section, we will describe the remedies to the issues and display the benefits of
our distributed firewall.

For the identified issues, there are multiple approaches to solve them. We can consider
the following perspectives: firstly, we can use a tool to capture incoming packets, such as
Wireshark [30], which can be considered the most prominent and widely used network
protocol analyzer in the world. Using this tool during scanning, we can analyze the traffic,
and by inspecting the packets, we can create custom Suricata or Snort rules, which can be
used to block the incoming scanning methods. Using this approach can be effective, but
there are other scanning tools that can use different types of scanning techniques than can
bypass our rules. The second perspective is to remedy the problems that we discovered
using custom configurations within our main firewall.

Using Nmap, we were able to identify the router within the network and the open
exploitable ports. After enhancing pfSense, we were able to acquire the following Nmap
scan results.

Using our modifications, we were able to conceal our firewall from network scanning,
as seen in Figures 14 and 15. Without a router, further pentesting processes are ineffec-
tive due to the lack of information. PfSense provides multiple protections for different
types of problems that can occur in a local network; this fact shows that it is an efficient
firewall solution.

Regarding automated pentesting using Nessus, we managed to fix the issues and
obtain the results, as follows.
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Figure 16 depicts the report after the previously found problems were resolved. Most
of the issues were resolved by optimizing the firewall using a variety of techniques, such as
changing the security policy, deleting unused services, and editing specific files using the
command line interface. As pfSense offers several packages that can be deployed inside the
firewall, we did not require any other software solutions to address these difficulties. Only
two vulnerabilities remain on the list of information after all the medium vulnerabilities
have been fixed. The first info, Ethernet MAC Address, refers to a unique identification
issued to a network interface controller (NIC) for use as a network address in intranet
communications. This information cannot be changed as is hardcoded into the device by
the manufacturer. The second information refers to the scan itself, which does not affect
our proposed solution.
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For the last part of the pentesting, vulnerabilities found on the Internet, they can be
solved simply by updating pfSense to the most recent stable version, which is free of charge
and time efficient.
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5. Results and Discussion

This section provides a summary of the results and evaluations of the proposed audit
method. We will evaluate the results of past penetration tests. Our audit procedure consists
of four steps: the first one is to create the manual and automated vulnerability scan; then
to compare to the vulnerability database to fix the problems; and finally to evaluate the
risk of the system. Before going on to the evaluation results, it is necessary to establish
an assessment convention for the risk calculation and metrics presented. Cyber-security
risk management is the process of continuously identifying, assessing, evaluating, and
reducing your organization’s cyber-security hazards. The management of cyber-security
risks is not only the responsibility of the security team; the entire business must contribute.
Frequently compartmentalized, workers and business unit executives perceive risk man-
agement through the lens of their own business function. Unfortunately, they lack the
holistic perspective required to handle risks comprehensively and consistently. Managing
enterprise-wide risks is currently more difficult than ever. The proliferation of third-party
suppliers, emerging technology, and an ever-expanding minefield of rules provide com-
panies with a formidable challenge. The epidemic of COVID-19 and the recession have
upped the bar for security and compliance teams by increasing their responsibilities and
decreasing their resources.

Risk reporting is essential in our study due to several reasons. It employs many
scenarios and assesses threats depending on the likelihood of their occurrence. It is based
on professional judgment, intuition, and experience, rather than monetary values, and
orders risks by their severity.

A risk report consists of the following formula [31]:

Risk = Impact × Threat × Vulnerability

We can consider the following scale: Low level Vulnerabilities will have the impact
score starting at 1 and finishing with 16; Moderate Level Vulnerabilities will be between 17
and 32; High Level Vulnerabilities are between 33 to 48; and Critical Vulnerabilities, the
last interval, are between 49 and 64.

In our research, we realized several facts. For the manual testing part, some minor
changes helped to solve the issues found. Open ports can be filtered to gain a higher
security standard. In this case, we can consider the risk of being placed into the Low level
Vulnerability range.

The second part of our study includes automated testing, where we discovered info
and medium vulnerabilities which can also be solved in an accessible and simple manner,
as we have shown. In this step, we can also consider the risk to be placed into the Low
level Vulnerability range.

In the last part, where we gathered information from the Internet regarding our
software that consists of the proposed solution, all the vulnerabilities can be solved by
updating and upgrading the software. Having the most recent version provides patches
that solve past problems. We are aware of the fact that there can be hidden vulnerabilities
in the latest patch, due to zero-day vulnerabilities, which are exploitable vulnerabilities
that are unknown to the broader public and are frequently known to just one or a few
individuals. Any software solution provided can be affected by this type of vulnerability
and it is important that the community and the provider work and fix the issues in the
shortest time possible. Here, we also can consider that the proposed solution is situated in
the Low level Vulnerabilities range.

6. Conclusions and Future Work

In our study, we presented a security audit for an open-source distributed firewall
to demonstrate that it is exceedingly difficult for a security solution to provide complete
network protection. Our firewalls use extensions to provide custom firewall rules based
on IPv4 and IPv6 address spaces, for controlling incoming and outgoing traffic on single
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or multiple interfaces. Manual testing and automated testing need to be conducted in
combination for the highest efficiency of the audit. Each type of testing has advantages and
disadvantages, which we presented in our study.

Our solution provides a high security status regarding the testing that we managed
to run. For our study, we used open-source software; however, there are better solutions
for pentest scanning in the market, but they are expensive and require a great knowledge
in terms of know-how. Typically, a cyber-attacker begins the pentesting process by using
common open-source tools, such as those we employed in our research. The reduced
difficulty of employing those tools makes it relatively simple to compromise a network.
Having resolved the most basic concerns significantly increases the network’s security.

In view of future work, we propose to use other open-source tools to find vulnera-
bilities, and to solve these issues to improve the efficiency of pfSense. In addition, we are
proposing to test several scenarios of cyber-attacks on our distributed firewall to prove its
efficiency. In other articles, we have presented different cyber-attacks and the solutions to
them; however, in the present work, we study new topics in this area to find new challenges
to be solved. Our solution provides different protections on multiple layers, such as opti-
mized IDS/IPS and dynamic firewall rules. These solutions provide real-time data, such as
logs, which can be analyzed to gain a better understanding of network traffic and threats.

Author Contributions: Conceptualization, A.-D.T.; methodology, A.G.; software, D.G.B.; validation,
A.D.P. and A.G.; formal analysis, D.G.B.; investigation, A.D.P.; resources, A.G.; data curation, A.-D.T.;
writing—original draft preparation, A.-D.T.; writing—review and editing, A.G.; visualization, D.G.B.;
supervision, A.G.; project administration, A.D.P.; funding acquisition, A.G. All authors have read
and agreed to the published version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Data is unavailable due to network privacy and security restrictions.

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Wikipedia. Information Security Audit. 2022. Available online: https://en.wikipedia.org/wiki/Information_security_audit

(accessed on 10 January 2023).
2. IBM. Cost of a Data Breach 2022. 2022. Available online: https://www.ibm.com/reports/data-breach (accessed on

3 January 2023).
3. Average Duration of Downtime after a Ransomware Attack from 1st Quarter 2020 to 4th Quarter 2021. 2022. Available online:

https://www.statista.com/statistics/1275029/length-of-downtime-after-ransomware-attack (accessed on 10 January 2023).
4. Aquasec. Vulnerability Scanning Process: An In-Depth Look. 2022. Available online: https://www.aquasec.com/cloud-native-

academy/vulnerability-management/vulnerability-scanning-process/ (accessed on 17 January 2023).
5. Fortinet. What Is Internet Control Message Protocol (ICMP)? 2022. Available online: https://www.fortinet.com/resources/

cyberglossary/internet-control-message-protocol-icmp (accessed on 18 January 2023).
6. Kiratsata, H.J.; Raval, D.P.; Viras, P.K.; Lalwani, P.; Patel, H.; Panchal, S.D. Behaviour Analysis of Open-Source Firewalls

Under Security Crisis. In Proceedings of the 2022 International Conference on Wireless Communications Signal Processing and
Networking (WiSPNET), Chennai, India, 24–26 March 2022; pp. 105–109. [CrossRef]

7. Check Point. What Is a Port Scan? 2022. Available online: https://www.checkpoint.com/cyber-hub/network-security/what-is-
a-port-scan/ (accessed on 17 January 2023).

8. Netgate. pfSense®—World’s Most Trusted Open Source Firewall. 2022. Available online: https://www.pfsense.org/ (accessed
on 10 January 2023).

9. Juniper. What Is IDS and IPS? 2022. Available online: https://www.juniper.net/us/en/research-topics/what-is-ids-ips.html
(accessed on 3 January 2023).

10. Chalvatzis, I.; Karras, D.A.; Papademetriou, R.C. Evaluation of Security Vulnerability Scanners for Small and Medium Enterprises
Business Networks Resilience towards Risk Assessment. In Proceedings of the 2019 IEEE International Conference on Artificial
Intelligence and Computer Applications (ICAICA), Dalian, China, 29–31 March 2019; pp. 52–58. [CrossRef]

https://en.wikipedia.org/wiki/Information_security_audit
https://www.ibm.com/reports/data-breach
https://www.statista.com/statistics/1275029/length-of-downtime-after-ransomware-attack
https://www.aquasec.com/cloud-native-academy/vulnerability-management/vulnerability-scanning-process/
https://www.aquasec.com/cloud-native-academy/vulnerability-management/vulnerability-scanning-process/
https://www.fortinet.com/resources/cyberglossary/internet-control-message-protocol-icmp
https://www.fortinet.com/resources/cyberglossary/internet-control-message-protocol-icmp
http://doi.org/10.1109/WiSPNET54241.2022.9767176
https://www.checkpoint.com/cyber-hub/network-security/what-is-a-port-scan/
https://www.checkpoint.com/cyber-hub/network-security/what-is-a-port-scan/
https://www.pfsense.org/
https://www.juniper.net/us/en/research-topics/what-is-ids-ips.html
http://doi.org/10.1109/ICAICA.2019.8873438


Sensors 2023, 23, 2683 18 of 18

11. Chowdhary, A.; Huang, D.; Mahendran, J.S.; Romo, D.; Deng, Y.; Sabur, A. Autonomous Security Analysis and Penetration
Testing. In Proceedings of the 2020 16th International Conference on Mobility, Sensing and Networking (MSN), Tokyo, Japan,
17–19 December 2020; pp. 508–515. [CrossRef]

12. Lyon, G. Nmap. 2022. Available online: https://nmap.org/ (accessed on 15 January 2023).
13. Tenable. Nessus. 2022. Available online: https://www.tenable.com/ (accessed on 17 January 2023).
14. Tudosi, A.-D.; Balan, D.G.; Potorac, A.D. Secure network architecture based on distributed firewalls. In Proceedings of the 2022

International Conference on Development and Application Systems (DAS), Suceava, Romania, 26–28 May 2022; pp. 85–90.
[CrossRef]

15. Wikipedia. Distributed Firewall. 2022. Available online: https://en.wikipedia.org/wiki/Distributed_firewall (accessed on
20 January 2023).

16. PeerSpot. pfSense Reviews. 2022. Available online: https://www.peerspot.com/products/pfsense-reviews (accessed on
17 January 2023).

17. Shah, M.; Ahmed, S.; Saeed, K.; Junaid, M.; Khan, H.; Rehman, A.U. Penetration Testing Active Reconnaissance Phase—Optimized
Port Scanning with Nmap Tool. In Proceedings of the 2019 2nd International Conference on Computing, Mathematics and
Engineering Technologies (iCoMET), Sukkur, Pakistan, 30–31 January 2019; pp. 1–6. [CrossRef]

18. Balaz, A.; Hulic, M.; Kurilec, M.; Stancel, M. Classification of Security for System Vulnerabilities. In Proceedings of the 2019
IEEE 17th International Symposium on Intelligent Systems and Informatics (SISY), Subotica, Serbia, 12–14 September 2019;
pp. 000029–000034. [CrossRef]

19. Reddy, P.S.; Pelletier, J.M. The Pentest Method for Business Intelligence. In Proceedings of the 2022 45th Jubilee International Con-
vention on Information, Communication and Electronic Technology (MIPRO), Opatija, Croatia, 23–27 May 2022; pp. 1117–1125.
[CrossRef]

20. DeCusatis, C.; Peko, P.; Irving, J.; Teache, M.; Laibach, C.; Hodge, J. A Framework for Open Source Intelligence Penetration
Testing of Virtual Health Care Systems. In Proceedings of the 2022 IEEE 12th Annual Computing and Communication Workshop
and Conference (CCWC), Las Vegas, NV, USA, 26–29 January 2022; pp. 0760–0764. [CrossRef]

21. Wikipedia. Netcat. 2022. Available online: https://en.wikipedia.org/wiki/Netcat (accessed on 8 January 2023).
22. Wikipedia. Firewalk (Computing). 2022. Available online: https://en.wikipedia.org/wiki/Firewalk_(computing) (accessed on

17 January 2023).
23. TechTaraget. Network Time Protocol (NTP). 2022. Available online: https://www.techtarget.com/searchnetworking/definition/

Network-Time-Protocol (accessed on 17 January 2023).
24. Cloudflare. What is a DDoS attack? 2022. Available online: https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/

(accessed on 21 January 2023).
25. DigiCert. What Is an SSL Certificate? 2022. Available online: https://www.digicert.com/what-is-an-ssl-certificate (accessed on

7 January 2023).
26. Kamath, S.; Sarasvathi, V.; Singh, A.; Aparna, R.; Saxena, H.; Shruthi, S.S. Detection and Mitigation of Man-in-the-Middle Attack

in IoT through Alternate Routing. In Proceedings of the 2022 6th International Conference on Computing Methodologies and
Communication (ICCMC), Erode, India, 29–31 March 2022; pp. 341–345. [CrossRef]

27. U.S. Department of Homeland Security (DHS). CVE. 2022. Available online: https://www.cve.org (accessed on 12 December 2022).
28. MITRE Corporation. CVE Details. 2022. Available online: https://www.cvedetails.com/product/21763/Pfsense-Pfsense.html?

vendor_id=11749 (accessed on 11 January 2023).
29. RedMine. pfSense Packages. 2022. Available online: https://redmine.pfsense.org/projects/pfsense-packages (accessed on

5 January 2023).
30. DigitalOcean. Wireshark. 2022. Available online: https://www.wireshark.org/ (accessed on 13 January 2023).
31. Pratum. Risk Assessment: Likelihood & Impact. 2021. Available online: https://pratum.com/blog/443-risk-assessment-

likelihood-impact (accessed on 20 January 2023).

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

http://doi.org/10.1109/MSN50589.2020.00086
https://nmap.org/
https://www.tenable.com/
http://doi.org/10.1109/DAS54948.2022.9786092
https://en.wikipedia.org/wiki/Distributed_firewall
https://www.peerspot.com/products/pfsense-reviews
http://doi.org/10.1109/ICOMET.2019.8673520
http://doi.org/10.1109/SISY47553.2019.9111624
http://doi.org/10.23919/MIPRO55190.2022.9803788
http://doi.org/10.1109/CCWC54503.2022.9720785
https://en.wikipedia.org/wiki/Netcat
https://en.wikipedia.org/wiki/Firewalk_(computing)
https://www.techtarget.com/searchnetworking/definition/Network-Time-Protocol
https://www.techtarget.com/searchnetworking/definition/Network-Time-Protocol
https://www.cloudflare.com/learning/ddos/what-is-a-ddos-attack/
https://www.digicert.com/what-is-an-ssl-certificate
http://doi.org/10.1109/ICCMC53470.2022.9753832
https://www.cve.org
https://www.cvedetails.com/product/21763/Pfsense-Pfsense.html?vendor_id=11749
https://www.cvedetails.com/product/21763/Pfsense-Pfsense.html?vendor_id=11749
https://redmine.pfsense.org/projects/pfsense-packages
https://www.wireshark.org/
https://pratum.com/blog/443-risk-assessment-likelihood-impact
https://pratum.com/blog/443-risk-assessment-likelihood-impact

	Introduction 
	Literature Review 
	Proposed Approach 
	Automated Pentesting Using Nessus 
	Third-Party Software Vulnerabilities 

	Proposed Solution 
	Results and Discussion 
	Conclusions and Future Work 
	References

