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Abstract: This article presents the architecture of integration of blockchain technology (BCT) and the
Internet of Things with the planning of production processes. The authors proposed a shared concept
of a distributed machine database based on BCT. As part of the work, a network of connections for the
exchange of production resources was created using nodes communicating in a decentralized system,
which at the same time serves as an integration of the virtual and real environment. Particular
attention was focused on developing an algorithm for the efficient division of production tasks
between all interested network users. BCT is used to conclude smart contracts and transactions and
ensure the security of exchanged production data within shared ledgers. The proposed concept is a
solution enabling a modern approach to the interdisciplinary management of production resources
while maintaining the highest cybersecurity standards.

Keywords: shared resource registry; production planning; blockchain technology; distributed
network; internet of things; Industry 4.0

1. Introduction

The smooth, error-free and reliable flow of information regarding production resources
both within the company and in relations with other companies is considered as one of
the most important factors affecting the proper course of production processes. Constant
attention to shortening production processes, care for the environment and the search for
savings as well as the desire to combine traditional methods of production planning with
modern solutions in the field of management applications contributed to the search for
new production solutions.

The progressive digitization of the production, logistics and supply chain sectors is
promoted by Industry 4.0. The development of larger factories and the slow takeover of
market control has become a serious problem for the small business sector, which must
compete with low prices and the global reach of the leaders in order to stay in business.
The implementation of distributed digital platforms may allow developing companies to
stay in the market and thus achieve a global reach and cooperate on equal terms with
the recognized giants of the manufacturing industry. Dynamic changes in the production
environment and the growing customer demands encourage manufacturers to interoperate,
especially in the area of data management in the Internet of Things (IoT) environment.

In the global reading, privileged access to natural resources, financial capital, qualified
staff, and even the most modern machinery parks are not sufficient features to gain a
competitive advantage and become market tycoons. In the light of market analyses and
subsequent industrial revolutions, it seems necessary to look for solutions that will enable
profitable production. It is becoming more and more popular to manage the enterprise
in cyberspace and adopt decentralization as a new benchmark for data storage, process-
ing and analysis, mainly to have a faster and professional insight into production lines.
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Such activities make production processes more efficient and individual manufacturing
operations susceptible to immediate modifications. For the above factors, the area of IoT is
extremely important and gives the opportunity to function in the blockchain (BC) network.

BCT operates within the IoT. IoT is a network of interrelated objects with unique
addressing characteristics that can interact with each other and collaborate with other
enterprises to achieve joint or individual solutions [1]. This concept effectively integrates the
IoT environment (Internet, cloud data, computers, network devices, simulations, tracking
of production operations) with the real production environment (inventory management,
storage and transport of products, production planning). This is thanks to professional
access to production data in the cyberspace of the steering wheel, and managers have the
ability to perform analysis, planning and scheduling and then make sound decisions in
real time.

Since IoT-based applications are constantly struggling with the problems of security
and confidentiality of the data placed in them, the aspects of security and resistance to
manipulation of data records are perfectly handled by blockchain technology (BCT). This
technology is undoubtedly the direction of development in the automation of business
processes without delays and guaranteeing security in accessing and exchanging produc-
tion data. The flexibility of production systems and the ability to adapt in a dynamically
changing manufacturing area are the trends that currently determine the direction of
development of the technology sector.

Another important challenge for manufacturers is the skillful storage, distribution and
processing of valuable production data, which will not succeed without solutions ensuring
the security, smoothness and accuracy of the transmitted information. The main task of BC
technology is to eliminate the threat of product counterfeiting or to ensure the integrity of
information from IoT devices [2,3]. In addition, many researchers have recognized that BC
is the missing element of IoT functionality [4]. By combining BC technology with the use of
IoT and artificial intelligence, production processes become more flexible and agile [1,5].

Following this lead, the main purpose of the article is to apply an architecture for a
data exchange network between manufacturing companies, taking into account a shared
data register with a particular emphasis on resources.

1.1. Literature Review and Related Research Work

The first literary mention related to the outline of BCT appeared thanks to Satoshi
Nakamoto, who described the creation of the digital currency Bitcoin [5]. Another mention
is made by Vitalik Buterin on the occasion of the network called Ethereum [6]. This
network introduced smart contracts as new functional properties (protocols designed for the
conclusion and automatic verification of digital contracts in accordance with predetermined
conditions), which contributed to its identification as the underlying BC technology [5].
The beginnings of the BC idea date back to 1991, when the concept of use signed chains
of information in the form of a tamper-proof e-ledger and a consensus model as goals in
reaching agreements was created. The following years saw the evolution of the technology
and its use in maintaining smart digital contracts [7,8]. In the field of BC, the most modern
scientific research is focused on the optimization of technology and its synchronization
with Industry 4.0 technologies, in particular IoT to support digital data storage [9].

The breakthrough came when IBM and Maersk announced a partnership to implement
BC technology in the supply chain and integrate BC with IoT. They proposed a BC-based
management platform for accurately recording and tracking aircraft spare parts, leading
to an increased inspection accuracy inventory, reduced maintenance errors and efficient
decision-making [10–12]. Kandah et al. proposed BC technology in smart cities and
connected vehicles as an integrated system for distributed, tamper-proof and reliable trust
management [13]. The interest in BC is particularly visible in industries related to medical
documentation processes [14], legal services [15], data traceability [16] or the automotive
industry [17]. A systematic literature review and explanation of the potential contribution
of BCT to the economy, environment and society, and studies of manufacturers and their
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supply chains were carried out by Khanfar [18]. Jabbar reviewed the applications of BC in
intelligent transport [19].

BC uses cryptographic concepts (one-way hash functions), asymmetric cryptogra-
phy or time stamping. BC version 1.0 assumes decentralization in the transfer of value
between entities in a trustless environment, and this mainly applies to applications that
support cryptocurrency transactions. BC 2.0 expands intelligent connections and applica-
tions responsible for cryptocurrency transactions, especially in the economic and financial
area [20]. BC version 3.0 adopts the main features of BC in trustless decentralization,
e.g., data transparency in a decentralized network and immutability for developed web
applications (e.g., currencies and investments) in line with the assumptions of BCT [21].
BC is one of the best ways to securely track online activity, update and secure data, and
create a data history [22]. A regular database could be used to track previous transaction
exchanges between two parties, but it is BC assumptions that can eliminate delays and
improve connections [23–26]. For example, in supply chain tracking, several private BC
networks connect their numerous partners and customers via a secured BC for data sharing
and secure payments [27]. In a decentralized system, the enhanced security of data makes
BC perfect for transactions, as users freely benefit from the historical record of data and
immediate updating of the current data exchange records, and additionally, the data is
not corrupted [28–32]. BC decentralization ensures zero vulnerability to tampering as
information once added to the BC can never be changed [12,22–35].

BCs can be classified as public BCs (external users have the ability to read and add
entries to the ledger), private BCs (the owner determines the rights to blocks and the ability
to add and confirm BC transactions) or corporate (contains a pool of selected nodes that
allow data to be added to the chain and their reading can be open or private) BCs depending
on certain rules, such as authentication and access control techniques [36]. Taking into
account the above network classification and taking into account the nature and type of
key data for production systems, it is reasonable to use a corporate network, i.e., containing
public and private features, whose operation is carefully planned.

In the area of production management, BCT is not popular. It found interest only
among companies operating in the supply chain, mainly due to the possibility of integrating
technologies with supply processes [37]. In the production part of the supply chain, there
were few implementations of the technology, mainly in the area of creating a production
knowledge base and its exchange in order to increase productivity, and with the supply
chain, including transactions on self-executing smart contracts, which in turn act as a public
database for product tracking [38]. Enterprises have already made significant investments,
especially in BC applications supporting payment tracking and product processing and
traceability using code tags [39,40]. The service-oriented production information exchange
platforms used so far are made available mainly in large-scale data transmission areas,
which are associated with the participation of additional entities that manage data through
server logistics.

Data centralization is a convenient solution, but it requires considerable financial and
hardware expenditures and energy, and additionally increases the distance between the
client and the service. In order to eliminate these problems, central databases began to be
replaced with decentralized architecture, i.e., a cloud in cyberspace with controlled access
and security of shared data. A solution devoid of data centralization works especially
with high process dynamics, delay variability and detailed throughput, i.e., in a dynamic
production environment. The use of BCT enables users to record contracts in self-executing
smart contracts without additional intermediaries and provides a guarantee of trust in
publicly announcing machine resources and the services they provide. The potential of
using BCT in production is shaped by factors such as [41–43]:
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• The ability to join the network of all companies, regardless of their range and size,
• Strong cooperation between contractors (data decentralization, equality in data man-

agement, mutual trust between network participants),
• Functioning of BC in IoT (data autonomy),
• Possibility to create new business models,
• Exclusion of unnecessary intermediaries,
• Savings in the search for contractors,
• Easier load modification and optimization of production resources,
• Concluding smart contracts (improvement of efficiency in managing data resources,

connection to a code generator).

Limitations that may appear in the implementation of the proposed solution mainly
concern [44,45]:

• The number of correctly defined users of the block network (the presence of as many
participants as possible is necessary, which will create new nodes and a rich database),

• Scalability,
• High energy and computing power,
• High costs of IT systems configuration,
• Lack of legal standardization for BCT users,
• Performing consensus protocols every time to maintain the integrity of the BC.

A comparison of the flow of information about production tasks and machine resources
in the traditional and BC systems is presented in [43].

1.2. Goals and Approaches

The main purpose of the article is to adopt an architecture for a data exchange net-
work between manufacturing companies [46,47], as a shared data register with particular
emphasis on machine resources. A parallel goal is to develop an algorithm for an efficient
division of machine resource occupancy including historical information on resource com-
petences, reliability and information on planned availability between users participating in
the exchange of announced and sought-after resources for internal production tasks.

The authors’ analysis shows that this is the first article in which the implementation of
production planning and machine resource management using BCT was developed.

The work consists of four sections. The first discusses the BCT, definitions, general
architecture of BCT and its connection with the IoT. The use of BCT in production engi-
neering and positive and negative factors that affect the functioning of BCT in the area of
industrial production is presented. Section 2 contains a detailed description of the analyzed
example, a proposal for information flow in the chain of connections and the concept of
data circulation architecture within shared registers. Section 2.2 presents a research problem
and the algorithm of efficient distribution of resources. An example of research simulations
and their results are presented in Section 3. Section 4 presents a discussion taking into
account the advantages and disadvantages of the architecture of BCT and the algorithm in
the numerical example. Section 5 is a summary of the analyzed issue, a presentation of the
research conclusions and a proposal for further work.

2. Production Planning Method Based on Blockchain Technology

This section presents the motivation for using BCT and the method of applying it to
the production planning problem.

2.1. Motivation of Using Blockchain Technology in Production Planning

BC is a decentralized computer network that does not have a central database manage-
ment unit and consists of a chain of blocks [8,48]. The essence of BC is to keep a distributed
common and collective register of data records in digital form, which are successively
announced in the network equally for each recipient, in accordance with their access. It
works on the principle of a global data book, which stores all the records placed in it. These



Sensors 2023, 23, 2308 5 of 22

records (transactions) have a time stamp, a cryptographic hash and are combined into a
linear structure of blocks, in which each subsequent record refers to the hash of the previous
block. An important aspect of BC transactions is their irreversible nature, as there is no
real possibility of cyberattacks. The BC architecture enables participants to share a data
book through peer-to-peer (P2P) duplication, i.e., a model of communication in the Internet
network in which data exchange units (computers) share resources without the need to pass
these data through additional servers, and each node of this network is equivalent and has
the same permissions. Data is sent and received in a manner equivalent to predetermined
priorities (in this solution, each user is a host) [49]. The diagram of the P2P network is
shown in Figure 1.
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The transactional data in the block body are organized according to a classical data
structure in cryptography called a Merkle tree (or Hash tree). In the Merkle tree (Figure 2),
the data are grouped every two blocks and create a data structure with two hashes for
each group. Each hash pointer corresponds to one block of data. Newly created data
structures create the next level of the tree. In the next step, these data are paired again and
follow the procedure as before to create the next level of the tree. After such a process,
a binary tree is created. The Merkle tree is able to prevent the malicious modification
of all transactional data [50]. The issue of cyber defense is provided by BC thanks to its
ability to prevent unauthorized activities and thanks to its immutability, auditability and
operational resilience.

BC transactions are irreversible, as when BC nodes in the process of verifying transac-
tion changes notice that the data entered does not match previous records in the network,
they will refuse to enter them into the chain. The flow of information facilitates enterprise
resource planning and enables the integration of internal processes. A fully prepared single
block contains information such as: ID—transaction identifier, content sender, content
recipient, time stamp, digital signature made by the user’s node, information about added
or sought production resources (production parameters, technical data of machines, ma-
chine reliability, machine park availability), the criterion for selecting the searched data,
a reference to the previous block in the block chain (the hash of this block ensures that
the blocks are linked into a chain), the hash of the current block (generated from the data
contained in the block, most often using the Merkle tree (Figure 2)), and the list of machines
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provided by companies E1, E2, and En are validated in parallel on the basis of historical
qualitative and quantitative data of machine resources.
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The most commonly used consensus algorithms in BC are: proof of work (PoW), proof
of stake (PoS) and digital signatures based on the public key (which allows authentication
of transactions between nodes in the network). Taking the PoW algorithm as an example,
spoofing a non-existent record is possible if more than 51% of settlement nodes in the entire
network come to an agreement. Such a scenario is basically impossible, because nodes
that are constantly joining the BC make counterfeiting impossible, because for a successful
attack, the content of each block would have to be forged on an ongoing basis [50,51].
Asymmetric cryptography allows the exchange of information to be encrypted without the
need to establish a security key in advance. In BC, it is used for every transaction (i.e., data
exchange). The consensus concluded automatically by the participants of the BC network
eliminates the need for the presence of a trusted third party when processing transactions.
The use of the shared data registered enables quick access to the necessary data in order to
optimize the selection of production resources, automate the implementation of production
operations, guarantee the reservation of resources (transactions), ensure data security and
confidentiality and the possibility of developing the structure of related enterprises and
employment under joint production projects. Figure 3 contains a graphical interpretation
of the benefits of implementing BCT in managing industrial production.

2.2. Production Planning Network

IoT systems establish the mapping of connections from the real world to the digital
world using back-end services and front-end computing devices. Front-end devices are,
for example, embedded computer systems equipped with sensors, (temperatures, RFID
tags/readers, wearables, flame detectors, cameras, mobile phones, etc.). RFID technology
makes it possible to reduce numerous information gaps, mainly in logistics processes,
because radio readers provide insight into supply chains in real time [52]. RFID technology
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can provide automatic traceability, enabling businesses to link objects of the physical
world with their virtual counterparts. This traceability method must use a temporal data
model to support product traceability and process monitoring [53]. The devices may
be in open environments that are beyond the control of the system administrator. The
back-end system is a software system that integrates, processes and analyzes the detected
information returned by front-end devices, and has the ability to transfer the analyzed
results to interested users [54]. For the purposes of the considered simulations, a network
of virtual enterprises is created. The ability of data encryption, i.e., the use of cryptographic
solutions, is very important for the protection of production data.
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A shared register of machine occupation based on BCT solves most of the existing
problems in the area of production resource management. It is hard to trust a potential
future competitor and take advantage of its resources; however, BCT guarantees full data
protection. It is the users themselves who decide to whom and to what extent they allow
insight into the analyzed parameters.

In Figure 4, the process of registering data on production resources in the block net-
work is shown. The information to be recorded is: name of the company, current occupancy
of machines, list of machines to be used, type of operations that can be performed on
machines, determination of the throughput level, description of operations that were previ-
ously performed on machines, price for the service, detailed specification of technological
operations to be performed, etc. The collected information is subject to acceptance by
network users through a smart contract and is subsequently placed in a collective database
from which enterprises can view, reserve and outsource the operations they need, then
these companies take the position of a reseller of resources (the bottom line, Figure 5). The
same operations take place when the company is looking for free resources to perform
certain production activities, then it assumes the role of a customer (the upper line, Figure 5).
The flow of information regarding the provision of free resources or searching the shared
register database in order to use them is presented in Figure 6.
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During the initiation of a request for quotation, the stakeholders are connected by a
network of information flow about production machines, resource data and the content of
inquiries and responses. For example: when sending a query or announcing free resources,
the system will first request the user’s identity to make the information available on the web.
The authentication request is sent to all interested parties (see step 3, Figure 5). Only after
verifying these data will the system make the found records available (matched according
to the criteria set in the query).

A query initiates the process of entering new data (or extracting data already existing
in the database) regarding the specification and availability of machines. In the absence
of the requested data (machines with a specific specification), the process is considered
completed. If the company decides to introduce new information to the network, a block
with a full specification of machines is created. Subsequently, these data undergo a vali-
dation process (documentation in accordance with predetermined rules). After successful
acceptance by other network participants, they are entered into a dedicated database. Each
machine contains a set of the same features that appear in the main database and in the
available/unavailable status. The stages of the process of entering and validation are
shown in Figure 7. The criterion of maximum use of the existing machine resources of
enterprises in the BC network, such as makespan, is validated.

The main idea of the method is to define a set of basic network nodes and basic
interactions between them. Since users can add their own segments to the system and
expand existing nodes, the information exchange platform becomes an optimal distributed
system after some time based mainly on the requirements and needs of users and enables
the exchange of information about the current state of machine in real-time.
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The first node, the Genesis node, implemented as a smart contract, contains essential
information about the network, acts as an entry point for new users and a guide for creating
new nodes. The Genesis node has information about the location of all network nodes.

The next nodes are network users who wants to access the platform in order to coop-
erate with other platform nodes. A manufacturing company wants to share its machine
resources or is looking for machines to carry out its production plan (Figure 5). Decen-
tralized production management is mainly used to properly optimize production. They
face the challenge of deciding to outsource the task (they do not have the appropriate
machine infrastructure in their resources) or to performing tasks from other companies (for
an additional fee).

In order to enter information about the needed resources and search the database, the
Genesis node is crucial. The Genesis node provides a link to all the underlying nodes of
the BC. When a company is looking for available machine resources, attention is focused
on mapping companies with free resources (which previously reported such readiness
by adding information to the BC network). In addition to the list of all parameters that
are necessary to complete the order, the entered information also determines the access
time, the type of delivery and transport of semi-finished products and parts, payment
details, process details, etc. It is also worth specifying the area if the transport of products
is involved in order to make a real assessment of the financial profits. When the company
receives a list of all the registered suppliers in the chain that meet the listed conditions,
it starts sending its order to all those who have expressed their willingness to provide
machines. Enterprises return their bids back to the BC, and the client company can choose
the most advantageous offer for its production.

When looking for an effective algorithm for assigning tasks to machine resources, the
following conditions are important: experience (quality of operations performed on the
machine), reliability (machine with a second life cycle), as well as the cost of outsourcing
and efficiency for the planned working time horizon. Reliable historical data on failure-free
times are essential to accurately machine uptime predictions. In addition, the machine with
the second life cycle is characterized by the constant failure-free operation, which allows
the managers to build stable and robust schedules [55]. The production planning algorithm
based on the BCT is presented in the next sub-section.
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2.3. Production Planning Algorithm

Task planning algorithm along with multi-criteria optimization mechanisms as well
as mechanisms enabling supplying these algorithms with relevant, up-to-date data are
necessary. The production scheduling process with the use of BC technology to manage
distributed machine availability is summarized in Figure 8.
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Accepting an order for scheduling requires designating a set of available machines
that can be used for its execution. For this purpose, an inquiry is made to the BC registers
of all partners participating in the BC network. Machines with the required specifications
are searched. The main assumptions are:

• An operation requires more than one resource to be reserved, e.g., groups of employees,
machines,

• The operation requires the reservation of employees with different competencies
(workers with different experience and competency) [43],

• The operation requires the reservation of a machine with specification (machine
type + reliability characteristics of machines + tools + distance between companies,
cost of renting a machine or cost of performing an operation),

• The operation needs to be executed in order to achieve the best performance indicators.

Each shared machine should have its Genesis node initialized. In terms of information
stored in the GB block, required for planning activities, the specifications of the machine (in
qualitative and quantitative terms) are recorded along with their valuation and the working
time calendar. The individual periods (Omi) are described by the following:

Omi = (tbi, tei, Em, λm, Cm, Pm, ui), (1)

where:
i—the index of the work period,
tbi, tei—start and end time of the work period, respectively,
Em—experience (quality) in using machine m,
λm—reliability of machine m,
Cm—cost (distance) of the machine using,
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Pm—performance of the machine using,
ui—generalized value of the machine execution evaluation, ui,k ∈ <0;1>.
The generated machine list is used for scheduling. Having the optimal schedule, we

also have the start and end times of the work period for machine m. Since the BC contains
all the historical activities of machine m, it is possible to use it to determine the current
value of the machine within each of: experience (quality), reliability (the second life cycle
of a machine), as well as with outsourcing cost and performance for the planned horizon.

The registration of the above data enables a later review of the machine and operator
work history and determination of their current value within individual features. The
machine operator experience valuation method is:

ϑtn
z,m = ∑T2

T1; im

 µ(tei,m)

α vi,m + β
((tei,m + 1)− tbi,m)

∑T2
T1; i

((tei + 1)− tbi)

, (2)

where:
i, n, x—time,
ϑtn

z,m—assessment of machine operator m in terms of quality of executed products, on
time production, and experience in time tn,

vi,m—evaluation of the i-th period of work with competence m,
tn—the moment of determining the grade,
tbi,m, tei,m—start and end time of the work period with machine m, respectively,
T1, T2—beginning and end of the considered period of historical data analysis,
µ(tei,m)—coefficient of the work period value at time tei,m,
α—importance coefficient of the work quality, α ∈ <0;1>,
β—importance coefficient of duration time of work (experience), β ∈ <0;1>.
The machine availability evaluation method is:

utn
z,m =

(
1− e−λi,mtei,m

) (
γ

di,m(tei,m)

Max di,m∗
+ϕ

1
ϑtn

z,m

)
, (3)

where:
utn

z,m—assessment of machine m in terms of operator experience, reliability and cost in
time tn,

λi,m—parameter of machine reliability in the i-th period of work estimated based on
historical periods,

di,m—the distance (or cost) of outsourcing the machine,
di,m∗—the machine for which distance (or cost) is maximum,
Γ—importance coefficient of the distance, γ ∈ <0;1>,
Φ—importance coefficient of duration time of work (experience), ϕ ∈ <0;1>, moreover

γ+ ϕ = 1.
According to the above Formula (2), the evaluation of the value of the operator

experience at time tn is based on historical data within a fixed range 〈T1, T2〉, considering
the time that has elapsed since the activities performed within competence k, using µ(tx).
This allows for the differentiation of partial assessments and a preference for the quality
that have been acquired recently, which is particularly important if a given enterprise
improves the quality of his work over time. An example of calculating the value of an
experience of a single enterprise is presented in Table 1.

In this example, the registered historical period was assumed to be 12 time units, the
values of the µ(tx) coefficient in the range (0.3–1), decreasing linearly with time (older pe-
riods have a lower coefficient). The coefficient of the work period value µ(tx) at end
time tx = teik of competence k of the machine operator is calculated. Two activities
related to experience k = E1 were registered and assessed in the employee’s schedule:
Oe1 = (2,4, C1,0.7) and Oe2 = (8,9, C1,0.9). The values of 0.7 and 0.9 were reached during
the evaluation after each activity on machine m (including quality and on time production).
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The final assessment of the competence of machine operator E1 is 1.609 for the assumed
values of α = 1 and β = 1.

Table 1. An example of calculating the value of a single machine availability using Equations (2) and
(3) for γ = 0.5 and ϕ = 0.5.

Historical Period tx 1 2 3 4 5 6 7 8 9 10 11 12 Sum

µ(tx) 0.300 0.364 0.427 0.491 0.555 0.618 0.682 0.745 0.809 0.873 0.936 1.000
experience E1 E1 E1 E1 E1

(tei + 1) − tbi 3 2 5
vi,k 0.7 0.8

Partial eval. 0.638 0.971 1.609

Planning Period tx 13 14 15 16 17 18 19 20 21 22 23 24

1− e−λi,mtei,m

machine
di,m(tei,m)
Max di,m∗

1/Sum of partial eval
Final eval.

0.087 0.093 0.100 0.106 0.112 0.118 0.125 0.131 0.137 0.143 0.149 0.155

M1 M1 M1 M1
0.525
0.621
0.071

According to the Formula (3), the evaluation of the value of machine availability at
time tn is also based on historical data on failure-free times within a fixed range 〈T1, T2〉.
The range 〈T1, T2〉 is divided into 12 periods, for which failure-free times were extracted
using BC. The parameter of exponential distribution is predicted for the next scheduling
period 〈T3 = 13, T4 = 24〉. λ is estimated for each historical period using (4) and the
predicted value is substituted into Formula (3). The predicted λi+1,m of machine M1 is 0.007
for the assumed values of γ = 0.5 and ϕ = 0.5.

λi,m =
ni

∑ni
k=1 xi,k

, (4)

where: xi,k—failure-free time of machine m registered in the ith period, ni—number of
failure-free times of machine m registered in the ith period.The reliability of the machine is
read for the planned completion time of the operation. The second part of the Formula (4)
is the distance (or cost) of outsourcing the machine/operation request, divided by the
maximum distance from all enterprises that respond to the request. The last component
of the equation is the inverse value of the experience of the machine operator, since
Equation (4) tends to a minimum. The final assessment of machine availability M1 is
0.071 for the assumed values of γ = 0.5 and ϕ = 0.5. The example of calculating the value of
machine reliability using Equation (4) is presented in Table 2.

Table 2. An example of calculating the reliability of the machine using Equation (4).

Historical Period No. 1 2 3 4 5 6 7 8 9 Sum λi

1 5 150 180 200 230 240 1000 0.005
2 6 100 140 150 190 210 200 990 0.006
3 6 50 100 150 150 280 250 980 0.006
4 4 100 250 250 300 900 0.004

. . .
12 8 80 100 120 125 135 140 140 150 990 0.008

Planned period predicted 0.007

The value of a machine in terms of operator experience and availability is obtained
from periods representing work history (BC). A machine must be available to engage in
a task. If there are more resources available than the requirements of the planned task, a
greater number of variants may arise at the scheduling stage. The created schedules require
evaluation and selection of a machine for implementation, taking into account performance
indicators (makespan, total tardiness).
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The information on failure-free times of the machine as well as the life cycle stage of
the machine is also obtained from periods representing work history (BC). The machine
reliability is described by the Weibull distribution. In the case of the second life cycle, the
Weibull distribution (with the scale parameter equal to 1) takes the exponential form (the
first component of Equation (3)). The machine availability is reduced when the reliability
of the machine is lower (Table 1).

The selection of the schedule variant for implementation requires registration in the BC
network due to the necessity to reserve terms for selected resources. Then, upon completion
of the scheduled tasks, the BC resources are updated with a new period (1) with a current
assessment of the enterprise experience. The process of machine selection is repeated for
another task.

After reaching a mutual agreement on the implementation of the resource occupation,
the details are written on the smart contract of the Agreement node. In this network
location, the manufacturing company and the company providing their machine resources
sign a contract (virtual, for this purpose they use their own digital signatures). Machine
resources used during this project are blocked on the smart contract. After completing
the task, the parties report the result to the blocks, if they agree as to the correctness of
implementation and fulfillment of all production criteria, payment for the implementation
is made on the terms previously defined. In the event that all parties to the contract cannot
agree, the funds are blocked in the contract. The performance evaluation node can then
take this into account when determining trustworthy users. It is worth noting that each
order package has its own user node and has the ability to interact with other nodes on the
platform. Bundle nodes are programmed to meet criteria set by a company wanting to take
advantage of another company’s free machine resources.

If a company wants to perform operations in the cheapest possible way, the network is
searched for the cheapest offers from service providers. In order to ensure the best quality
of the product, the network will be searched to find the conditions of the best quality
machines offered by service providers. What’s important: companies can generate their
own smart contracts that will specify the nodes of mutual agreements. The new smart
contract may be responsible for providing information only about machines with specific
quality certificates.

3. Numerical Example

The example of selecting resources for a task using the mechanisms described in
the article is presented below. A resource is sought for a task (Operation) requiring C1
competence, for the period of 15–17 time units. The decision time is set at 12.

Based on the reported resource requirements from the BC, information on five re-
sources (M1–M5) was obtained. Figure 9 shows the history of their work (0–12) and the
current assignment of tasks and reservations (12–20). It was also assumed that the last
10 time units will be taken into account for the history analysis. The resources work alter-
nately according to two competences, C1 and C2, but the assessment is carried out only in
the area of the required competence.

During the conducted analyses and verification of the adopted assumptions, pro-
prietary software was used: based on the project [56]—in the field of communication
and support of block chains in the consortium network, and the kbrs program [57]—for
scheduling and preparing information for block coding.

Table 3 presents data based on information from the BC: resource work schedule
(presented above) according to relevant competencies and task evaluation values (vi,m).
Individual periods of work were assigned a value (coefficient of the work period value at
time) in the range of 0.3–1. The last column presents the summary assessment for only the
periods of work in the competency sought (C1).
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Table 3. Calculations of competency values for M1-M5 resources.

Period (i) 3 4 5 6 7 8 9 10 11 12 Sum

µ(tei,k) 0.5 0.556 0.611 0.667 0.722 0.778 0.833 0.889 0.944 1 Comp = 1
M1 Comp 2 2 1 1 1 2 2 1 1 1

vi,m 0.5 0.8 0.8 0.5 0.7 0.5 0.6 0.9 0.9 0.8
ui,m 0.150 0.250 0.275 0.200 0.289 0.233 0.292 0.444 0.472 0.450 2.131

M2 Comp 1 1 1 1 2 2 2 2 2 -
vi,m 0.6 0.7 0.6 0.6 0.7 0.5 0.6 0.8 0.8 -
ui,m 0.175 0.222 0.214 0.233 0.289 0.233 0.292 0.400 0.425 - 0.844

M3 Comp 1 1 1 1 1 1 2 2 2 1
vi,m 0.5 0.5 0.5 0.6 0.6 0.6 0.7 0.7 0.8 0.7
ui,m 0.150 0.167 0.183 0.233 0.253 0.272 0.333 0.356 0.425 0.400 1.658

M4 Comp 1 1 2 2 1 2 2 1 1 1
vi,m 0.7 0.7 0.6 0.5 0.6 0.5 0.5 0.6 0.7 0.7
ui,m 0.200 0.222 0.214 0.200 0.253 0.233 0.250 0.311 0.378 0.400 1.764

M5 Comp 2 2 1 1 2 2 1 1 2 2
vi,m 0.7 0.8 0.7 0.7 0.7 0.7 0.8 0.8 0.7 0.8
ui,m 0.200 0.250 0.244 0.267 0.289 0.311 0.375 0.400 0.378 0.450 1.286

Table 4 presents the partial and the final results of resource selection. The calculations
were based on the weights for the coefficients of the work quality, experience, distance
(cost of access to the resource) and general assessment of competence, respectively: α = 0.5,
β = 0.5, γ = 0.5, and ϕ = 0.5. In each decision situation, the values of these parameters may
be different. The values of the di,m parameter were adopted arbitrarily, and the λi column
presents the final calculation results for the given input data.

Table 4. Resources values calculation.

di,m λi ϑtn
z,m

di,m(tei,m)
Max di,m*

1/ϑtn
z,m e−λtei,m 1−e−λtei,m utn

z,m

M1 0.006702 2.131 0.469361 0.99332 0.00668 0.001568
M2 0.007143 0.844 1.184211 0.992883 0.007117 0.004214
M3 1 0.007535 1.658 1 0.603015 0.992493 0.007507 0.006017
M4 0.5 0.006944 1.764 0.5 0.566929 0.99308 0.00692 0.003692
M5 0.6 0.007937 1.286 0.6 0.777538 0.992095 0.007905 0.005445
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According to the formulas presented in this work, the minimum value of the evaluation
is sought. Therefore, the resource reservation, resulting in the creation of the next block in
the resource BC, will be reported to resource M1. After performing the tasks planned in the
schedule, the resource registers are updated with the current assessment of their work.

4. Discussion

The presented numerical example relates to the stage of analysis and selection of
resources for the implementation of planned tasks. This is a key step, listed in the data flow
diagram (Figure 8) as “Resource analysis”.

In relation to the traditional approach, when selecting resources, the ability to immedi-
ately and simultaneously analyze all available resources, both internal (in own enterprise)
and external (enterprises in the consortium), allows for significantly reducing the time and
choosing the best available resources. Figure 10 presents a comparison of the traditional
approach with the proposed one based on BC technology. Traditionally, when searching for
resources, the organization’s own resources are taken into account in the first place, which
is also due to the access to the necessary data—enterprises most often do not exchange
current data on the load on their resources. If their own resources are sufficient, tasks are
assigned to them. If they are not, or the results of the evaluation of the selected resources
are not satisfactory, resources from outside the organization are sought in the next step.
Activities related to sending queries and waiting for a response (queries must be processed
by partners) and the additional stage of verification and evaluation of external resources
increase the number of sequential activities and significantly extend the duration of the
decision-making process. The BC approach simplifies these activities as much as possible.
Compared to the path in the traditional approach, where the selection of resources ends
with internal resources, the proposed BC approach should create an equal or better quality
solution—because the selection is made on a wider set of resources. The decision-making
stage at which the use of their own resources is decided is also omitted, and which may
also have a significant impact on the total duration of resource selection.

Leaving aside less important factors, the time of resources reservation (T) for the
needs of future tasks, in the scope considered in this paper, can be described by the
general formula:

T = tR1 + tW1 + tV1 + tD + tR2 + tW2 + tV2 + tFS + tAi (5)

where:
tR1—time of processing and sending a query regarding directly available resources,
tW1, tW2—response waiting times,
tV1—time of verification of received data and evaluation of directly available resources,
tD—time to make a decision to use own resources/use outsourcing,
tR2—time of processing and sending a request for external resources,
tV2—time of verification of received data and evaluation of external resources,
tFS—final solution selection time,
tA—time of acceptance and confirmation of resource reservation.
The above symbols are written in Figure 10 with superscripts that indicate a given

approach (T—traditional, BC—blockchain). Depending on the approach, the individual
components of the formula for calculating the duration of resources reservations can be
calculated in different ways. The Formulas (6)–(8) presented below concern the calculation
of time for the traditional approach in two versions, without and with outsourcing (TIR,
and TIE, respectively) and the BC approach (TBC).

TIR = tT
R1 + tT

W1 + tT
V1 + tT

D1 + tFS + maxi

(
tT
A,i

)
(6)

TIE = tT
R1 + tT

W1 + tT
V1 + tT

D1 +
∑i tT

R2,i

n
+ min

(
tL, maxi

(
tT
W2,i

))
+ tT

V2 + tFS + maxi

(
tT
A,i

)
(7)
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TBC = tBC
R1 + tBC

W1 + tBC
V1 + tFS + maxi

(
tBC
A,i

)
(8)

where:
i—number of external contractors,
n—number of employees handling resource planning,
tL—response waiting timeout.
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In the case of TIE (7), the handling of external requests tR2
T will be sequential, and its

duration can, with some approximation, be taken as the quotient of the sum of contact times
with external partners and the number of operators working in parallel. The waiting time
for all responses sent to external partners is calculated as the maximum value of waiting
times, limited by the fixed maximum time—tL, if the counterparty does not want to reply.

Table 5 presents exemplary values of times that were estimated for individual compo-
nents and a reference to the quality of the solution (sq). Values that usually last less than
a minute are rounded up to 1. Assuming a similar level of digitization of order handling
processes in the enterprise, it can be assumed that tFS is constant and independent of the
applied approach, and tR1

T = tR1
BC = 5, tW1

T = tW1
BC = 1, tV1

T = tV1
BC = 5, for which in real
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conditions there will certainly be slight differences in plus or minus. Time tD occurs only in
the traditional approach, but its value is small, therefore tD = 1 was assumed.

Table 5. List of estimated components of resource reservation time (min) and solution quality.

Approach tR1 tW1 tV1 tD tR2 tW2 tV2 tFS tA Sum(T) sq

IR 5 1 5 1 - - - 2 1 15 sqIR

IE 5 1 5 1 5 20 5 2 15 59 sqIE ≥ sqIR

BC 5 1 5 - - - - 2 1 15 sqBC ≥sqIR

The total TIE result is greatly influenced by the additional calculation cycle
tR2

T + tW2
T + tV2

T, which in the traditional approach must be run in the absence of availabil-
ity of an organization’s own resources. It takes a relatively long time, as it requires direct
contact with external partners (by phone, e-mail) and requires them to check the calendar
of resources with the required competences each time. For various reasons, answers are not
always provided immediately. For the same reason, the resource acceptance time tA is also
long in this case. The acceptance of only their own resources in TIR and by BC can be taken
as immediate. The example does not show the difference in the processing time of TIR

and TBC—in fact, they can also be comparable, assuming full digitization of the resource
reservation process. If, for some reason, BC contracts in the consortium network require
“manual” approval, the tA

BC time may be slightly longer. However, due to access to a wider
set of resources, the solutions offered by BC may be of equal or higher quality (sq).

The developed numerical example does not exhaust the issues of resource selection
for the scheduling process. It focuses on the basic parameters related to the assessment of
the broadly understood history of their work and location, as key in the demonstration
of BC technology. In real-life applications, the time interval within which an operation
can be planned is often wider than the duration of the operation itself. Figure 11 shows a
modification of the resource query in which the possible range for planning operations has
been extended.
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Figure 11. Exemplary extension of the problem (Figure 9), which requires additional consideration of
time/cost parameters consideration.

Depending on the adopted scheduling strategy, recommendations for arranging oper-
ations in a given range may be different and prefer the operation as early as possible (A) in
the indicated range—with the forward strategy, as late as possible (B)—with the backward
strategy, or it may not matter (C)—when it has no impact on other operations related to
the planned one. In cases A and B, the assessment of resources should take into account
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additional parameters related to the start time of operation (backward), completion time
(forward), as well as the calculation of the duration/resource operation cost, if they differ
for individual resources, etc. However, this does not fundamentally affect the manner in
which resources are serviced, booked and evaluated within a group of companies organized
in a consortium. Nevertheless, the extension of the model with such elements is the subject
of further research.

5. Summary and Conclusions

BC is considered to be a revolutionary digital distributed system based on cryptog-
raphy, i.e., a method of storing and transmitting information on the Internet on the basis
of detailed access of participants. In a distributed system, the owner, equipped with a
private key, has full control over transactions. Transactions are defined with unique codes
that prevent the same unit from being sent twice to several recipients. Importantly, BC
is the answer to the need for secure storage and effective data analysis, thanks to the
combination of data archiving, cybersecurity, authentication, access only for authorized
users and secure and distortion-free data handling. Modern production is more and more
often identified with the concept of intelligent production, it is fully integrated and its
assumptions are based on close cooperation between entities. This gives users the ability to
react immediately to changing requirements in the factory, supply networks and consumers
in real time [58,59]. The technology allows for the complete elimination of intermediaries,
i.e., entities (or institutions) that have full access to data in standard systems and perform
paid operations for a decentralized register.

This paper proposes a BC-based shared production resource registry project. The
technology allows for transparent data exchange and ensures security in cyberspace among
the cooperating production networks of many enterprises. The security of transactions is
ensured mainly by unique identification marks, transaction authentication by concluding
smart contracts and their authenticity. Each network user has a virtual identity corre-
sponding to the physical state of the institution (department, company or consortium of
enterprises) they represent.

The presented approach differs significantly from existing commercial Internet solu-
tions. When formulating their requirements and making them available on the network,
manufacturers expect credible answers and reliably machines to fulfill orders with the
highest quality and data security at the lowest cost, maximum efficiency and the shortest
lead time. All these aspects illustrate the importance of an innovative and flexible approach
to planning the use of production resources.

In traditional systems, cooperation usually takes place within several cooperating
companies. The demanding consumer market and its dynamism forces producers to change
their approach to production management and the implementation of innovative solutions
in the field of process planning and scheduling. Most of the emerging problems related to
the traditional management model seem to be solved by BCT.

The attempts to integrate the virtual environment and the real one presented by
the authors may soon lay the foundations for the factories of the future, in which it
will be possible to manage fully automated and robotic production using completely
remote control. Therefore, every effort should be made to create an extremely secure
space for process control and data exchange, resistant to cyberattacks, with the highest
throughput and the shortest uptime. The proposed architecture supports production and
increases its efficiency, and does not delay or slow down processes. According to the
authors’ knowledge, this is the first paper to integrate production planning and machine
resources management using BCT. The widespread computerization of industrial services
and the current era of Industry 4.0 motivate manufacturing companies to follow market
requirements and respond to new challenges. In the production sector, there are many
technological factors that enable working with a huge amount of business data (automation,
robotization, IoT) and bring new challenges, mainly in the field of cyber security [60–63].
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The direction of further research includes attempts to implement BCT in the processes
of selling or renting machine resources and other attempts to allocate resources equally
and scheduling tasks with constraints. Future proposals include the possibility of fully
automated order fulfillment, numerous options for simulation and sequential optimiza-
tion of all production processes. The authors plan to develop multi-criteria optimization
methods to build consensus on the problems of production planning. The authors plan to
develop online scheduling algorithms to achieve consensus among consortium members
on production planning.

Author Contributions: Conceptualization, B.B., K.K. and I.P.; methodology, B.B., K.K. and I.P.;
software, B.B. and K.K.; validation, B.B., K.K. and I.P.; formal analysis, B.B., K.K. and I.P.; investigation,
B.B., K.K. and I.P.; resources, B.B., K.K.; data curation, B.B., K.K. and I.P.; writing—original draft
preparation, B.B.; writing—review and editing, B.B., K.K. and I.P; visualization, B.B.; supervision,
K.K. and I.P. All authors have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.

Institutional Review Board Statement: Not applicable.

Informed Consent Statement: Not applicable.

Data Availability Statement: Not applicable.

Conflicts of Interest: The authors declare no conflict of interest.

References
1. Xu, L.D.; He, W.; Li, S. Internet of things in industries: A survey. IEEE Trans. Ind. Inf. 2014, 10, 2233–2243. [CrossRef]
2. Ernst, R.; Haar, J. Globalization, Competitiveness, and Governability: The Three Disruptive Forces of Business in the 21st Century; Palgrave

Macmillan: Cham, Switzerland, 2019.
3. Jabnoun, N.; Sahraoui, S. Enabling a TQM structure through information technology. Compet. Rev. Am. Soc. Compet. 2004, 14,

72–81. [CrossRef]
4. Cole, R.; Stevenson, M.; Aitken, J. BC technology: Implications for operations and supply chain management. Supply Chain

Manag. Int. J. 2019, 24, 469–483. [CrossRef]
5. Nakamoto, S. Bitcoin: A Peer-to-Peer Electronic Cash System. Decentralized Bus. Rev. 2009, 21260, 1–8. Available online:

https://bitcoin.org/bitcoin.pdf (accessed on 22 November 2021).
6. Buterin, V. Ethereum. 2015. Available online: https://ethereum.org/ (accessed on 22 November 2021).
7. Lamport, L. The part-time parliament. ACM Trans. Comput. Syst. 1998, 16, 133–169. [CrossRef]
8. Narayanan, A.; Bonneau, J.; Felten, E.; Miller, A.; Goldfede, S. Bitcoin and Cryptocurrency Technologies: A Comprehensive Introduction;

Princeton University Press: Princeton, NJ, USA, 2016.
9. Kumar, R.; Khan, F.; Kadry, S.; Rho, S. A Survey on BC for industrial Internet of Things. Alex. Eng. J. 2022, 61, 6001–6022.

[CrossRef]
10. IBM. Maersk and IBM Unveil First Industry-Wide Cross-Border Supply Chain Solution on Blockchain; IBM News Room: New York, NY,

USA, 2017.
11. Ho, G.T.S.; Tang, Y.M.; Tsang, K.Y.; Tang, V.; Chau, K.Y. A blockchain-based system to enhance aircraft parts traceability and

trackability for inventory management. Expert Syst. Appl. 2021, 179, 115101. [CrossRef]
12. Zhang, Y.; Kasahara, S.; Shen, Y.; Jiang, X.; Wan, J. Smart contract-based access control for the internet of things. IEEE Internet

Things J. 2019, 6, 1594–1605. [CrossRef]
13. Kandah, F.; Huber, B.; Altarawneh, A.; Medury, S.; Skjellu, A. BLAST: Blockchain-based trust management in smart cities

andconnected vehicles setup. In Proceedings of the 2019 IEEE High Performance Extreme Computing Conference (HPEC),
Waltham, MA, USA, 24–26 September 2019.

14. Mettler, M. Blockchain technology in healthcare: The revolution starts here. In Proceedings of the 2016 IEEE 18th International
Conference on e-Health Networking, Applications and Services (Healthcom), Munich, Germany, 14–16 September 2016.

15. A Document Blockchain Stamping Notary App. Available online: https://stampd.io/ (accessed on 25 May 2018).
16. Tian, F. An agri-food supply chain traceability system for china based on rfid blockchain technology. In Proceedings of the 2016

13th International Conference on Service Systems and Service Management (ICSSSM), Kunming, China, 24–26 June 2016.
17. Brousmiche, K.-L.; Heno, T.; Poulain, C.; Dalmieres, A.; Hamida, E.B. Digitizing, securing and sharing vehicles life-cycle over a

consortium blockchain: Lessons learned. In Proceedings of the 9th IFIP International Conference on New Technologies, Mobility
and Security (NTMS), 1st International Workshop on Blockchains and Smart Contracts (BSC), Paris, France, 26–28 February 2018.

18. Khanfar, A.; Iranmanesh, M.; Ghobakhloo, M.; Senali, M.; Fathi, M. Applications of BC Technology in Sustainable Manufacturing
and Supply Chain Management: A Systematic Review. Sustainability 2021, 13, 7870. [CrossRef]

http://doi.org/10.1109/TII.2014.2300753
http://doi.org/10.1108/eb046469
http://doi.org/10.1108/SCM-09-2018-0309
https://bitcoin.org/bitcoin.pdf
https://ethereum.org/
http://doi.org/10.1145/279227.279229
http://doi.org/10.1016/j.aej.2021.11.023
http://doi.org/10.1016/j.eswa.2021.115101
http://doi.org/10.1109/JIOT.2018.2847705
https://stampd.io/
http://doi.org/10.3390/su13147870


Sensors 2023, 23, 2308 21 of 22

19. Jabbar, R.; Dhib, E.; Ben Said, A.; Krichen, M.; Fetais, N.; Zaidan, E.; Barkaoui, K. BC Technology for Intelligent Transportation
Systems: A Systematic Literature Review. IEEE Access 2022, 10, 20995–21031. [CrossRef]

20. Casino, F.; Dasaklis, T.K.; Patsakis, C. A systematic literature review of blockchain-based applications: Current status, classification
and open issues. Telemat. Inform. 2019, 36, 55–81.

21. Di Francesco Maesa, D.; Mori, P. BC 3.0 applications survey. J. Parallel Distrib. Comput. 2020, 138, 99–114. [CrossRef]
22. Shrestha, A.K.; Vassileva, J. Blockchain-Based Research Data Sharing Framework for Incentivizing the Data Owners. In

International Conference on Blockchain; Springer: Cham, Switzerland, 2018; pp. 259–266.
23. Wu, A.; Zhang, Y.; Zheng, X.; Guo, R.; Zhao, Q.; Zheng, D. Efficient and privacy-preserving traceable attribute-based encryption

in blockchain. Ann. Telecommun. 2019, 74, 401–411. [CrossRef]
24. Zhang, Z.; Zhao, L. A Design of Digital Rights Management Mechanism Based on BC Technology. In International Conference on

Blockchain; Springer: Cham, Switzerland, 2018.
25. Zhu, L.; Wu, Y.; Gai, K.; Choo, K.K.R. Controllable and trustworthy blockchain-based cloud data management. Future Gener.

Comput. Syst. 2019, 91, 527–535. [CrossRef]
26. Bisht, D.; Singh, R.; Gehlot, A.; Akram, S.V.; Singh, A.; Montero, E.C.; Priyadarshi, N.; Twala, B. Imperative Role of Integrating

Digitalization in the Firms Finance: A Technological Perspective. Electronics 2022, 11, 3252. [CrossRef]
27. Li, J.; Wu, J.; Chen, L. Block-secure: BC based scheme for secure P2P cloud storage. Inf. Sci. 2018, 465, 219–231. [CrossRef]
28. Li, J.; Wang, X.; Huang, Z.; Wang, L.; Xiang, Y. Multi-level multi-secret sharing scheme for decentralized e-voting in cloud

computing. J. Parallel Distrib. Comput. 2019, 130, 91–97. [CrossRef]
29. Xia, Q.I.; Sifah, E.B.; Asamoah, K.O.; Gao, J.; Du, X.; Guizani, M. MeDShare: Trust-less medical data sharing among cloud service

providers via blockchain. IEEE Access 2017, 5, 14757–14767. [CrossRef]
30. Hammi, M.T.; Hammi, B.; Bellot, P.; Serhrouchni, A. Bubbles of Trust: A decentralized blockchain-based authentication systemfor

IoT. Comput. Secur. 2018, 78, 126–142.
31. Gao, X.; Zhang, W.; Zhao, B.; Zhang, J.; Wang, J.; Gao, Y. Product Authentication Technology Integrating BC and Traceability

Structure. Electronics 2022, 11, 3314. [CrossRef]
32. Chen, Y.; Li, H.; Li, K.; Zhang, J. An improved P2P file system scheme based on IPFS and Blockchain. In Proceedings of the 2017

IEEE International Conference on Big Data (Big Data), Boston, MA, USA, 11–14 December 2017.
33. Gaby, G.; Chandra, L.; Enderson, T. Towards Secure Interoperability between Heterogeneous Blockchains Using Smart Ctracts. In

Proceedings of the Future Technologies Conference (FTC), Vancouver, BC, Canada, 15–16 November 2017.
34. Novo, O. BC meets iot: An architecture for scalable access management in iot. IEEE Internet Things J. 2018, 5, 1184–1195. [CrossRef]
35. Hassan, M.U.; Rehmani, M.H.; Chen, J. Privacy preservation in BC based IoT systems: Integration issues, prospects, challenges,

and future research directions. Future Gener. Comput. Syst. 2019, 97, 512–529. [CrossRef]
36. Sheel, A.; Nath, V. Effect of blockchain technology adoption on supply chain adaptability, agility, alignment and performance.

Manage. Res. Rev. 2019, 42, 1353–1374.
37. Wang, Y.; Han, J.H.; Beynon-Davies, P. Understanding blockchain technology for future supply chains: A systematic literature

review and research agenda. Supply Chain Manage. Int. J. 2019, 24, 62–84. [CrossRef]
38. Jiang, T. Research on warehousing business process reengineering based on the Internet of Things. Internet Things Technol. 2019, 9,

61–64.
39. Gareis, M.; Parr, A.; Trabert, J.; Mehner, T.; Vossiek, M.; Carlowitz, C. Stocktaking Robots, Automatic Inventory, and 3D Product

Maps: The SmartWarehouse Enabled by UHF-RFID Synthetic Aperture Localization Techniques. IEEE Microw. Mag. 2021, 22,
57–68. [CrossRef]

40. Al-Jaroodi, J.; Mohamed, N. BC in Industries: A Survey. IEEE Access 2019, 7, 36500–36515. [CrossRef]
41. Leng, J.; Ye, S.; Zhou, M.; Zhao, J.L.; Liu, Q.; Guo, W.; Cao, W.; Fu, L. Blockchain-Secured Smart Manufacturing in Industry 4.0: A

Survey. IEEE Trans. Syst. Man Cybern. Syst. 2020, 51, 237–252. [CrossRef]
42. Balon, B.; Kalinowski, K.; Paprocka, I. Application of BC Technology in Production Scheduling and Management of Human

Resources Competencies. Sensors 2022, 22, 2844. [CrossRef]
43. Yao, Q.; Zhang, H. Improving Agricultural Product Traceability Using Blockchain. Sensors 2022, 22, 3388. [CrossRef]
44. Guo, X.; Zhang, G.; Zhang, Y. A Comprehensive Review of BC Technology-Enabled Smart Manufacturing: A Framework,

Challenges and Future Research Directions. Sensors 2023, 23, 155. [CrossRef]
45. Huh, S.; Cho, S.; Kim, S. Managing iot devices using blockchain platform. In Proceedings of the 19th International Conference on

Advanced Communication Technology (ICACT), PyeongChang, Korea, 19–22 February 2017; pp. 464–467.
46. Hu, B.; Chen, Y.; Yu, H.; Meng, L.; Duan, Z. Blockchain-Enabled Data-Sharing Scheme for Consumer IoT Applications. IEEE

Consum. Electron. Mag. 2022, 11, 77–87. [CrossRef]
47. Hamledari, H.; Fischer, M. Role of blockchain-enabled smart contracts in automating construction progress payments. J. Leg. Aff.

Disput. Resolut. Eng. Constr. 2021, 13, 04520038. [CrossRef]
48. Merkle, R.C. A digital signature based on a conventional encryption function. In Proceedings of the Crypto’87: A Conference on

the Theory and Application of Cryptographic Techniques on Advances in Cryptology, Santa Barbara, CA, USA, 16–20 August
1987; pp. 369–378.

49. Zhai, S.; Yang, Y.; Li, J.; Qiu, C.; Zhao, J. Research on the Application of Cryptography on the Blockchain. J. Phys. Conf. Ser. 2019,
1168, 032077. [CrossRef]

http://doi.org/10.1109/ACCESS.2022.3149958
http://doi.org/10.1016/j.jpdc.2019.12.019
http://doi.org/10.1007/s12243-018-00699-y
http://doi.org/10.1016/j.future.2018.09.019
http://doi.org/10.3390/electronics11193252
http://doi.org/10.1016/j.ins.2018.06.071
http://doi.org/10.1016/j.jpdc.2019.04.003
http://doi.org/10.1109/ACCESS.2017.2730843
http://doi.org/10.3390/electronics11203314
http://doi.org/10.1109/JIOT.2018.2812239
http://doi.org/10.1016/j.future.2019.02.060
http://doi.org/10.1108/SCM-03-2018-0148
http://doi.org/10.1109/MMM.2020.3042443
http://doi.org/10.1109/ACCESS.2019.2903554
http://doi.org/10.1109/TSMC.2020.3040789
http://doi.org/10.3390/s22082844
http://doi.org/10.3390/s22093388
http://doi.org/10.3390/s23010155
http://doi.org/10.1109/MCE.2021.3066793
http://doi.org/10.1061/(ASCE)LA.1943-4170.0000442
http://doi.org/10.1088/1742-6596/1168/3/032077


Sensors 2023, 23, 2308 22 of 22

50. Angeles, R. RFID technologies: Supply-chain applications and implementation issues. Inf. Syst. Manag. 2005, 22, 51–65. [CrossRef]
51. Liu, J.; Xie, M.; Chen, S.; Ma, C.; Gong, Q. An improved DPoS consensus mechanism in BC based on PLTS for the smart

autonomous multi-robot system. Inf. Sci. 2021, 575, 528–541. [CrossRef]
52. Kaul, C. Auto-ID in timber supply chain—Identifying single logs using RFID tags. In Proceedings of the FORMEC Conference,

Padova, Italy, 11–14 July 2010; pp. 1–7.
53. Sperandio, G.; Costa, C.; Figorilli, S.; Pallottino, F.; Scrinzi, G.; Colle, G.; Proto, A.; Macrì, G.; Antonucci, F.; Menesatti, P.

Valutazione economica delle tecnologie RFID e open source per la tracciabilità del legno in Calabria. Forest@ 2017, 14, 124.
[CrossRef]

54. Chen, F.; Xiao, Z.; Cui, L.; Lin, Q.; Li, J.; Yu, S. BC for Internet of things applications: A review and open issues. J. Netw. Comput.
Appl. 2020, 172, 102839.

55. Paprocka, I.; Kempa, W.M.; Skołud, B. Predictive maintenance scheduling with reliability characteristics depending on the phase
of the machine life cycle. Eng. Optim. 2021, 53, 165–183. [CrossRef]

56. SomayyehGholami/Implementing-Smart-Blockchain. Available online: https://github.com/SomayyehGholami/Implementing-
Smart-Blockchain (accessed on 22 November 2021).

57. Kbrs Software. Available online: https://cim.polsl.pl/dla-studenta/oprogramowanie-kbrs (accessed on 22 November 2021).
58. Zhang, C.; Chen, Y.; Chen, H.; Chong, D. Industry 4.0 and its implementation: A review. Inf. Syst. Front. 2021. [CrossRef]
59. Vinodh, S.; Antony, J.; Agrawal, R.; Douglas, J.A. Integration of continuous improvement strategies with Industry 4.0: A

systematic review and agenda for further research. TQM J. 2020, 33, 441–472. [CrossRef]
60. Onu, P.; Mbohwa, C. Industry 4.0 opportunities in manufacturing SMEs: Sustainability outlook. Mater. Today Proc. 2021, 44,

1925–1930. [CrossRef]
61. Jepsen, S.C.; Mork, T.I.; Hviid, J.; Worm, T. A pilot study of Industry 4.0 asset interoperability challenges in an Industry 4.0

laboratory. In Proceedings of the 2020 IEEE International Conference on Industrial Engineering and Engineering Management
(IEEM), Singapore, 14–17 December 2020.

62. Mosterman, P.J.; Zander, J. Industry 4.0 as a Cyber-Physical System study. Softw. Syst. Model. 2015, 15, 17–29. [CrossRef]
63. Grusho, A.A.; Zabezhailo, M.I.; Piskovski, V.O.; Timonina, E.E. Industry 4.0: Opportunities and Risks in the Context of Information

Security Problems. Autom. Doc. Math. Linguist. 2020, 54, 55–63. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

http://doi.org/10.1201/1078/44912.22.1.20051201/85739.7
http://doi.org/10.1016/j.ins.2021.06.046
http://doi.org/10.3832/efor2267-014
http://doi.org/10.1080/0305215X.2020.1714041
https://github.com/SomayyehGholami/Implementing-Smart-Blockchain
https://github.com/SomayyehGholami/Implementing-Smart-Blockchain
https://cim.polsl.pl/dla-studenta/oprogramowanie-kbrs
http://doi.org/10.1007/s10796-021-10153-5
http://doi.org/10.1108/TQM-07-2020-0157
http://doi.org/10.1016/j.matpr.2020.12.095
http://doi.org/10.1007/s10270-015-0493-x
http://doi.org/10.3103/S000510552002003X

	Introduction 
	Literature Review and Related Research Work 
	Goals and Approaches 

	Production Planning Method Based on Blockchain Technology 
	Motivation of Using Blockchain Technology in Production Planning 
	Production Planning Network 
	Production Planning Algorithm 

	Numerical Example 
	Discussion 
	Summary and Conclusions 
	References

