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Abstract: Spoofing interference is one of the most emerging threats to the Global Navigation Satellite
System (GNSS); therefore, the research on anti-spoofing technology is of great significance to im-
proving the security of GNSS. For single spoofing source interference, all the spoofing signals are
broadcast from the same antenna. When the receiver is in motion, the pseudo-range of spoofing
signals changes nonlinearly, while the difference between any two pseudo-ranges changes linearly.
Authentic signals do not have this characteristic. On this basis, an anti-spoofing method is proposed
by jointly monitoring the linearity of the pseudo-range difference (PRD) sequence and pseudo-range
sum (PRS) sequence, which transforms the spoofing detection problem into the sequence linearity
detection problem. In this paper, the model of PRD and PRS is derived, the hypothesis based on the
linearity of PRD sequence and PRS sequence is given, and the detection performance of the method is
evaluated. This method uses the sum of squares of errors (SSE) of linear fitting of the PRD sequence
and PRS sequence to construct detection statistics, and has low computational complexity. Simulation
results show that this method can effectively detect spoofing interference and distinguish spoofing
signals from authentic signals.

Keywords: Global Navigation Satellite System (GNSS); security; spoofing interference; pseudo-range
difference (PRD); pseudo-range sum (PRS); linearity; sum of squares of errors (SSE)

1. Introduction

Global Navigation Satellite System (GNSS) has the unique technical characteristics of
all-weather, all-day, and global coverage and has become the most widely used space-based
radio positioning system at present [1,2]. While it is widely used, the security of GNSS
has been paid more attention [3]. Due to the inherent vulnerability of GNSS, such as weak
signal power, publicly known civil signal structure, slow message update, etc., GNSS is vul-
nerable to external interference, and its security is seriously threatened [4,5]. In its current
form, the main types of GNSS interference include suppression interference and spoofing
interference. Suppression interference interferes with the target receiver by transmitting
high-power signals, which reduces its positioning performance and even makes it impos-
sible to locate [6]. However, the effect of suppressing interference is dominant. It is easy
for the attacked receiver to find out that it has been suppressed and take countermeasures
accordingly. The more covert spoofing interference induces the receiver to output wrong
positioning results by broadcasting false signals with the same structural characteristics
and different parameters as GNSS signals [7]. Compared with suppression interference,
spoofing interference does not require high power, and its interference effect is more con-
cealed, so its potential harm is higher [8]. The research on anti-spoofing technology is of
great significance to improving the security of GNSS, which has gradually been widely
valued by academic circles and has become a new research hotspot [9,10].
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According to the number of spoofing sources, spoofing interference can be divided
into two modes: single spoofing source interference and multiple spoofing sources inter-
ference [11]. Single spoofing source interference means that a spoofing source transmits
multiple spoofing signals, which is the most common spoofing interference mode at present.
In this way, the spoofing signals can be consistent without knowing the target receiver
position [12]. Multiple spoofing sources interference means that each spoofing source
produces a spoofing signal, and all the spoofing signals are transmitted to the receiver
from different directions. This way is closer to the actual scene. Nevertheless, to make
the spoofing signals meet the consistency, the receiver position should be known, and the
spoofing sources need to synchronize accurately through the communication link, which
requires high implementation cost and technical level. Up to now, the interference mode of
multiple spoofing sources cooperative spoofing is still in the theoretical research stage, and
there is no public report in the literature.

Because of the complexity of spoofing interference, the principles of anti-spoofing
methods are quite different. The anti-spoofing method based on C/NO monitoring as-
sumes that the C/NO of spoofing signals exceeds the normal range, but if the spoofing
signals are broadcast together with noise, this method will be invalidated [13]. The signal
quality monitoring method can detect the traction spoofing interference based on the fact
that overlapping correlation peaks in the traction process will lead to distortion of the
autocorrelation function but is ineffective when correlation peaks are separated [14]. The
receiver autonomous integrity monitoring method detects spoofing interference accord-
ing to the consistency of authentic signals, but it will fail when spoofing signals tend to
be consistent [15].

For single spoofing source interference, an important feature is that all spoofing signals
are broadcast from the same antenna. Therefore, the incidence angles of all spoofing signals
are the same, while those of authentic signals are different. According to this, methods based
on multiple antennas or multiple receivers can effectively detect spoofing interference [16-21].
However, these methods not only need to synchronize the observations of all antennas or
receivers but also need to add extra hardware, which leads to high complexity and cost.
In addition, methods based on mobile receivers are also effective [22-24]. All spoofing
signals have the same propagation path, while the authentic signals from different satellites
have different propagation paths. Therefore, when the receiver moves, some observations
of the authentic signals and the spoofing signals will show different changes. Previous
studies assumed that the channel gains or carrier Doppler shifts of all the spoofing signals
are correlated, so spoofing interference can be detected by monitoring the correlation of
channel gains or carrier Doppler shifts between different signals. However, the change in
channel gain is related to the distance between the spoofing source and the receiver. The
farther the distance, the less obvious the channel gain variation caused by the receiver
motion [11]. In addition, the change in carrier Doppler shift is related to the velocity change
in the receiver. The smaller the velocity change, the less obvious the carrier Doppler shift
variation caused by the receiver motion.

Based on the above considerations, this paper proposes an anti-spoofing method for
single spoofing source interference, which jointly monitors the linearity of the pseudo-
range difference (PRD) sequence and pseudo-range sum (PRS) sequence. In a short time,
the pseudo-range variation caused by the satellite motion is linear. For spoofing signals,
although the variations in pseudo-ranges caused by the receiver motion are nonlinear,
these variations are the same. Consequently, the pseudo-range of spoofing signals changes
nonlinearly, while the difference between any two pseudo-ranges changes linearly. For
authentic signals, it does not have this characteristic. Therefore, we can detect spoofing
interference by monitoring the linearity of the PRD sequence and PRS sequence and
distinguishing between authentic signals and spoofing signals. Compared with the existing
research, the proposed method can effectively solve the problem of spoofing detection
even when the distance between the spoofing source and the receiver is far away or the
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velocity of the receiver changes slowly, which shows that the performance of the method is
more robust.

Subsequent sections of this paper are arranged as follows. In Section 2, the models of
PRD and PRS are derived, and their linear problems are analyzed. In Section 3, hypothesis
testing is given, linearity detection statistics are constructed, and false alarm probability
and detection probability are analyzed. Section 4 shows the simulation results. Section 5
summarizes the content of this paper.

2. Linearity Analysis
2.1. Pseudo-Range Sequence Linearity Analysis

The pseudo-range measurement value p of the authentic signal is as shown in Equation (1):
p=r+c(éty —ts +1+T)+e, 1)

where r represents the geometric distance between satellite and receiver; ¢ represents the
speed of light; 6t,, and ¢, represent receiver clock error and satellite clock error, respectively;
I'is ionospheric delay; T is tropospheric delay; and ¢ represents pseudo-range measurement
noise, which can be considered as Gaussian white noise.

Define the pseudo-range sequence g ; = 0i(0), - pi(k), - pi(K=1) ].pi(k)
denotes the pseudo-range measurement value of the signal 7 at the k-th measurement time.
The measurement time interval is At, and the sequence length is K. In a short time, the
changes in ionospheric delay, tropospheric delay, and satellite clock error are very small
and can be ignored. In addition, since the distance between the satellite and receiver is far
enough, the position change of the satellite and receiver in a short time is very small relative

5
to the distance between them. Therefore, the unit observation vector [ ; of the satellite at
the receiver can be considered constant. Thus, p;(k) can be approximately expressed as

—

.
0i(k) = AT (k) - 1 — AT (k) - 1+ ¢ - 5tu(k) +&(k) + Cny. 2)

In Equation (2), Cn; = p;(0) — ¢ - 6t,(0) — €;(0) is a constant; A?s/i(k) and A?u(k)
represent the position vectors of the satellite and the receiver from time 0 to time k, respectively.
—

A?S,i(k) - I ; means the radial projection component of the satellite position change.
The radial acceleration of the satellite is less than 2 x 107> m /s> [11]. The radial acceleration
is so small that it has little effect on radial velocity. Therefore, in a short time, it can be

ﬁ
considered that the radial velocity is constant, which means that A7s,,‘ (k) - 1 varies linearly.
The receiver is driven by a stable clock, and its clock drift does not change obviously with
time [25]. Therefore, the receiver clock difference dt, (k) can also be considered to vary

—
linearly in a short time. When the receiver velocity is constant, AT, (k) - 1; changes linearly

KA
with time. When its velocity changes, AT, (k) - I; changes nonlinearly. According to the

above analysis, the elements in ﬁi are linear when the receiver moves at a uniform velocity,
and nonlinear when the receiver moves at a variable velocity.

In case of spoofing signal, under the assumption that the position of the spoofing
source is unchanged, p;(k) can be approximately expressed as

- —P — U

pilk) = Argi(k)- 1 —Ary(k)- 1 (k) + Bpp,i(k) +c-ty(k) + e (k) + Cn;, 3)

u
where TIP represents the unit observation vector of the satellite at the spoofing source, ? (k)
represents the unit observation vector of the spoofing source at the receiver, and Ap,, (k)
represents the difference between the additional component of the spoofing source at time
k and time 0. It should be emphasized that in addition to the assumption that the spoofing
source is stationary, we also need to assume that the additional component of the spoofing
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source to any signal changes linearly, which is the prerequisite for the effectiveness of the

proposed method. Thus, Ap,, ;(k) can be considered to vary linearly.

—P
Since the distance between the satellite and the spoofing source is far enough, [;

N
can be considered to be constant in a short time, so that A7s,i<k) - I; varies linearly with
U
time. While for I (k), due to the distance between the spoofing source and the receiver
U
being relatively close, I (k) will change continuously with the movement of the receiver.

—u
Therefore, whether the receiver is moving at a uniform velocity or not, ATy (k)- 1 (k)is

. e .= .
nonlinear with time, and then the elements in p; are nonlinear.

2.2. PRD Sequence Linearity Analysis

Defining A;ij = [Apij(0), --- Apij(k), --- Apii(K—1) | is the sequence of
measured pseudo-range differences between the signal i and the signal j, where Ap;;(k) can
be denoted as

Apij(k) = pi(k) — pj(k). 4)

If the two signals are authentic signals, Ap;;(k) can be derived as

— - —

- — — —
Apl](k) ~ Arsri(k) . li —Al’s,j(k) . l] - Aru(k) . <li— l]) +Ei(k) —Sj(k) —i—ACni]-, (5)

where ACnjj = (p;(0) —£;(0)) — (0j(0) —¢;(0)) is a constant. The pseudo-range variation

c - 0t, (k) caused by the change in the receiver clock difference is eliminated in the calculation
- =

— —
process. In a short time, A?s,i(k) - l;and A?S,]'(k) - I j change linearly, and I ; — [ ; can be
considered unchanged. Therefore, it is not difficult to conclude that the elements in Azij
are linear when the receiver moves at a uniform velocity and nonlinear when the receiver
moves at a variable velocity.

If the two signals are spoofing signals, Ap;j(k) can be derived as

—Pp —P

— —
Apij(k) = Argi(k)- 1; —Argsi(k)- 1+ Dpyi(k) — Dpp,i(k) +ei(k) — (k) + ACnyj. (6)
N u
The pseudo-range change Ar (k) - I (k) caused by the change in receiver position is

eliminated in the calculation process. In this case, the elements in Azi]- are linear regardless
of whether the receiver is moving at a uniform velocity or a variable velocity.

If one of the two signals is an authentic signal and the other is a spoofing signal, Ap;;(k)
can be derived as

- —p - —u
893 (8) % 87 5(8) - 5= AT j06) - 1 = a7l (1= 170
80y (K) +&(K) — (k) + ACn

@)

—u —u
Since ! (k) will change during the motion of the receiver, A?u(k) - 1 (k) changes
nonlinearly with time regardless of whether the receiver moves at a uniform velocity, which
means that the elements in Aﬁij are nonlinear.

2.3. PRS Sequence Linearity Analysis

Defining ZBU = [Zp;(0), --- Zpjj(k), --- Zp;(K—1) | is the sequence of
measured pseudo-range sums between the signal i and the signal j, where Xp;;(k) can
be denoted as

Zpjj(k) = pi(k) + p;(k). (8)



Sensors 2023, 23, 8418 50f17

If the two signals are authentic signals, £p;;(k) can be derived as

N — N — N N
sz](k> ~ Arsli(k) . li+A7’5,]‘(k) . l] —Aru(k) . <Zi+ l]) +2C'5tu<k)
+€i(k)+8j(k) +ZCI‘IZ‘]'

)

where ZCn;; = (0;(0) — ¢ - 6£,(0) — £;(0)) + (p;(0) — c - 6t,(0) — £j(0)) is a constant. In a
- - - =
short time, A?S,i(k) - l;and A?s,j(k) - | j change linearly, and I; + [ ; can be considered

unchanged. Therefore, it is not difficult to conclude that the elements in Zzij are linear
when the receiver moves at a uniform velocity and nonlinear when the receiver moves at a
variable velocity.

If the two signals are spoofing signals, Zp;j(k) can be derived as

N —p N —p N —u
Zpl](k) ~Ar s,i(k) -1 i + A rs,j(k) . l] —2Ar u(k) -1 (k) + App’i(k) + App,](k) (10)
+2¢- Ot (k) +e;(k) + L (k) + ZCI’IZ‘]‘

If one of the two signals is an authentic signal and the other is a spoofing signal, Xp;; (k)
can be derived as

—u

- - - —P — -
Zpl](k) ~ Ars,i<k) . li+Ars,]‘(k) . l] — Ai’u(k) . ll'—|- I (k) +App,]‘(k).
+2c¢- Oty (k) +¢e;(k) + €](k) + ZCl‘li]‘

(11)

—u
For the two cases, since | (k) will change during the motion of the receiver, AT, (k) -
—su

I (k) will change with time regardless of whether the receiver moves at a uniform velocity,
which means that the elements in ZHU are nonlinear.

2.4. Analysis Summary

Based on all the above analysis, we can draw a conclusion, as shown in Table 1. Case 1
indicates that the two signals are authentic signals. Case 2 indicates that the two signals are
spoofing signals. Case 3 indicates that one of the two signals is an authentic signal and the
other is a spoofing signal.

Table 1. Linearity analysis results of PRD sequence and PRS sequence.

Case 1 Case 2 Case 3
Constant  Variational = Constant Variational Constant Variational
— . . . . . .
Ap ij linear nonlinear linear linear nonlinear nonlinear
— . . . . . .
o i linear nonlinear nonlinear nonlinear nonlinear nonlinear

3. Anti-Spoofing Method
From the analysis in Section 2, it can be seen that when the two signals are spoofing
signals, the PRD sequence A_p>l-]- is linear, while the PRS sequence Z;i]- is nonlinear. In other

cases, this characteristic is not satisfied. Accordingly, the detection result Azi]- is linear and

Z_p)z-]- is nonlinear, indicating that the signal i and the signal j are spoofing signals from
the same spoofing source. Although no definite conclusion can be obtained from other
detection results, all authentic signals and spoofing signals can still be distinguished with
traversal detection.

The specific detection process includes the following two steps.
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<  Step 1: Randomly select two signals and use the proposed method to detect whether
they are both spoofing signals. If yes, proceed to Step 2. If not, we will reselect
two signals for detection until two spoofing signals are selected.

<> Step 2: For the other signals, except the two spoofing signals, one of them is selected
in turn to be jointly detected with any one of the spoofing signals.

For Step 2, on the premise that one signal is a spoofing signal, the proposed method
can directly determine whether the other signal is an authentic signal or a spoofing signal.
As a result, all authentic signals and spoofing signals can be judged.

The above spoofing detection process is represented with a flowchart, as shown in
Figure 1. Next, this section will introduce the detection method of the linearities of PRD

sequence Azij and PRS sequence Z?ij involved in the spoofing detection process.

Step 1 Step 2

Begin

. g

i< N g

»

no yes g
N

i=i+1
j=1

umouy| dae s[eusdis
il  Sujoods om) 93 Jo
[ pue 1 sI9quINu Ay J,

A4

signal i and signal j

signal k is a signal k is a
are spoofing signals, spoofing signal authentic signal

A A
— (=) )

Figure 1. Flowchart corresponding to spoofing detection process.

3.1. PRD Sequence Linearity Detection

In the linearity detection of the PRD sequence, two hypotheses for PRD sequence Azij
are as follows:

Hap: Azi]- is nonlinear
= . . (12)
Hpq: Api]. is linear
For A_p:»j, we can calculate its least square linear regression model:
A;ij(k) = ap; xk+ bag, (13)

where EA,;‘]‘ and b ;; are the estimated model parameters and A;ij(k) represents the
estimated value of Ap;;(k) obtained with a linear model.
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Under the Hp o hypothesis, Ap;;(k) can be expressed as
Apij(k) = ga,ij(k) +wap(k), (14)

where g ;i(k) represents a nonlinear equation and w (k) is Gaussian white noise. The

variance of wp g (k) is 012].:

(71-2]- = (fiz + a]-z. (15)

o? and (7]-2 denote the pseudo-range measurement noise variance of the signal i and the
signal j, respectively. In this case, the difference between the actual value and the estimated
value Ax;;(k) can be deduced as follows:

Axij(k) = Bpij(k) = Np (k)
= (8a,ij(k) +wao(k)) — (EA,ij x k+ ZA,ij) : (16)
= Haij(k) +wao(k)
Therefore, Ax;j(k) obeys the Gaussian distribution with mean value p ;;(k) and vari-
ance 02

l]‘
Under the Hp 1 hypothesis, Ap;j(k) can be expressed as

Dpij(k) = anij X k +ba,ij + wa (k), 4

where a, ;; and by ;j are model parameters, wp 1 (k) is Gaussian white noise, and its variance
is also 02. Thus, the difference between the actual value and the estimated value Axij(k)
can be deduced as follows:

Axijj(k) = Dpij(k) — A;ij(k)
= (anjij X k+bpij+wp (k) — (EA,ij X k+ bA,ij)

= (HA,ij - ;A,ij) X k+ (bA,ij - bA,ij) + wa 1 (k)
~ wp 1 (k)

(18)

Compared with wa 1 (k), a Ajij— a a,ijand by jj — b jj are very small and can be ignored.
Therefore, Ax;j(k) obeys the Gaussian distribution with zero mean and 0'1'2]' variance.

A?ij = [Ax;j(0), -+ Axj(k), --- Ax;(K—1) ] is called the fitting error se-
quence of the PRD sequence. The effect of linear fitting can be evaluated using the sum of
squares of errors (SSE) between actual data and estimated data. The smaller the SSE, the
better the linear fitting effect. Based on this, we construct the linearity detection statistic
AT;j corresponding to the PRD sequence:

B R S L IAN
ATU—Kk;OAxU(k) _EO( NP > . (19)

It can be proved that under the hypothesis of Hp g, AT;; obeys the non-central chi-
square distribution with the degree of freedom K and the non-central parameter A aij- And
under the Hy 1 hypothesis, AT;; obeys the central chi-square distribution with the degree

of freedom K. ,

Hpo: AT ~ x2( K Ap s ”ff)
A,O . ] NX 7 A,l]/?

s (20)
Hpp: ATy ~ x* K,O,Il(])
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The non-central parameter A, j; is as follows:

Kl a2 1K 2
o k;( VK ) g L (1K) 1)

When the degree of freedom is large enough, the chi-square distribution can be
approximately Gaussian distribution [26]. According to this characteristic of chi-square
distribution, the distribution of AT;; under the Hy ¢ hypothesis and the Hy 1 hypothesis
can be approximately expressed as

208 402
Hap: ATij ~ N O’izj + )\A,ij/ Tl/ + KUAA,{])
204 (22)
Hpjq: ATy ~ N( 02 ”)
Al ij ij” K
Figure 2 shows the probability density function of the linearity detection statistic
AT;j under different hypotheses, where the solid lines are the theoretical curves calculated
according to the Equation (22), and the star points are the statistical results obtained through
10,000 Monte Carlo random experiments. Figure 2a,b correspond to the Hj ¢ hypothesis,
where their central parameters are A5 ;; = 100 and A ;; = 200, respectively, while Figure 2c
corresponds to the Hy ; hypothesis. It can be found that the simulation results are very
close to the theoretical results. Under the Hp 1 hypothesis, ATj; is closer to zero, and the
smaller the noise variance and the longer the sequence length, the more concentrated the
distribution of ATjj. Under the Hp o hypothesis, the mean and variance of ATjj increase
with the increase in central parameters.

0.045 0.045
0.030 0.030
pdf pdf
0.015 0.015
0.000 0.000
0 100 200 300 400 0 100 200 300 400
AT; AT,
(@) Hyg: 7\'A,ij =100 (b) Hy o 7\'A,ij =200
0.12
—— * 0;’=25, K=50
0.09 —— * g;=25 K=100
— % 2= =
0.06 - 6;°=50, K=50
pdf 2
—— * =50, K=100
003 —— * ¢;?=100, K=50
0.00 —— * ¢;°=100, K=100
0 100 200 300 400
AT;
(©) HA,]

Figure 2. Probability density function of the linearity detection statistic corresponding to PRD
sequence under different hypotheses.
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3.2. PRS Sequence Linearity Detection

In the linearity detection of the PRS sequence, two hypotheses for PRS sequence Z;ij
are as follows:

Hs: Zﬁi‘ is linear
fistmear (23)
Hy,:Xp ij is nonlinear

Similarly, the difference between the actual value and the estimated value obtained
with linear fitting Zzi]. is represented by Xx;;(k). Under the Hy o hypothesis, Zx;;(k)
obeys the Gaussian distribution with zero mean and ‘Tizj variance. Under the Hy ; hypoth-
esis, Lx;j(k) obeys the Gaussian distribution with mean value py (k) and variance afj.
Z;i]’ = [Zx4(0), --- Zx;j(k), --- Zx;j(K—1) ] is called the fitting error sequence
of the PRS sequence. Constructing the linearity detection statistic £T}; corresponding to the
PRS sequence:

L= = W
T =— Y Zui(k)* = ( / ) . (24)
YT K kgo 1 Z \/E
It can be proved that under the hypothesis of Hy o, £T;; obeys the central chi-square
distribution with the degree of freedom K. And under the Hu 1 hypothesis, £T;; obeys
the non-central chi-square distribution with the degree of freedom K and the non-central
parameter Ay, ;.

o2
Hs: T ~ x*( K0, 1&’)
2\ - (25)
2 %ij
Hyq : 2Ty ~ x°( K Asij ¢

The non-central parameter Ay j; is as follows:

K—1 g 2 K—1
Avij= ) <y2}1ik)) = % Y (i(0))”. (26)

k=0 k=0

Combined with the previous analysis, when the degree of freedom is large enough,
the chi-square distribution can be approximately Gaussian distribution. Therefore, the
distribution of £T;; under different hypotheses can be derived:

2 2
Hyo: 2Tij ~ N{ 73, %

Hs+ 2T N|( o2 2(#1.;. 4Ui2]' . @)
z1: 2T ~ N{ o+ Ay i, & + K)\Z,ij)

Figure 3 shows the probability density function of the linearity detection statistic
2.T;; under different hypotheses, where the solid lines are the theoretical curves calculated
according to the Equation (27), and the star points are the statistical results obtained through
10,000 Monte Carlo random experiments. Figure 3a corresponds to the Hy o hypothesis,
while Figure 3b,c correspond to the Hy ; hypothesis, where their central parameters are
Ay,ij = 100 and Ay ;; = 200, respectively. It can be found that the simulation results are
very close to the theoretical results. Under the Hy o hypothesis, £T;; is closer to zero, and
the smaller the noise variance and the longer the sequence length, the more concentrated
the distribution of 2Tjj. Under the Hy, o hypothesis, the mean and variance of LTjj increase
with the increase in central parameters.



Sensors 2023, 23, 8418

10 of 17

0.12
—— * 5;°=25, K=50
0.09 - —— * o;’=25 K=100
—_— % 2= =
0.06 | o’ =50, K=50
pdf )
—— * g;?=50, K=100
0.03 1 —— * 62=100, K=50
0.00 —— & o;>=100, K=100
0 200 300 400
(a) Hz,o
0.045 0.045
0.030 0.030
pdf pdf
0.015 0.015
0.000 0.000
0 200 300 400 0 100 200 300 400
(b) Hy j: Ay = 100 (©) Hy y: Ay ;i = 200

Figure 3. Probability density function of the linearity detection statistic corresponding to PRS
sequence under different hypotheses.

3.3. Detection Performance Analysis
From the analysis in Section 2, it can be seen that the noise contained with the PRD
Apjj(k) is €;(k) — ¢j(k), and the noise contained with PRS XZp;;(k) is €;(k) +¢;(k). &;(k)
and ¢;(k) are not correlated. Therefore, the variance of ¢;(k) — ¢;(k) and ¢;(k) + ¢;(k) is
2

o = o2+ 0']-2. The correlation coefficient 77;; between them can be derived as

cov (g;(k) —egj(k), e (k) +€;(k)) _ o? —(7].2'
Vvar(ei) = gi(0) -var(eill) +(0) %+

Nij = (28)

When the pseudo-range measurement noise variances o7 and (7].2 are equal, the correla-
tion coefficient is 77;; = 0, which means that the PRD sequence A p ;; is not correlated with
the noise contained in the PRS sequence Z?ij- When o7 # 0]2, A?i]. is correlated with the

noise contained in Zzij, and the greater the difference between the two noise variances,
the higher the correlation. Considering that the spoofing signals broadcast by the same
spoofing source have similar power, to simplify the problem, it is assumed that the noises
contained in Azi]- and Zzij are not correlated. That is to say, the detection of PRD sequence
linearity is independent of the detection of PRS sequence linearity.

For the PRD sequence and PRS sequence linearity detection, since the noise variance is
0'1-2]- and the detection length is K, the same detection threshold < can be set. In the linearity
detection of the PRD sequence, the Hy o hypothesis is considered to be valid when AT;; > 7,
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and the Hp 1 hypothesis is considered to be valid when AT;; < 7. Combined with the
Equation (22), the false alarm probability Py ¢, and the detection probability P, 4 can be
derived as follows:

2
N L Gy
PA,fa = P(ATZJ S ’)’|HA’O) ~ 1 - Q 205, 402 )
1 1
& ' i (29)
707
2(714].

K

Ppq = P(AT; < y|Hp1) =#1-Q

where Q(-) is the right tail probability function. In the linearity detection of the PRS
sequence, the Hy ¢ hypothesis is considered to be valid when XT;; < v, and the Hy,
hypothesis is considered to be valid when XT;; > 7. Combined with the Equation
(27), the false alarm probability Py ¢, and the detection probability Py, 4 can be derived
as follows:

. of ™
Ps.fa = P(XT;j > 7|Hypo) = Q| ——7
Pk
()
2714, 47%
=+ A

(30)
Pgg4 = P(XT;; > 7|Hz1) = Q

For the method proposed in this paper, the false alarm probability P, and detection
probability Py of joint detection can be expressed as

{ P, = P(AT;; <y and IT;; > ¥|(Hag or Hx)) (31)

Py = P(ATU < yand ZTIJ > ’)/|(HA/1 and HZ,l)) ’

Since it is assumed that the PRD sequence linearity detection is independent of the
PRS sequence linearity detection, Pr, and Py can be further derived:

Py, = P(AT; <v|Hap)-P(ET;j > v|Hzp) + P(AT;; < v|[Han) - P(ET;; > 7|Hso)

+P(AT;; < 7y|Hpp) - P(XT;; > y|Hs,1 ) , (32)
= Pajga - Psfat+ Pad - Psgat PagaPra

Py = P(AT;; < y|Ha1) - P(ET;j > v|Hs1) = Pag - Pra- (33)

The false alarm probability P, and detection probability Py of joint detection corre-
sponding to the detection threshold < in different scenes are shown in Figure 4. Compared
with the Figure 4a,b, the increase in noise variance makes Py, higher and P4 lower. Com-
pared with the Figure 4a,c, the reduction in sequence length makes P, higher and P4
lower. Compared with the Figure 4a,d, the decrease in non-central parameter A, ;; makes
Py, increase, and P4 remains unchanged. Compared with the Figure 4a,e, the decrease in
non-central parameter Ay ;; reduces Py, and Py.

The lower the false alarm probability and the higher the detection probability,
the better the detection performance. Furthermore, we count the difference Py — Py,
between the detection probability and the false alarm probability corresponding to
the detection threshold 7 in different scenes, as shown in Figure 5. It is not difficult
to find from the figure that the smaller the noise variance, the longer the sequence
length, and the larger the non-central parameters A5 ;; and Ay jj, the better the detec-
tion performance.



Sensors 2023, 23, 8418

12 of 17

0 100 200 300

(b)

0 100 200 300

(d)

0 100 200 300
v

_Pfa amm— P

d
Y A’IJ Z,IJ

(b) 5,2 = 100, K=100, A, =100, A5 ;=100
! Ajj % ij

(¢)6,>=50, K=50, M\,;=100, Ay;=100
Y Aij PR}

(d) 0> =50, K=100, A,;=60, Ag;=100

2 _ — — —
(€) 6;2=50, K=100, A, ;=100, Ay ;=40

(©

0 100 200 300
Y
(e)
10F
08
>
=0.6
=
£04;
o
02
0 100 200 300
y

Figure 4. False alarm probability and detection probability corresponding to detection threshold.
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4. Simulation Results and Analysis

In this section, the feasibility of the method will be verified with simulation tests.
Simulation scenes are divided into the uniform motion scene and the circular motion scene,
as shown in Figure 6. The authentic signals and spoofing signals in the two scenes are
generated with the GNSS signal source simulator, sampled and stored in signal memory,
and then processed with the GNSS software receiver.

The number of test signals is 8, in which the PRNs of authentic signals are 2, 11, 14,
and 21, and the PRNs of spoofing signals are 5, 10, 16, and 33. The standard deviation of
the pseudo-range measurement error of all signals is set to 3 m. This assumption implies
that the noise variance of PRD and PRS for any two signals is 18. The receiver tracks
the collected signals and obtains the measured pseudo-range sequence with the sequence
length K = 120 and the time interval At = 0.1 s. The difference between two measurement
pseudo-range sequences is selected to form a PRD sequence, and the sum forms a PRS
sequence. Each PRD sequence and PRS sequence is linearly fitted to obtain fitting error
sequences, and the detection statistics are obtained by statistics. The detection threshold
v = 30. For this threshold, the probability that the sequence is linear but the detection
result is nonlinear will be less than 0.001%.

O & ©
“ - -

e
~

Spoofing Spoofing N
Source | Source !
Receiver Receiver
(a) uniform motion (b) circular motion

Figure 6. Two simulation scenes.

4.1. Uniform Motion Scene Test

In the uniform motion scene test, the distance between the spoofing source and the
target receiver is 1000 m at O time, and the speed of the receiver is 40 m/s. The fitting

error sequences A?ij and Z?ij correspond to the PRD sequence and the PRS sequence, and
the linearity detection statistics AT;; and XT;; obtained by statistics are shown in Figure 7.
In the case of two authentic signals, as shown in Figure 7a, both ATi]- and ZTi]- are below
the threshold. For the case of one authentic signal and one spoofing signal, as shown in
Figure 7c, both ATj; and XTj; are above the threshold. For the case of two spoofing signals,
as shown in Figure 7b, ATi]- < 9 and ZTZ-]- > « are satisfied. The simulation results are
consistent with the analysis results, which show that the proposed method can detect
spoofing signals in uniform motion scenes.
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Figure 7. Fitting error sequences and detection statistics in the uniform motion scene.
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4.2. Circular Motion Scene Test

In the circular motion scene test, the distance between the spoofing source and the
target receiver is 1000 m at 0 time, the speed of the receiver is 40 m/s, and the circumference

radius is 300 m. The fitting error sequences A?i]- and Z;ij correspond to the PRD sequence
and the PRS sequence, and the linearity detection statistics AT;; and £.T;; obtained with the
test are shown in Figure 8. In the case of two authentic signals, as shown in Figure 8a, both
AT;j and XT;; are above the threshold. For the case of one authentic signal and one spoofing
signal, as shown in Figure 8c, both AT;; and XT;; are above the threshold. For the case
of two spoofing signals, as shown in Figure 8b, ATij < yand ZTij > < are satisfied. The
simulation results are consistent with the analysis results, which show that the proposed
method can detect spoofing signals in variable motion scenes.

(a) two authentic signals

200
£ = © PRN2&l1
o 150 |
AT;; 100 = e o PRN2&14
50F 1
0 A o PRN2&21
®O @ 6 ® 6 ®
Number
200 v ® PRN 11&14
150 | —
4 ® PRN 11&21
50 ® PRN 14&21
0
6 9 12 ® @ 0 ® 0 ©
Time (s) Number
(b) two spoofing signals
200
® © PRN 5&10
150 |
. AT;100 - e o PRN5&I16
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0 A O PRN 5&33
® © &6 ® 6 ®
Number
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150 o -
o — | + ® PRN10&33
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0

® © 6 ® 6 ©®
Number

Figure 8. Cont.
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(c) one authentic signal and one spoofing signal
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Figure 8. Fitting error sequences and detection statistics in the circular motion scene.

5. Conclusions

Aiming at single spoofing interference, this paper proposes an anti-spoofing method
based on the joint monitoring of the PRD sequence and the PRS sequence linearity, which
changes the spoofing detection problem into the sequence linearity detection problem. The
detection statistics are constructed based on the SSE of linear fitting of the PRD sequence
and PRS sequence. When the sequence length is large enough, the detection statistics
approximately obey the Gaussian distribution. The influence of noise variance, sequence
length, and non-central parameters on the detection performance of the method is analyzed.
It can be concluded that the smaller the noise variance, the longer the sequence length, and
the larger the non-central parameters, the better the detection performance. In addition, the
feasibility of the method is verified by simulation tests. Simulation results show that this
method can detect spoofing interference and distinguish authentic signals from spoofing
signals in both uniform motion scenes and variable motion scenes. This is the premise of
improving the security and availability of GNSS in the presence of spoofing interference.

The proposed method is low complexity because it only requires pseudo-range infor-
mation and does not need to modify the baseband processing of the receiver. Nevertheless,
the precondition for the effectiveness of the method is that the spoofing source is stationary,
and the additional component of the spoofing source to any signal is linearly varying. In
addition, this paper lacks an exploration of the influence of receiver motion on non-central
parameters, which makes it impossible to establish a direct relationship between receiver
motion and detection performance. Our future work will focus on these two aspects
to improve.
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