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Abstract: The electromagnetic spectrum is used as a medium for modern wireless communication.
Most of the spectrum is being utilized by the existing communication system. For technological
breakthroughs and fulfilling the demands of better utilization of such natural resources, a novel
Reflective In-Band Full-Duplex (R-IBFD) cooperative communication scheme is proposed in this
article that involves Full-Duplex (FD) and Non-Orthogonal Multiple Access (NOMA) technologies.
The proposed R-IBFD provides efficient use of spectrum with better system parameters including
Secrecy Outage Probability (SOP), throughput, data rate and secrecy capacity to fulfil the requirements
of a smart city for 6th Generation (6thG or 6G). The proposed system targets the requirement of
new algorithms that contribute towards better change and bring the technological revolution in the
requirements of 6G. In this article, the proposed R-IBFD mainly contributes towards co-channel
interference and security problem. The In-Band Full-Duplex mode devices face higher co-channel
interference in between their own transmission and receiving antenna. R-IBFD minimizes the effect of
such interference and assists in the security of a required wireless communication system. For a better
understanding of the system contribution, the improvement of secrecy capacity and interference with
R-IBFD is discussed with the help of SOP derivation, equations and simulation results. A machine
learning genetic algorithm is one of the optimization tools which is being used to maximize the
secrecy capacity.

Keywords: 6G; B5G; in-band full-duplex; reflective-in-band full-duplex; non-orthogonal multiple
access; machine learning genetic algorithm; secrecy capacity

1. Introduction

The progression of technology requires a smart way of enactment of the available
state of the resources with the new and smart algorithms. Recently, 5G is implemented in
metropolitan cities of the world using high-frequency ranges of the spectrum. High frequen-
cies are considered harmful for the health and well-being [1]. Sophisticated use of the whole
existing electromagnetic spectrum perhaps reduces the threats and risks for organisms.
Several approaches have been investigated [2] by targeting the high-quality throughput
with the existing proposed technologies like Full-Duplex (FD) and Non-Orthogonal Multi-
ple Access (NOMA). FD and NOMA both focus on the efficient utilization of the spectrum
for developing a system with better Spectral Efficiency (SE) by the thought-provoking way
of spectrum exploitation. The current execution of 5G is mostly based on the Orthogonal
Frequency Division Multiple Access (OFDMA) due to the high cost limitation for an en-
tirely new NOMA based system. The 4G system is also based on OFDMA, therefore, the
application of 5G on the existing 4G infrastructure is comparatively easier and cost-effective.
Keeping the consideration of spectrum limitation, it will be better to extend the system
further by using NOMA for the 5G onward technologies.
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1.1. Related Work

The incorporation of NOMA with FD is a challenging yet promising approach for
the 6G technology. The idea of combining NOMA with FD can improve the SE and the
combination will also help in managing the drawbacks of each technology. Regarding the
hardware progression in the propagation and digital and analogue domains [3], several
studies have been put forward for the combination of both promising techniques. Table 1

shows the comparative study of the existing FD-NOMA literature.

Table 1. Comparison study of existing papers that include NOMA with OFDMA.

Citation Theme Discussed Technologies Target

[4] C-RAN-based FD-NOMA Relay-based cooperative communication and D2D  Performance comparison and measurements

[5] Applications of FD-NOMA  Cellular, relay and cognitive radio Comparison and discussion

6] QoS with 5G spectrum FD, massive MIMO, NOMA, SWIPT f}ferft‘;rcr}‘l‘sgfsg‘zsal“aﬁo“ and comparison between
7] Combination of potential massive MIMO, mmWave, FD, NOMA, carrier = Combined coupling factors, problems and possible

technologies

aggregation, CR, and network ultra-densification

solutions for the existing literature combination

D2D, in-band FD, NOMA, and LTE

Discussion of research methodologies and chal-

Spectrum Sharing in 5G

lenges in 5G networks

The existing literature explores the advantages of FD and NOMA. For maintaining a
balance between FD and Half-Duplex (HD) [8], the transmission switching mode from HD
to FD and vice versa is one of the common approaches of communication. Beamforming is
another successful approach for NOMA and FD. It can improve the data rate of a particular
user with power allocation management [9]. It also provides a better ergodic sum-rate
than HD [10]. However, the HD outperforms FD at high Signal-to-Noise-Ratio (SNR) in
terms of outage probability and in the delay-tolerant transmission [8,10]. There are several
approaches for successful implementation for NOMA and FD with high data rate [9] and
ergodic sum-rate [10] including beamforming. Cognitive Radio-based NOMA (CR-NOMA)
with femtocells is a good strategy for the deployment of NOMA using pairing techniques
of the near and far users [11] and for the improvement of system overall performance.

A communication system is based on several layers, each layer has different require-
ments of security due to multiple connected objects in the beyond 5G [12]. Physical Layer
Security (PLS) is one of the main concerns in a smart system. This literature focuses on the
PLS. For PLS there are two types of eavesdropper/s (Eve) that cause threats to security;
active and passive. It can be amongst the trusted intended user or an outsider. Several
existing algorithms are obliging for tackling the issues of PLS, however, due to the ad-
vancement of technology, the security threats are also getting advanced. The enactment
of technology everywhere including; banks, buildings, security systems, houses, schools,
accounts, industries and transportation makes everything vulnerable. One of the possible
ways of handling security issues of jamming and eavesdropping for a hybrid eavesdrop-
ping (passive eavesdropping on the transmission source and the reactive jamming on
legitimate users) of FD-NOMA is by exhausting eavesdropper by increasing its decoding
complexity [13]. After the development of a numerous algorithms [12-14], the security of a
wireless communication system still needs improvement.

In the traditional communication system, each device is capable of dual communi-
cation with a transmission and a reception task called HD communication. In HD, the
channel is shared between the dual tasks, with orthogonal (different) time slots or orthogo-
nal frequency bands (out-of-band FD mode). FD allows a device to broadcasts and receives
the signals in the same frequency band and time slot [15]. There are two types of FD: the
Out-of-Band FD (OBFD) (which is a kind of HD) and the In-Band FD (IBFD) where the
transmission and reception of the signal take place at the same time slot and frequency
band. In terms of network capacity, system reliability, sum rate and other theoretical aspects
IBFD is superior to conventional HD [3].
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Three ways for the deployment of the IBFD are shown in Figure 1: (a) shows the
combined NOMA downlink and uplink system where the transmitter and the recipient
can simultaneously transmit and receive the signals, (b) shows the Device-to-Device (D2D)
NOMA communication system, where the near user forwards the signal to the far user
with and without a direct link between the near and far user, (c) shows the Two-Way Relay
(TWR) NOMA communication system, where a relay assists the far user by receiving its
signals from the transmitter. The relay forwards the previously received signal in the FD
mode along with the reception of a new signal in the same time slot.

C Self Interference
(@

Transmission

User 1 in FD mode

(©

Relay in
FD mode

Figure 1. Three different ways of combining FD with NOMA. (a) When transmission is in both
downlink and uplink. (b) D2D communication with a direct and no direct link between transmitter
and the distant user. (c) The use of a FD mode relay for assisting the distant user.

IBFD and D2D communication have common characteristics including better perfor-
mance at short distances and reduced self-interference at low power transmit signals [3].
IBFD seems to be more spectrally efficient. Therefore, this literature focuses on the im-
portant problems, solutions, benefits, challenges and exploration in the proposed system
with IBFD.

In IBFD mode, the wireless nodes cannot decode the signals easily. Characteristically,
the transmitted signal is approximately 100 dB higher than the received signal which causes
eroded Signal Interference (SI). This reduces its capacity below HD. According to consensus
by both academia and industry, it is very difficult to achieve SI cancellation/suppression
for IBFD integration [16]. The increasing interference cumulatively reduces the data rate,
latency, secrecy capacity and throughput.

RF digital interference cancellation [3], advance antennas cancellation and digital base
band, channel estimation and power allocation [4] offers the possible solutions for IBFD.
Hybrid resources [17] that switch between FD and HD have been invented for developing
the radio resources and simultaneously improving the SE. Separated resources are needed
like antennas for the separate transmission with the minimum possible interference. The
use of FD with NOMA is also helpful to prevent the spectral resources and the use of other
existing devices to avoid system complexity. One solution is proposed in this article with
R-IBFD. R-IBFD not only tackles the interference involved but also provide security due to
inaccessible information to the Eve.

For the security improvement and confound the eavesdropper, a cooperative jam-
mer [18] is used to analyse the outage performance of the system. A multi-point cooperative
relay selection scheme [19], is atypical to the conventional cooperative communication,
where each user assists the next further user for downloading its signal until the fur-
thest user downloads its signal successfully. Authors used Channel State Information
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(CSI), Rayleigh fading and Nakagami-m fading channel for concluding the proposed
approach. For reliability and security of a system with multi-antenna users and eavesdrop-
per, single antenna source and Nakagami-m fading channel, an imbalance in-phase and
quadrature component [20] is explored for its influence on the system. An Artificial Noise
(AN)-aided cooperative communication scheme with relay firing the jamming signal [21]
is proposed, where the ergodic secrecy sum-rate (ESSR) is used to evaluate the system
secrecy performance.

For improving sum data rate, an opportunistic relay selection scheme [22] is employed
and several wireless communication techniques are used to support the system. A resource
allocation problem [23] for an interplay of NOMA, FD and D2D are proposed for sum-rate
optimization where a group of strong users assist weak legitimate users.

IBFD can improve conventional wireless communication in terms of time delay, loss of
data due to high congestion, hidden terminals and SE. This is to develop a heterogeneous
dense network with high capacity and flexible relaying nodes. The quantitative analysis of
theoretical and practical deployment shows that at the cost of increased complexity, FD
shows high throughput, diversity, low symbol error rate and reduce the use of conventional
HD. Alongside interference and security management, the proposed R-IBFD poses the
above benefits. The large buffer size for FD devices can additionally reduce the Packet-Loss-
Ratio (PLR) [24]. The D2D FD communication performance increases with the increase of
in-cell communication ratio that leads to bandwidth efficiency [25]. The IBFD deployment
needs new algorithms for the deployment of 6G. It aims to use high-frequency bands like
millimetre waves (mmWaves). This is because the low-frequency spectrum is fully utilized
with the existing below 5G systems.

To prevent the use of high frequencies, harmful for the health, it is better to reuse the
spectrum with FD or NOMA for higher SE and better utilization of lower frequency bands.

NOMA offers a high bandwidth efficiency when implemented with IBFD. There are
several types of NOMA. Categorically, power domain NOMA and code domain NOMA
are the two major divisions. This paper focuses on the power domain NOMA with IBFD.
This paper elaborates the problems, solutions, benefits and challenges offered for power
domain NOMA.

In NOMA, the power is allocated with respect to the distance and the channel condition
of the individual user, in the same frequency band. The user far from the transmitter
needs the highest power allocation. The power allocation decreases with the distance
and the improvement of the channel condition. The transmitter superposes signals of
all users before transmission. The sum of all user’s power coefficients is always equal
tol. a3 + - +any = 1, where « is the coefficient of power allocation and N is the total
number of user/s. At each receiving node, the nearest strong users need to do Successive
Interference Cancellation (SIC) for all users’ signals that have power higher than its own
signal. Similarly, other users decode their signals. The furthest weak user does not receive
the high power signals of other users; therefore, it considers the power of others users with
the better channel conditions as noise to decode its own signal [26].

Amongst many problems of NOMA, strong interference, SIC complexity and the use
of high-power allocation are the major problems. Installation of the NOMA algorithm
requires high computational power for both real-time power allocation and successive
interference cancellation. The new technologies such as IoT, Multiple Input and Multiple
Output (MIMO), high-speed web, interactive multimedia processing and TV streaming
also require energy consumption. Normal battery life for integrating the technologies in 6G
will not be sufficient.

There are a number of possible proposed solutions to overcome the interference and
to maintain the balance in the system in terms of high-power allocation requirements.
FD Cooperative NOMA (FD-CNOMA) shows better system fairness as compared to HD
Cooperative NOMA (HD-CNOMA). However, the hybrid combination of switching be-
tween HD and FD communication is also a suitable way to maintain a balance between
the interference problems [5]. Space-Time Block Coding NOMA (STBC-NOMA) is one of
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the approaches that are helpful for reducing SIC complexity in the system using Alamouti
distributed STBC [27]. Modulation based NOMA (M-NOMA) is one of the techniques that
offer reduced interference, less SIC complexity and is also energy efficient [28].

Depending on the available CSI, a singular value decomposition scheme [29] is pro-
posed for solving security issues that arise using NOMA-MIMO implementation and
secrecy rate analysis. The system analysis of a two-way cooperative relay NOMA commu-
nication [30] is observed with the joint effect of imperfect SIC and quadrature and in-phase
imbalance and Rician fading channel. Performance degradation with an increased number
of users is caused due to high SIC on each user’s end [31], to analyse the system symbol
error probability is derived and simulated for imperfect SIC and Space-Time Block Code
(STBC) aided NOMA with timing offsets.

A Matlab platform is designed [32] for system and link-level analysis and Long-Term
Evolution (LTE) is used as a baseline technique for Bit Error Rate (BER) and capacity
comparison. A two-hop relay selection NOMA for IoT communication system [33] is
considered to enhance secrecy performance. Using a Tchebycheff approach [34], a system
for a secure FD NOMA and SWIPT is studied with power minimization and multi-objective
optimization problems.

To permit an effective Dynamic Power and Channel Allocation (DPCA) in the DL
multi-channel NOMA (MC-NOMA) systems [26], the optimization as the combinative
problem, and offers three investigative solutions, i.e., two-stage Greedy Randomized
Adaptive Search (GRASP), stochastic algorithm, and two-stage Stochastic Sample greeDy
(SSD). For shortage of frequency band resources, a Terrestrial-Satellite Integrated Network
(TSIN) for ground users in [35] is evaluated with NOMA.

NOMA is an essential component for the upcoming 5G technology which will provide
a promising SE. The allocation of subcarriers to the users of poor channel conditions affects
the SE of the system in OMA. NOMA allows the use of the channel by all users together
and offers user fairness, massive connectivity, low latency and diverse QoS. However,
interference, system computational complexity and the required energy in NOMA still
need thoughtful consideration. IoT requires the connection of everything, which seems very
interesting but demands a lot. Al and ML together with FD and NOMA seem promising
but challenging. Alongside, security is the biggest all-time issue. The security issue needs
to be resolved more than the advancement of technology. The more connections amongst
objects open, the more loopholes for security and privacy issues.

1.2. Motivation and Contributions

The requirement for innovative spectrum consumption, minimum interference and
high security in a 6G wireless communication system motivated us to propose the R-IBFD
algorithm. After a thorough study, it has been observed that co-channel interference is
the main problem for enabling FD and NOMA in a communication system. A number
of algorithms are given by different authors, however, due to the high connectivity of
multiple devices, the security problem is not completely resolved. Keeping that in mind,
the following are the contributions of this literature:

* A brief literature review for IBFD, NOMA and their system requirements in 6G
technology for developing a background for the reader.

¢  Propose and discuss a novel Reflective In-Band Full-Duplex (R-IBFD) algorithm.

¢ Use R-IBFD for interference management and security enhancement.

*  Derive secrecy outage probability for R-IBFD, for selection of a relay amongst K relays.

*  Show the usefulness of the proposed R-IBFD with ML for the forthcoming 6G system
with numerous devices and large data.

e  Simulate R-IBFD for N-number of users to show minimal interference and security
management as compared to baseline NOMA and HD.

This paper is an extension of a published paper in a conference [36] where the proposed
algorithm is explored for a two-user system and verified the novelty using secrecy outage
probability and throughput of the system.
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2. Reflective In-Band Full-Duplex with NOMA in beyond 5G

The proposed R-IBFD aims to assist the relay in forwarding the signal in the IBFD
mode. The proposed algorithm is explored for NOMA for improving the SE of the system
with minimal interference and better security. For obtaining the benefits of IBFD and
NOMA, a reflective IBFD (R-IBFD) cooperative communication algorithm is proposed.
The R-IBFD supports the IBFD mode device to forward the message with cooperative
communication, ideally without interference. It is slightly different from the existing
Decode-and-Forward IBFD (DF-IBFD) cooperative communication. The user in the IBFD
mode decodes its own signal by using SIC (real or imaginary) and encodes the signal that
needs to be forwarded to an opposite component (real or imaginary) then forwards/reflects
the signal to the distant user. The trusted IBFD mode user contains the CSI of other users.
Before reflecting, the IBFD mode user adds AN for preventing the security issues. The
use of R-IBFD reduces the decoding complexity and co-channel interference at the IBFD
mode user.

2.1. System Model

Figure 2 shows the system model for R-IBFD with a D2D cooperative communication
for a Downlink (DL) communication system. The proposed system model contains a
transmitter (Alice), total N users (Bobs) and a passive Eve. Near user/s ( Bob;, Bobs, - - -)
and far users (Boby, Boby, - - -, Boby ) are considered to have similar channel conditions.
Alice, Bobs and Eve contains a single antenna excluding Bob;. Alice uses Pr as the total
transmission power. Power domain NOMA is used for the allocation of power to each
users’ signal. «q, ap, a3, ag, -, ay where a1 + a3 + a3 + a4+ -+ +any = 1. The power
coefficients are allocated with respect to the distances dy < d3 < dp < dy < --- < dy and
the channel power gain g4 =~ g» < g3 = g1 of each Bob from Alice, statistically and with
machine learning. As per consideration, each Bob is facing a Rayleigh fading channel and
their CSI are known by Alice and Bob;. Eve does not have CSI information of the legitimate
user/s. The Eve’s channel is considered as worse than two near users conditions; therefore,
Eve is unable to detect their signals. g4 ~ g2 < g < g3 < g1. Eve is capable of detecting
the signal of Bob, and Bob,. The other channels included in the transmission are g1, and
g11 are the channels for the R-IBFD communication in the IBFD mode, from Bob; to Boby
and the SI channel from Bob; to itself.

Alice modulates road 1, Bobs’ signal on the real component, and road 2, Bobs’ signal
on the quadrature component of the 16-QAM modulation constellation. This is because
real and quadrature components do not interfere with each other, therefore Bobs” signals of
road 1 do not interfere with Bobs’ signals of road 2. It assists in reducing interference as
compared to NOMA signals.

Alice - = Transmission —————s
(Transmi x = ks . P - Reflective-forward signal
= i Wiretap ———

-—elh Self Interference
9-channel Interference - === — -

modulated on real
component of the 16-
QAM constellation - r

Road 2: Users modulated on
quadrature component of the
16-QAM constellation - j

Figure 2. The system model with an Alice, four Bobs and an Eve. Each Bob is modulated dif-
ferently following the proposed algorithm, for the reduced NOMA interference. Bob; shows the
IBFD nature and assists Bobz with an R-IBFD transmission. The given system involves self and
co-channel interference.
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Bob; and Bobs on road 1 are modulated on the real component and the remaining Bobs
of road 2, Bob, and Bobs, are modulated on the quadrature components of the modulation.
Therefore, both Bobs of road 1 face the co-channel interference with each other only, as
shown in Figure 2. Ideally, there is no interference between the Bobs of different roads. This
is to avoid the interference between two high power signals (far users Bob, and Bob,) with
each other. Therefore, far users ideally do not interfere with each other, rather faces minor
interference due to very low power signal, which can be considered as noise. According
to the system model, the near IBFD mode user Bob; receives high power signals of far
users therefore it can assist far user Bob, with R-IBFD. To decode its signal, Bob; performs
SIC by decoding Bob,’s signal and removing the combined AN A; of Bob, and Boby, then
subtracting it from the total received signal. Bob; decodes its own signal from the total
received signal and adds AN Aj, null space of g5, forward the signal of Bob, and Bobs,
using R-IBFD, like a reflector, to assist Bob,. Bobs cannot decode the signal received from
Bob, due to the addition of A, which is a null space of Bob,’s channel. For forwarding
the signal, Bob; uses the power P.. Bob; receives its signal, which was modulated on real
component, it adds AN (A») for Bob, and forwards the signal of Bob, which was modulated
on quadrature component as received from Alice. There is self-interference at the IBFD
mode, between the complex component of the received signal by Bob; and the complex
signal forwarded by Bob,; however, this interference is less than the usual IBFD due to no
real component interference.

2.2. Addition of Artificial Noise for Improved Security

AN is a sufficient way for the protection of transmission signals from Eve and other
users. System design with AN depends on the receiver’s channel but not Eve’s channel. It
is generated before transmission of a signal by the Alice and Bob; to degrade Eve’s channel.
Both the signal x and the AN, A, are complex Gaussian in nature. In case of the fixed AN,
the value of ||g.A; || might be smaller. To avoid this situation the value of AN is considered
as the Gaussian random variable in the null space of g, of the Bob’s channels respectively,
such that g, A, is 0 [14].

3. System Analysis for a Two-User System

For the analytical insight of the proposed technique, two users are used to avoid
system’s complexity. For a two user system, the same situation (Figure 2) is considered
with Bob; and Bob; only. The superposed signal by the Alice for the broadcast can be given
as: s1[t] = \/g1Pr(y/a1x1[t] + \/a2x3[t]) + A;. Likewise, Bob; add A; before forwarding
the signal of Bob; as s, [t] = x5 [t]] + A».

The signal received by Bob; also includes the self-interference for its co-channel trans-
mission as given in (2) of [37] :

yilt] = Kqdo¥dy ™7 [\/ glpT(\/Exl [t] + sz[t])}

+/ g1 [t Pes[t]] + w1 [t],

where w,, ~ CN(0,¢?) is the additive white Gaussian noise (AWGN) and s|t] is the signal
transmitted by Bob; (received along with the previous transmission) to Bob; in the IBFD
mode, which causes self-interference, Kj, is the path loss factor for node #, dy is reference
distance, P is the power allocated by Bob; and 7 is the path loss exponent.

The total received signal at Bob, from Bob is given below according to (5) in [37] :

)

y12[t] = Kiadg"d1p ™7 \/g1aPexaf[t — T] + wolt]. )

In the above equation, the signal received from Bob; contains only the real part, as
g12A2 = 0. The IBFD cooperative communication is used for Boby; therefore, without the
loss of generality a delay T has been introduced.
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Eve’s received signal can be determined by adding AN in (2). Eve receives a signal with
high interference due to a lack of information about AN and the modulation alteration used.

Velt] = Kiedo dre ™ " 10t (\/ITCxQ[t —T]j+ Az) + wet]. 3)

3.1. Performance Evaluation

For the evaluation of a system capacity, secrecy capacity, secrecy outage probability and
throughput are some of the important parameters to prove the authenticity and usefulness
of any system. In R-IBFD, the source modulates users’ signal on the real component of
the 4-QPSK constellation mapping and add complex AN to make a complex transmission
signal. Selected near-user Bob;, amongst K users, forwards the signal of the far-user after
adding AN for the R-IBFD cooperative communication. For the selection of relay amongst
K relay, a relay selection method is used which is described later in this section.

3.2. Computation of Secrecy Capacity

Each node received a certain level of SINR or SNR depending on its channel condition
and the interference. In this paper, SINR and SNR will be used interchangeably and is
denoted as {. The respective received ¢ of the Bob, and Eve are given as:

. Cal
= min 4
02 { T +1 ,C12 4
and
ge = grer (5)
where {;; = alcl;Tale, ln = 502“, l1n = 12(7 and {1, = ”‘ZGTlgAzGle + o2 which fol-
lows the exponential distribution with parameter A = "‘1GPT a2 A = 02 L Ap = “ZgT 10
A = ”‘2 L A2 +0? and G,; = K,;dg"d ;7. For Mg, it is assumed that 0% = 02/Gy,.

The subscrlpts 1,2,11,12, al and 1le show the parameters for Bob; Boby, between Bob; and
itself, Bob; and Bob,, Alice and Boby, Bob; and Eve.
The achievable data rate for the Bob, and the Eve is given as:

o . Cul
Ry = log, <1+m1n{€11+1/§12}>/ (6)

Ry = logz (1 + gle)- )
The possible secrecy capacity of the system for R-IBFD system is given as

and

Csec = maX{O, Ry — Rle}/ (8)
1 <|>1’1’1i1"l{7g’11 ,éu}
Cuutl
f 1 .
Csee = max {0, 0g, ( 155, 9)

3.3. Relay Selection

For better secrecy performance in the presence of Eve an opportunistic relay selection
scheme is used [37]. The scheme is based on the selection of the relay amongst K relays
that maximize the secrecy capacity of the system

Rs = arg max
k=1, K

1+min{gﬁ’11/§12}] (10)

1+€le
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where R; is the selected user (Boby). Whilst selecting the user to relay the signal, the relay
selection scheme is considering the channel between near users and the Eve.

A centralized approach is used in this paper, where the source or destination keeps
record of the K relays and their CSI. Using the criteria of (10), the best relay for the
transmission is decided.

3.4. Computation of Secrecy Outage Probability

For the derivation of proposed system’s Secrecy Outage Probability (SOP), the min-
max approached is used. The SOP for R-IBFD cooperative communication for the relay
selection scheme is given as:

SOP = PT[CEEZ < Cth]
1 + min a1 r€12
= Pr llog2 ( {§11+1 ) < Cyl,

1+ gle
K o0
— kl—[/o Pr{log2 (1 —i—min{ gng‘j_ 1,§12}> <a+ by] (11)
=1
f@lg(y dy,

“Fy(a+by) fr, (y)dy.

I
=
S—

»
I

1

where Pr[.], fx(.) and Fx(.) are the notation for probability, Probability Density Function

(PDF) and Cumulative Distributive Function (CDF). a = 26t — 1, b = 2C, Yy =71 > 0and
_v

fz,, =€ "¢ /Aqe. The CDF Fz(z) of the random variable Z is derived in Appendix A and

is given as

A 1 72( 1 + 1 )
Fp(z)=1— —" o mg), 12
2(2) =1 - 3 A (12)

Substituting the required parameter and considering (,; = {12 the SOP is given as

Y

K _
o0 Ag —z( L+l )e Me

S, = / 1— " S RIT Ean—, [}

o ,}:[1 0 A+ A0z Me Y

e (o L L
= <b€§‘” C1eC11 + e TCq1 +e"Ca1log
bglegll

1, 2N b
<€15+Ca1> ¢ Calog <ﬂ§11+Cu1> at

K
1F1000)[1, 1, L])) .

(13)

The above expression is the conditional expression with Re[p] > 0 and Re[1/{1, +
2b/Cs] > 0 where L = 28c-en)(@in+tn) T _EylerGamma and 1F1[1,0,0] is the Kum-

bZ1e0118a1
mer confluent Hypergeometric function. Wolfram Mathematica software is used for the

derivations of this paper.

3.5. Secrecy Throughput Evaluation

Throughput is another significant system parameter that can clarify the authenticity
of a system. The throughput in an R-IBFD system, when the relay uses its internal power
for the transmission of Bob,’s signal is given as

TP = Cin(1 — Sop). (14)



Sensors 2022, 22, 2508

10 of 19

4. System Analysis for a Four User System and Machine Learning

The current and forthcoming demand of high data and large number of systems will
increase the processing power and system complexity. For such situation, an MLGA is used
for the optimization instead of an statistical optimization technique. The superposed signal
by the Alice for the broadcast can be given as:

s[t] = s1[t] + s2t], (15)

where s1[t] = /Pr(y/arx[t] + jy/azx[t]) and s;[t] = /Pr(y/azxslt] + ] /@axalt]) + As.

In this article, each user individually does not have a complex nature. However,
it is combined with the signal of another user or/and AN to make the total complex
signal. Here, two users are considered to have the same channel conditions, so that we
can collectively add the same AN for two users, it will save the bandwidth and the data
rate will remain higher. Since the allocation of AN to each user separately needs more
bandwidth. Additionally, in this case, adding AN for the near users is not necessary as the
Eve cannot decode their signal.

Bobs performs SIC to remove Bob,’s high power signal as they are encoded on the
same component. Boby decodes the signal by considering Bob;’s low power signal as noise.
Bobs cannot decode the signal received from Bob,, as Bob; has added A,, that is the null
space of the channel g1, of Boby only. The signal received by the Bob; also includes the
self-interference for its co-channel transmission according to (2) in [37]:

yl[f]=K1d07d177{\/817PT(\Fx1[]+]\Fx2[])
VP (VA + jyaslt]) | + A (16)

+/8u[t]Pis[t] + w1 [t],

where w,, ~ CN(0,0?) is the additive white Gaussian noise (AWGN)), and st] is the signal
transmitted by Bob; (received along with the previous transmission) to Bob, in the FD
mode, which causes self-interference.
The data rate for the Bob, received by Bob; is given as:
G1P
15782 ) (17)

RlZ = 10g2 (1+ m ’

where G, = K,dy"d, "¢/ 042, K, is the path loss constant, dj is the reference distance, d;,
is the respective distance of the Bob from Alice and ¢;,? is the noise variance. For Gy, g5 is
the channel power gain, for Gy, g1» is the channel power gain between Bob; and Bob, and
so on. The second term of the data rate is the SINR. The data rate of Bob; for detecting its
own signal is given as:
G1 PTtXl

GiagPr+1 ) ’ (18)

Similarly, we can write the data rate for Bob, received by Bobs and the data rate at Bobs
of its own signal. The IBFD communication is used only for the priority user Boby; therefore,
without the loss of generality a delay T has been introduced. The total DL received signal
by Bob, from Alice and Bob; is given below according to (5) of [37]:

y2lt] = V&2Pr(Varxlt] + jv/aaxalt]) + v/g2Pr(vasxs|t]
+jVax[t]) + V/812Pef(x2 + x3) [t — 7] + wat].
In the above equation, the signal received from Bob; contains only the imaginary part,
as g12A> = 0.
Eve’s received signal can be determined by adding AN [14] A; in the second and A; in
the third term of (19). Eve receives signals with high interference due to lack of information

R; = log, (1 +

(19)
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about AN, the component and R-IBFD. Due to high interference Eve receives a signal with
very low SINR and it includes the factor of AN which greatly reduces its achievable data
rate/capacity R, as given in the following equations:

velt] = Kedode ™ [ge(v/Pr(v/arn[f] + Vs t]))
+ g (VPr(Vamlt] + Vi) + Ar) |+ 20)
Kiedo"d1e ™7 g1[t] (\/Fc(xz +x3)[t — 7] + Az) + w, 1]

and

G1.P1
Gle|A2|2 +1
GePras
GePr(aq + ag + ay) + Ge| A2 + 1>’

Rgye = log, (1+ +

(21)

where G, is the total Rayleigh flat fading channel including path loss. Eve is facing
interference due to all other signals as shown by a;, in the denominator due to absence
of component information. The data rate of Bob, and Bob; is sufficiently high, because of
no interference of the other road’s users and no A, in the denominator in the equation.
Above are the equations for R-IBFD. For other baseline techniques, equations can be
written accordingly.

4.1. Optimization of Reflective IBFD with ML

The increasing demand for the execution of smart systems in the modern B5G necessi-
tates the use of Machine Learning (ML). It seems with the name that ML is cumbersome
and needs intelligence. However, the fact is it needs the intelligence of a machine, not a
human. ML is generally helpful for a system with big data and more connected devices.
Smart transportation systems also need suitable algorithms for optimization. However, the
mathematical techniques may not be suitable for system automation where the machines
have to make decisions in a limited period of time with the flexibility of variable data and
relevant setup. There are several possible ML algorithms that can be useful, in this paper,
MLGA is for the optimization of parameters in the proposed system model.

4.1.1. Machine Learning-Based Genetic Algorithm

MLGA is based on the principles of natural collection and genetics. The problems with
mixed continuous-discrete variables, discontinuous variables and non-convex spaces entail
optimization for the system design. On-line linear programming methods of optimization
can also be useful for the aforementioned problems; though, they will lead to computational
expenses and inefficiency. Consequently, the usage of MLGA will be productive. Similar
to natural genetic progressions, MLGA is also founded on reproduction, crossover and
mutation. Figure 3 characterizes the whole technique that is required for the employment of
an MLGA in the corresponding optimization problem [28]. The opted randomly generated
parameters are used to obtain the fitness function which is the secrecy capacity in this article.
If the fitness function does not achieve the required maximum possible value then the
algorithm selects the randomly generated parameters, responsible for the current highest
fitness function. The selected parameters are mixed together and exploited to obtain better
parameters with crossover. The new parameters are being mutated with some of the old
parameters to obtain the best possible fitness function. The process goes on until the best
fitness function has been obtained.
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Randomly Generated Initial
Population

Evaluation of Fitness
Function

Selective Reproduction @

Crossing Over Best Fitness Function
|
Mutation

L( Generation Cycle

Figure 3. Flow chart description of genetic algorithm based ML.

The MLGA is a suitable ML technique for an optimization problem. It uses the survival-
of-the-fittest principle of nature to maximize the fitness function of the offered problem [38].
In this paper, we used the secrecy capacity as the fitness function of the problem.

4.1.2. Sum Secrecy Capacity Optimization Problems

There are several techniques for system optimization; however, the computation
efficiency of using unlimited data leads towards the use of MLGA. The optimization of the
sum secrecy capacity requires the secrecy capacity of the individual users affected by the
Eve. In this system, we have considered Bobs and Bob, as the affected users.

To make the secrecy capacity better, we optimize it by using MLGA. We deal here with
the optimization of the data rate and power coefficients of the system. For optimization
of sum secrecy capacity St of the system, it is considered as the fitness function of the
algorithm as shown in Figure 3.

The individual secrecy capacities of each affected vehicle can be calculated as:
Suw = Ry — Rye, where n = {3,4}. The problem formulation for the secrecy capacity
maximization is given as:

P1: max:St = (Rpop, — REve) + (Rpon, — REve)- (22)
The constraints on the power coefficient are:
Cl: A(aq, -+ ,0q) = Zf‘lzlvcn =1,
C2ay >0,n=A{1,---,4}
and the SINR ¢,
C3:¢n >Cr,n=A{1,---,4}

where {1 is the threshold for the received SINR. In the left hand side of the above equation,
there are two round brackets that shows the secrecy capacity of Bobz with the difference
between the capacity of Bob, and Eve and Bob;.

In the secrecy capacity expression, each term shows the received SINR of the respective
Bob,, and Eve.

To make the secrecy capacity highly positive we have used the modulation orthogo-
nality and the AN. Since Eve does not have the information of the modulation component,
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therefore it will face more interference and can not decode the information properly. Addi-
tionally, the AN increases interference of the Eve. A legitimate user is not affected by AN
because it is the null space of the offered channel. The sum secrecy capacity of the system
is given as:

St = Rz — Rgve + Ry — REge- (23)

The above equation clearly shows the dependence on the capacity of Eve and the
affected Bobs. Hence, it is highly subjected to the individual’s received SINR, channel,
power, power coefficient and interference. Eve has lower received SINR and hence low
REye due to high interference as shown in (21). Ry and Ry are higher due to less interference
for R-IBFD. Therefore, The secrecy capacity will be highly positive.

5. Use-Cases of Reflective IBFD

There are a number of use-cases for the proposed R-IBFD communication system.
In recent years, exponential growth is observed for dense IoT networks for monitoring
critical data that need efficient bandwidth and resource allocation. Internet-of-Energy is an
upcoming field including digital smart grids, renewable energy resources, electric vehicle
infrastructure, smart metering, smart water system, IoT security and privacy, loT sensing,
data analytic, Software-Defined Networking (SDN)-based IoT fog, industrial mobile IoT,
etc. Figure 4 shows the IoT communication system that involves the connected world,
home IoT system, smartphones and back-end network systems. Figure also lists several
latest offered attacks for an IoT system that need serious consideration. Enabling IoT
will increase the number of connected devices which requires the better utilization of the
spectrum. IBFD communication can improve the spectral efficiency of the IoT system as
compared to HD. R-IBFD is an efficient algorithm that can support the IBFD with minimum
interference and prevent the system from security threats like eavesdropping, spyware
and man-in-the-middle attacks, as the attacker or eavesdropper cannot download the
transmitted signals due to offered system limitations.

e [P Portscan SR -
» TCP Syn Attack SG App & Business - ———&)
¢ Billing Evasion S . Services /U €ss

A

eDDoS

e[0T Botnet ' A
o Zero-days \ e Man-in-the-middle Att
\

L |

o [P Sp&)ﬁng
¢ DNS Spoofing

ifi ¢ ted
TE ! onnec%@!@@,,
4 Cloud | ptin JQ

N

voa, *Malware = S RN
e Spyware 7 a wgre i
IoT e Botnets ero-days
¢ Malicious App U

Smart phones

Figure 4. Possible cyber-security attacks in a 5G wireless communication system.

R-IBFD is a reliable system and gives a better data rate and therefore can be explored
as an Ultra-Reliable and Low Latency Communication (URLLC) in 5G communication.
URLLC is needed for the overall IoT system, especially in emergency situations, like natural
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disasters. Another use-case of R-IBFD communications is in the IoT in health sectors. Health
sectors are sensitive areas that need high security and low interference. R-IBFD can provide
ideally no interference if a smaller number of users are connected to a certain bandwidth.
It will be reliable, secure and safe for the patients exposed to IoT health devices. It is also
beneficial for operations for its reliability and speed.

Other use-cases include the use of helicopters and drones in natural disaster situations.
A number of natural disasters lead to the destruction of whole cities and villages. In such
cases, 5G wireless communication with R-IBFD can help save lives. It can be used for the
indication of lives, rescue, provision of food and resources, etc.

In energy sectors, industry 4.0 is moving towards the deployment of the 5G communi-
cation system, particularly where the implementation of fibre is not possible. It includes
the rural and mountain areas. R-IBFD can fulfil the requirement of fast, reliable and secure
communication for remote areas. Such renewable energy resource sites need constant
monitoring; however, it is nearly impossible to deploy staff 24 h a day. Security is another
important factor that needs to be considered, not only in the energy sectors to prevent
power breakdowns but also for communications where life, fraud, destruction risk and
confidentiality is involved.

In this paper, a basic communication system is used as an application for the imple-
mentation of the proposed R-IBFD. A brief description of how R-IBDF can be implemented
for reliable, fast and secure communication is given in the following sections.

6. Performance Evaluation
6.1. Two-User System

In this section, we discuss the simulated results comparison between the proposed
R-IBFD and DF-IBFD cooperative communication system. For the simulation of the systems’
comparison, Rayleigh flat fading channel and 16 QAM has been considered. Other numer-
ical values that have been used for the simulation are given as: d,; = 0.2 m, di» =0.8 m,
Y=2,Pr=1W, P, =02 W and P, = 0.8 W. In this paper, Matlab is used as a simulation tool
for the comparison between the proposed and the baseline scheme.

For the fair comparison between R-IBFD and DF-IBFD, all selected parameters are the
same including AN. The only difference is the interference level during the IBFD mode in
both techniques.

Figure 5 shows the comparison for the secrecy outage probability offered by DF-IBFD
and R-IBFD. In Figure 5 the transmitted powers of Alice P; and the relay P, are chosen
according to the NOMA power allocation strategy. To show the different responses with
respect to the number of K relays present for selection, we simulated the results for K =1, 2
and 4. SOP result for both algorithms decreases with the increase of SNR. However, R-IBFD
outperforms DF-IBFD, due to less interference in the R-IBFD. For the proposed technique,
the {1, is approximately equal to 0 due to high interference at Eve. According to the derived
equation of outage probability (1., must be greater than zero. Therefore, for simulation
purpose we have considered ;. = 0.1 for R-IBFD.

Figure 6 shows the increasing throughput with SNR for DF-IBFD and R-IBFD schemes.
To demonstrate a diverse scenario with respect to the number of relays K, this paper
presents the results for K = 1, 2 and 4 . Throughput of R-IBFD is higher due to its low
SOP as compared to DF-IBFD algorithm. It can be seen from the figures that with K = 4
the throughput is optimum. The level of throughput depends on the relay(s) selection.
Additionally, the proposed R-IBFD with K = 2 performs better than DF-IBFD with K = 4.
Minimum interference in R-IBFD makes it reliable. It is due to the fact that in R-IBFD, the
message signal uses half bandwidth for the transmission comparatively.
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Figure 5. Secrecy outage probability comparison for Reflective In-Band Full-Duplex (R-IBFD) and
Decode-and-Forward In-Band Full-Duplex (DF-IBFD) with Cy, =1, {1 = {11 =12dB,K=1,2and 4
and (j, is calculated with respect to Rayleigh flat fading and respective interference.
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Figure 6. Throughput comparison for Reflective In-Band Full-Duplex (R-IBFD) and Decode-and-
Forward IBFD (DF-IBFD) with C;, = 1, {1 = {11 = 12dB, K =1, 2 and 4 and (3, is calculated with
respect to Rayleigh flat fading and respective interference.

6.2. Four-User System

This section evaluates the proposed R-IBFD system performance. For the simulation 16-
QAM modulation, Rayleigh fading channel is used and total transmission power Pr =1 W
is used. Secrecy capacity comparison with baseline techniques is evaluated, MLGA is also
used for the optimization of secrecy capacity.

The baseline comparative schemes are NOMA R-IBFD without AN, Reflective HD
(R-HD), R-HD with AN (RA-HD) and R-IBFD with AN (RA-IBFD).

Figure 7 shows the simulated result for secrecy capacity with a four-user system and a
passive Eve. The comparison of RA-IBFD and R-IBFD with R-HD, RA-HD, and NOMA
shows that the proposed RA-IBFD outperforms all other implementations. It is due to the
fact (21) that the Eve faces a high amount of interference due to the addition of AN, no
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CSI information of the Bobs and the desired component of the particular Bob. Therefore, it
leads to a significant gain of RA-IBFD.

The high interference on the Eve node increases the difference between the capacities
of the respective Bob and the Eve, which leads to the increase of secrecy capacity. Figure 8
shows the simulated result of RA-IBFD with and without MLGA. For MLGA, the power
coefficients are generated randomly. For each Bob;, four random numbers have been
generated as the initialized population with respect to distance and with the sum equal to
1. The secrecy capacity is used as the fitness function of the MLGA. The optimized secrecy
capacity has been simulated using the MLGA method as shown in Figure 3. The result
shows that MLGA further enhances the performance of RA-IBFD due to the optimized
parameters subjected to the optimized level of RA-IBFD secrecy capacity. Therefore, the use
of MLGA makes improves the secrecy capacity. For a limited number of users as chosen
in this article, it is easy to measure system parameters statistically. However, in a system
with a high number of users, machine learning is a necessity for a wireless communication
system with high data.

14 ‘
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Figure 7. Sum secrecy capacity comparison for Proposed RA-IBFD and R-IBFD with R-HD, RA-HD
and NOMA.

141 —4— MLRA-IBFD
RA-IBFD

12 1

10

Sum Secrecy Capacity (Symbols/sec)

0 2 4 6 8 10 12
SINR (dB)

Figure 8. Sum secrecy capacity comparison for Proposed RA-IBFD with and without MLGA.
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7. Conclusions

IBFD is a SE technology that can meet the target of the high data demand in the 6G
era, where a relay or an existing user assists a far user in an IBFD mode. The exploration of
proposed R-IBFD and RA-IBFD has shown the enhancement of the secrecy capacity, along
with the SE and reduced interference.

The system fulfils the requirement of high data rate using proposed R-IBFD and
RA-IBFD. The high data rate or high capacity will lead towards the management of big
data and high secrecy capacity. The ML is a part of the modern systems of wireless
communication, it can be used for multiple purposes where it improved the system’s
performance without altering and disturbing its surrounding. This paper is an extension
of a conference paper [36]. In this paper, an SOP equation is derived for a selection of
relay in R-IBFD, MLGA is used for the optimization of power coefficients subjected to
secrecy capacity of the given system, this will be particularly helpful for dealing with larger
number of users and data. Overall, R-IBFD is an efficient system that provides a better
transmission data rate and enhances security. Other ML and statistical algorithms can also
be used to improve the performance of the proposed algorithm [39], which will be further
explored as a part of future research of the proposed algorithm. Alongside the simulation
results, use cases of the proposed algorithm are also given in this paper. Further research
is highly required for the flexibility of systems with several real-life 6G communication
environment that needs to be explored for other security reasons including active attacks
during public holidays.
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Appendix A
Derivation for the CDF of Fz(z)
The CDF of the random variable Z, recall that Z = min{ gﬁ%, C12 } For simplicity of

the derivation, consider L = gfﬁl and M = (1. As we know that

Fz(z) = Pr[min(L, M) < z]
=1— Pr[min(L, M) < z]
=1—Pr[L > z]Pr[M > z]
=1—(1-F(2))(1 = Fm(2)).

(A1)

The above equation shows the requirement of CDF of F; and Fy; for obtaining the
CDF of Z.
The CDF of F; is calculated as

gul :|
F =P <z
g r{glﬁ—l

= [ Fe 1o+ 1), ()

(A2)
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=L _L
By substituting F; | =1 —e"a and fz,,(I) =e " /Ay in the above equation we get

/\al -+

F=1—-—"1 ¢ a A3
k /\ar‘l‘)\llle ( )

=
After plugging the obtained CDF of F; and Fyy = 1 — e*12 we obtain

. Aa —z(E+5L)
Fz(z) =1 At Az e . (A4)
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