m entropy

Article

Reinforcement Learning-Based Decentralized Safety Control for
Constrained Interconnected Nonlinear Safety-Critical Systems

Chunbin Qin 1@, Yinliang Wu 1, Jishi Zhang 2* and Tianzeng Zhu !

check for
updates

Citation: Qin, C.; Wu, Y; Zhang, J.;
Zhu, T. Reinforcement Learning-
Based Decentralized Safety Control
for Constrained Interconnected
Nonlinear Safety-Critical Systems.
Entropy 2023, 25, 1158. https://
doi.org/10.3390/e25081158

Academic Editor: Anténio Lopes

Received: 30 May 2023
Revised: 21 June 2023
Accepted: 1 July 2023
Published: 2 August 2023

Copyright: © 2023 by the authors.
Licensee MDPI, Basel, Switzerland.
This article is an open access article
distributed under the terms and
conditions of the Creative Commons
Attribution (CC BY) license (https://
creativecommons.org/licenses /by /
4.0/).

1 School of Artificial Intelligence, Henan University, Zhengzhou 450046, China; qcb@henu.edu.cn (C.Q.);
104754222776@henu.edu.cn (Y.W.); Kz520@henu.edu.cn (T.Z.)

2 School of Software, Henan University, Kaifeng 475000, China

*  Correspondence: 10250051@vip.henu.edu.cn

Abstract: This paper addresses the problem of decentralized safety control (DSC) of constrained
interconnected nonlinear safety-critical systems under reinforcement learning strategies, where
asymmetric input constraints and security constraints are considered. To begin with, improved
performance functions associated with the actuator estimates for each auxiliary subsystem are
constructed. Then, the decentralized control problem with security constraints and asymmetric input
constraints is transformed into an equivalent decentralized control problem with asymmetric input
constraints using the barrier function. This approach ensures that safety-critical systems operate
and learn optimal DSC policies within their safe global domains. Then, the optimal control strategy
is shown to ensure that the entire system is uniformly ultimately bounded (UUB). In addition, all
signals in the closed-loop auxiliary subsystem, based on Lyapunov theory, are uniformly ultimately
bounded, and the effectiveness of the designed method is verified by practical simulation.

Keywords: interconnected nonlinear safety-critical systems; barrier function; asymmetric input
constraints; safety constraints; decentralized control

1. Introduction

Over the past few decades, safety has received increasing attention in autonomous
driving [1], intelligent robots [2], robotic arms [3], adaptive cruise control [4], etc. The
design of these systems and controllers require that the system state trajectories evolve
within a set called the safe set, reflecting the inherent properties of the system [5]. In
practice, many engineering systems must operate within a specific safety range, beyond
which the controlled system may be at risk [6]. Safety-critical systems primarily refer to
systems having control behaviors that prioritize safety. The designed control schemes aim
to reduce the potential for severe consequences, such as personal injury and environmental
pollution, which may arise due to system shutdown or operational errors [7]. To ensure
the safety and reliability of the system, scholars developed many safety control schemes.
The classical approach focused on extending and applying Naguma'’s theorem to safe
sets defined by continuously differentiable functions [8]. In particular, barrier functions
have become an effective tool for verifying security and have been widely used in [9-11].
They were used to convert a system with security constraints into an equivalency system
that satisfies security requirements and then a security controller was designed to protect
the system. In [9,10], penalty functions and BF-based state transitions were employed to
merge states into a reinforcement learning framework to solve optimal control problems
with full-state constraints. In [11], a safe non-strategic reinforcement learning method
to solve secure nonlinear systems with dynamic uncertainty was proposed. In [12,13],
a new secure reinforcement learning method was proposed to solve secure nonlinear
systems with symmetric input constraints. However, the results in [9-13], mentioned
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above, were mainly based on studying the optimal safety control in a single continuous-
time/ discrete-time nonlinear system. The security control of interconnected systems has
not been fully resolved.

On the other hand, interconnected systems consist of multiple subsystems with inter-
connected characteristics, and designing controllers for them through a concept similar
to that of a single-system approach is difficult [14]. To solve this problem [15-17], the
decentralized control approach, based on local subsystem information, was proposed.
This approach involved using multiple controllers to control the interconnected systems.
In [18,19], the decentralized control approach differed by initially decomposing the entire
system control problem into a series of subproblems that could be solved independently.
The solutions to the subproblems (i.e., independent controllers) were then joined to form
a decentralized controller to stabilize the entire system. In addition, implementing the
decentralized control algorithm used only the local subsystem’s knowledge, not the com-
plete system’s information. Recently, scholars have proposed many schemes or techniques
for designing decentralized controllers, including quantization techniques [20], fuzzy
techniques [21], and optimal control methods [22]. This paper develops decentralized
control strategies from the optimal control perspective. Problems of optimal control are
usually solved via the solution of the Hamilton-Jacobi-Bellman (HJB) partial differentiation
equation [23,24]. However, the HJB equation is generally not solvable analytically due to
its inherent nonlinearity [25,26]. Therefore, adaptive dynamic programming (ADP) and
reinforcement learning (RL) algorithms were proposed to obtain numerical solutions to
the HJB equation and were widely applied to nonlinear interconnected systems [27-30].
In [31,32], the two previously mentioned algorithms could be deemed closely related, as
they exhibited similar characteristics in addressing optimal control problems. For example,
in [27,28], the distributed optimal controller was designed using robust ADP for nonlinear
interconnected systems with unknown dynamics and parameters. In [29], the optimal
decentralized control problem for interconnected nonlinear systems subject to stochastic
dynamics was solved by enhancing the performance function of the auxiliary subsystem
and transforming the original control problem into a set of optimal control strategies sam-
pled in periodic patterns. Furthermore, in [30], the identifier—critic network framework was
used to solve the problem of decentralized event-triggered control based on sliding-mode
surfaces, avoiding the need for knowledge of the system’s internal dynamics. It is worth
noting that the control results provided in [27-30] did not consider input constraints.

Control constraints are commonly encountered in industrial processes, where they
are widespread and have a detrimental impact on the performance of systems [33,34].
Therefore, the study of constrained nonlinear systems is of practical importance. In [35,36],
the RL-based decentralized algorithm was developed for tracking control of constrained
interconnected nonlinear systems. In [37], the problem of decentralized optimal control of
a constrained interconnected nonlinear system was solved by introducing a nonquadratic
performance function to overcome the symmetric input constraint. The results in [35-37],
mentioned above, mainly addressed the symmetric input constraint. However, the problem
of asymmetric input constraints was identified in several project cases [38,39]. In [40],
the optimal decentralized control problem with asymmetric input constraints was solved
by designing a new non-quadratic performance function. In [41], a new performance
function was proposed for interconnected nonlinear systems to successfully overcome the
asymmetric input constraint and to solve the decentralized fault-tolerant control problem.
However, none of the above studies considered the safety of the system. The optimal
decentralized safety control (DSC) for constrained interconnected nonlinear safety-critical
systems has not been thoroughly investigated thus far, which inspired our current study.

Motivated by previous discussions, this paper proposes an RL-based decentralized
DSC strategy for constrained interconnected nonlinear safety-critical systems. The primary
achievements are concluded below:

1.  The reinforcement learning algorithm is used to solve the optimal DSC problem
for restricted interconnected nonlinear safety-critical systems, and the asymmetric
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input constraint is successfully solved. The method optimizes the control strategy by

minimizing the performance function, ensuring the safety of the system’s state, while

considering the asymmetric input constraints.

2. Nonlinear interconnected safety-critical systems with asymmetric input constraints
and safety constraints are converted to equivalent systems that satisfy user-defined
safety constraints using barrier functions. Unlike the nonlinear safety-critical systems
[3,9,10,13], this paper solves the security constraint problem of the interconnection
term through the potential barrier function, which ensures the interconnected nonlin-
ear safety-critical system satisfies the security constraint.

3. The asymmetric input constraints are solved by utilizing a single CNN architecture
for online approximation of the performance function. Theoretical demonstrations
show that the optimal DSC method can achieve uniformly ultimately bounded (UUB)
system states and neural network weight estimation errors. In addition, a simulation
example verified the feasibility and effectiveness of the developed DSC method.

The remainder of this article is structured as follows. In Section 2, the issue formulation
and conversion are presented. In Section 3, the decentralized optimal safety DSC design
scheme is presented. The design scheme for the critical neural network is presented
in Section 4. In Section 5, the analyses of system stability are presented. In Section 6,
the simulation sample demonstrates the effectiveness of the presented approach. Lastly,
conclusions are given in Section 7.

2. Preliminaries
2.1. Problem Descriptions

Consider a constrained interconnected nonlinear safety-critical system composed of n
subsystems and the formula below:

{ %i(t) = fi(xi(t)) + &i(xi(£))ui(t) + Ahi(x(t)), 1)

xi(O) = X0, i= 1,2,...,1’1,

where x;(t) € R" is the ith subsystem’s state vector and x;(0) represents the initial

n
state, x = [x],x],...,x]] € RYi=1" represents the overall state vector of the con-
strained interconnected nonlinear safety-critical system, u; = [u;1,u;p, ... ui,j]T e

represents the control input, and the set of asymmetric constraints is represented as
b = {ui,mi € R™, b min < |ui,j‘ < bimax,i =1,2,.. -,mi} with b; i, and b; gy being the
asymmetric saturating minimum and maximum bounds, f;(-) € R" and g;(-) € R"*™i
represent the drift system dynamics and input dynamics of the ith subsystem, respectively,
and are Lipschitz continuous, and Ah; € R" represents the unknown interconnected term.
To simplify the design of the controller, let us introduce some assumptions. For
i=1,2,...,n, we suppose the equilibrium of the ith subsystem’s state is x; = 0.

Assumption 1. Fori=1,2,...,n, the Ah;(x) satisfies the below unmatched condition:
Ahi = 11;(x;) Pi(x),

where 1;(x;) is a known function with 1;(x;) € R"™% £ ¢;(x;), and P;(x) is a bounded vector
function that satisfies

1P| < ) biiBij(x)), )
=

where b;j > 01is a constant, and B; ;(x;) are normal definite functions. Furthermore, B; ;(0) = 0
and P;(0) = 0. Then, assuming B;(x;) = maxi<i<n{Bi;(xj)}, the unequal Equation (2) is
denoted as:

IPi(x)] < ) CijBilx)), @)
=1
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where C;; > (b; iB; i (x;))/Bi(x;) is a positive constant, and j = 1,2,...,n.
i 7P, Xj j\Xj p ]

Remark 1. It is noted that constraints (2) and (3) specified by Assumption 1 are strict restrictions
on specific interrelated nonlinear systems. Nevertheless, when we consider the function P;(x) that
satisfies no constraints (2) and (3), we discover that the calculational costs to address the stability of
the closed-loop system are high. In fact, in real-world applications, constraints like inequalities (2)
and (3) impose on the mismatched interconnection terms of the system (1) [40,42].

Assumption 2. Fori = 1,2,...,n, the known function g;(x;) is bounded as ||g;(x;)|| < Sim,
where g; ., is a known constant. Furthermore, rank(g;(x;)) = m; and gI (x;)n;(x;) = 0.

Based on the ith subsystem (1) described, the ith auxiliary subsystem is designed as:

X = fi() + gi(xi)ui + (L, — gi(xi) g7 (%)) mi(xi) s, )
where v; € R7 is used to compensate for mismatched interconnections and stands for aux-
iliary control, g;" (x;) € R™*"i is Moore-Penrose pseudo-reverse. According to Assump-
tion 2, it can be found that the matrix g;" (x;) = (g7 (x;)gi(x;)) 71giT(xi) and g (x;)7i(x;) =
(87 (x;)gi(xi)) ! gl (xi)ni(x;) = 0. Then, we rewrite the auxiliary subsystem (4) as:

X = fi(xi) + gixi)u; + 17 (x;)v;. ©)

2.2. Security Conversion Issues
For the ith subsystem in the system (1), its state x; = [x;1,Xj2,..., xi,k]T satisfies the

following security constraints:

xi1 € (a1, Ain),
Xio € (ai2, Ai2),

(6)

Xik € (@i, Aig)-

For nonlinear interconnect safety-critical systems with asymmetric input constraints and
security constraints, we need to define the performance function as:

Ji(x;) = /too e (TN (1 + O (x;, 1z, 07))dT, )

where «; is the discount factor, 1;(x;) = hiﬁ]z(xi) and O(x;, u;,v;) = xI Hix; + ; (u;) +
CiviTvi with H; and 20;(u;) are positive definite functions, where h; and {; are positive
design parameters.

Remark 2. Due to accounting for safety constraints and asymmetric input constraints in (7), the
optimal control law does not converge to zero while the system state achieves the stable phase [43].
The discount factor a; = 0, J;(x;) may be unbounded, so it is necessary to consider the discount
factor.

Problem 1. (Decentralized control problems with security constraints and asymmetric input
constraints) Consider the safety-critical system (1) and find the policy u;(.) and auxiliary control
strategy v;(.) : R" — R™i in the ith subsystem. The performance function is given by (7) with
the ith subsystem state x; = [x;1,...,%;x|T and the control input u; satisfying the following
conditions:

Ui min < ui,j < Ui maxs |ui,min| 7& |ui,max|/ (8)
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Xik € (aix, Aik), Vk=1,...,n;. )

Ensure that the security-critical system state is consistently within the security con-
straints. Further, the definitions of some barrier functions are given.

Definition 1 (Barrier function [9,10]). The function B(-) : R — R defined on interval (a, A) is
referred to as the barrier function if

A(a—2z)
a(A—z)’
where a and A are two constants satisfying 2 < A. Moreover, the potential function is
invertible on the interval (a, A), i.e.,

B(z;a,A) = log Vz € (a, A), (10)

aA(e? — e_%)
B Yy;a,A) = — 4, VyeR. (11)
ae2z — Ae™ 2
Furthermore, the derivative of (11) is
dB Y(y;a,A) Aa? — aA? (12)
dy  a2eY —2aA + A2V’

Based on Definition 1, we consider the state transition based on the potential barrier
function as follows:

six = B(xik ik, Aig), (13)
71 .
Xik = BT (sif; ik, Aik), (14)
_ ’ . . . . dxi,k _ dx,',k dsi/k
where k = 1,2,...,n;. So, the ;s derivative concerning t is ¢ = &, dt and after
, 3

using Definition 1, we obtain:

Sik+1  Sikt1 ) )
ai,k+1Ai,k+1 (6 2 —e 2 ) Aike_si,k — 2ai,kAi,k + a; kesfrk
Sik = Sik 57 - -
’ k+1 k1 a2 . 2
Ajjg1e~5— — Ajkp1e — 5 Ajjeasy — ai A7y

= F(sikSifr1), k=1, ..., n—1,

AZie Sk — 20,1 Ay + a7 ek
Ai,kaiz/k - ai,kAiZ/k

= Fi,ni (Si,n,») + Gi,ni (Si,ni)ui,n,» + Yi,ni (Si,ni)/

Si,ni = Xl' X

where
2 Si —Sin.
as e —2a;, Aj,+ A e T
_ TiniTing Lnifenn L1 -1 —1
Fi,ni(si) = 114 5 A2 X fi([Bill (8i1) - Bi,ni (Si,ni)])/
i,"iai,ni - ai/ni i,?ll'
a2, e —2a;, Aj, + Appe "

Giny (s1) = = l'niA,az ) x 8i([Bi1 (si1) - By, (i),
L

s — iy A
,n; it ,n;

and Y; .. (s; »,) is the interconnection term of the 7;th term in the ith subsystem.
Then, the interconnected nonlinear safety-critical system (1) can be rewritten as:

si = Fi(si) + Gi(s;)ui(t) + Yi(si), (15)
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where Fi(s;) = [Fa(si1,5i2), - Fin (50)]7, Gi(si) = [0,..., G, (si)]" and Y;(s;) is the un-
known interconnected term.

Based on Assumption 1, we define the unknown interconnection term after the system
transformation as:

Yi(si) = pi(si)Ui(s), (16)
where ;(s;) = [p1,1,(51),0,...,0], and
alz,zesil —2aj7Ai7 + Ajpe”%i2
Ai,Zalz,z — azAiZ,z

©1,, (51) = X N1, (X1),

and U;(s;) is a bounded vector function that satisfies

[Ui(s)]| < Zbl]ﬂl] 5]) (17)

where 8; ;(s;) is a positive definite function. Then, assuming 8;(s;) = maxi<j<n{0;;(s;) }
and 9;(s;) = [19],1(51,1,5],2) - i, (sj)]T, where

22 =S 4.
¥; ]1’1, ]/nz Zﬂ] i A] 1 + A] i e
1M (s]) A . A2

] Bjn; i

],71,‘ ]/ni

x Bi([B;] (x1) ... B (x)]).  (18)
According to (3) and (18), the inequality (17) is expressed as:
IUi(s ||<ZS”] (19)

where S;; > (b; j9;(s;)) /9;(s;j) is a positive constant, and i, j = 1,2,...,n.

Assumption 3. F;(s;) is Lipschitz continuous with F;(0) = 0, P;(0) = 0, G;(s;) and ;(s;) are
upper-bounded, then || Fy(s;)|| < fim|lsill, 1Gi(si)ll < gimyy and [|@i(si) | < i, [Ui(si)]] <
Pim,|Isill, where fim., Simy Wim; Pim, are positive constants. rank(G;(s;)) = m; and
Gl (si)pi(s;) = 0. Moreover, the modified system (15) is within the manageable range, and
s; = 0 s the balance point for (15).

Lemma 1 ([32]). V(s1,82) € R2, we have the following condition,

P1
5157 < 817|Sl|p1 + s2]F2,
p1

pag1 P2
whereey >0, (p1 —1)(p2 —1) = land py,p2 > 1.

Remark 3. The barrier function in Definition 1, which has the following characteristics, ensures
that the safety-critical system (15) always satisfies the safety constraints [9,10].

1. The state s; of the system is restricted to be bounded, so the system state x; satisfies con-
straints (8) and (9), i.e.,

|B(Zi}ﬂi,A,‘)| < +o0, Vz; € (Cll’,Al’).

2. When the system’s state approaches the boundary of the safety area, the barrier function
changes as follows:

lim B(Z,‘,‘a,‘,A,‘) = —09,

+
Zi—a;
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lim B(zja;, A;) = +oo.

Z,'—}A;
3. The barrier function fails to function when the system state reaches equilibrium, i.e.,
B(O,’ a;, Ai) =0, Va; < A;.

3. Decentralized Optimal DSC Design

This section consists of two main subsections to establish the decentralized optimal
DSC method. First, the security constraint problem is dealt with through the systematic
transformation of the barrier function and the HJB equation for the ith auxiliary subsystem
without security constraints is developed by introducing the improved performance func-
tion. Finally, the decentralized safety controller is constructed by solving the HJB equation
for the auxiliary subsystem.

3.1. Barrier Function Conversion

According to the ith subsystem (15) described, the ith auxiliary subsystem is de-
signed as:
si = Fi(si) + Gi(si)u; + (In, — Gi(si) G} (si)) 0i(s:)vi, (20)
where G/ (s;) € R™*" is Moore-Penrose pseudo-reverse. According to Assumptions 2
and 3, the matrix if found to be G;"(s;) = (GiT(si)G,-(s,-))flGiT(si) and G} (s;)pi(si) =
(G (s:)Gi(s)) 71GiT(si) ©i(s;) = 0. Then, the auxiliary subsystem (20) is rewritten as:

si = Fi(si) + Gi(si)ui + pi(si)v;. (21)

Regarding the converted system (15), analogous to (7), the performance function below
is introduced:

[e¢]
Vi(si) =/ e 0 (i 4y (51, ui, 07) ), (22)
t
where 7;(s;) = h;07(s;) and y(si,u;,v;) = s/ Qisi +2W;(u;) + &v]vi, Qi is the positive
definition matrix. Furthermore, s;y = s;(0) denotes the initial state, and 20;(u;) is a non-
quadratic utility function that solves the asymmetric input constraint. Then, 20;(u;) is
defined in the following form:

Qﬂi(ui) = Zz 2A; /”i,j ‘P_l((vi — c,')//\,»)dvi, (23)
=

where A; = (9 max — Bimin) /2 and ¢; = (;max + Himin) /2, and ¥;(.) represent the mono-
tonic odd function, where ¥;(0) = 0. In this paper, without sacrificing generality,
Fi(sy) = (e — e )/ (e e ).

Remark 4. Unlike the traditional form of symmetric input constraints [35], this article considered
asymmetric constraints on the controlling inputs [44]. The revised hyperbolic tangent function
presented in (22) effectively transforms the asymmetric constrained control problem into an uncon-
strained control problem by devising different maximum and minimum bounds.

Problem 2. (Optimal decentralized control problems with asymmetric input constraints) Finding
the control policy u; and auxiliary control strategy v; in the ith subsystem, the performance function
becomes (22).

Based on the subsystem (21), as well as the performance function (22), the correspond-
ing Hamiltonian is given by:

H(sj, u;,0;, VVi(s;)) = (VVi(si) (Fi(si) + Gi(si)ui(t) + pi(si)v;)
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+ 711 + (s, up, 0;) — Vi, (24)

with VV;(s;) = 2562
The optimal performance function is

V.

1

*(s5) = i Vi(s;), 25
(si) lli,vfrel‘li’I}Qi) i () (25)

where ¥ (();) is a collection of all acceptable control policies and auxiliary control strategies
for O);.
Based on Bellman’s optimality principle [31], V;*(s;) in (25) satisfies the HJB

: H(s;,u;,v;, VV*(s;)) =0, 26
ui,vfrelsi’rzﬂi) (Sl Ui, 0j i (Sz)) (26)

where VV7*(s;) = % Then, the optimal control policy and the auxiliary control policy

can be derived as follows:

* 1 *
ui(si) = =\ tanh(fZA,GiT(Si)VVi (si)) +ci, (27)
1
* 1 T *
v (si) = AL VVi(si), (28)
1

where ¢; = [c1, ..., cm,]-
Substituting u; (s;) and v} (s;) into (26), the HJB equation is rewritten as:

(V7 (i) TEi(s:) + (V7 (7)) T Gy(si)u (s) =il o7 (5) ||
—a; Vi + 7i(si) + s} Qisi + ;i (u (s;)) =0, (29)

with V*(0) = 0.

Through the BF-based system transformation, the decentralized control problem 1 with
asymmetric input constraints and security constraints is transformed into an unconstrained
optimization problem, i.e., the decentralized control problem 2. Next, the following lemma
is discussed to ensure the equivalence between the decentralized control problems 1 and 2.

Lemma 2. Assume that Assumptions 1 to 3 are met and that control policy u;(-) and auxiliary
control strategy v;(-) solve the decentralized control problem 2 of (21). It follows, then, that the
below holds:

1. If the initial state xq of the interconnected nonlinear safety-critical system (1) is in the range
(aik, Aix), Vk =1,2,...,n, then the closed-loop system satisfies (6).

2. If the functions H;(x) and Q;(x) satisfies the condition H;(x;) = Q;(B;(x;)) = Q;i(s;), the
performance described in (22) is equivalent to the one in (7).

Proof. Both the performance function and Assumption 3 satisfy the observability of zero
states, guaranteeing the presence of the safety-optimal performance function V;*(s;). From
(24), we obtain VV;*(t) < 0, which allows us to obtain V;*(s;(t)) < V;*(s;(0)) for all £ > 0.
Consequently, as stated in Remark 3, if the initial state x;(0) of the system (21) satisfies
the security constraint (6), and V;*(s;(0)) is bounded, then the V;*(s;(t)) is also bounded.
Finally, we obtain

xir(t) € (ai,k, Air), k=1,2,...,n. (30)

Therefore, the given u] and v satisfy the constraints of the decentralized control problem 1.

Now, consider the state transition based on the barrier function described in (13) and
(14).  Since x; satisfies the constraints given in (8), each element of the state
si = [Bi1(xi1),-..,Bix(x;x)]" is finite. By comparing the performance functions (7) and (22),
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the equivalence relation J;(x;(0)) = V;(s;(0)) is obtained, provided that H;(x;) = Q;(s;).
This completes the proof. [

3.2. Designing the Optimal DSC Strategy by Solving n HJB Equations

Throughout this section, we show that the optimal DSC strategies for interconnected
nonlinear systems can be constructed by solving the n HJB equations.

Theorem 1. Consider n subsystems under Assumptions 1 to 3 with DSC policies u’ (s;) and
auxiliary control strategies v (s;), having the corresponding conditions as below:

Hvi‘(si)llz <sTQisi  t > to. (31)

Next, consider n positive constants hy, i = 1,2,...,n, so that for anything h; > hy, the optimal
DSC policies uj (s1), u3(s2), ..., uy,(sn) guarantee that the interconnected nonlinear system (15)
with security constraints is UUB.

Proof. The Lyapunov candidacy function L; 1 (s) below was selected:
n
Lix(s) =} Vi (si), (32)

where the V*(s;) is defined in the same way as (22), and we denote the time derivative
along the trajectory s; = F;(s;) + G;(s;)u;(t) + Y;(s;) as:
n
Lia(s) = Y (VVI) T (Gilsi)uf + Fisi) + Yi(s)). (33)

i=1
By using (27) and (28), we obtain:

u; C;

(VVi(s:)) Gi(si) = —2A; tanh T (=), (34)

(VVi* (50)) T pi(si) = =28 (o7 (1)) (35)
Inserting (29), (34) and (35) into (33), we have

[, Vi — 1ti(si) — sT Qusi — 2 (uf) + & vf (s0)||* — 2&:(0F (s:)) TUi(s)].  (36)

M-

Il
—

Lia(s) =
According to the optimal DSC policy (27), the term 20;(u ) becomes

. m; uszz‘ 1, Ui — ¢
Wi () =24 1 [ tanh (K
=1

i

)d(ui — c;). (37)

By appealing to the proof in [44], Equation (37) can be further reduced to

*

) 2 a1
W;(uf (s;)) = A7 }_(tanh (T))
i—1 i
B1
) 1m; tanhfl(iuiz;c" 5
—2A7 ) / " (u; —¢i) tanh®(u; — ¢;)d(u; — c;), (38)
=1

B2
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replacing (38) into (36), one has

n n n

Z 28;(s] Qisi — |0} (s Z (1—28;)(s{ Qisi) — Y _(mi(s;)

i=1 i=1 i=1

* 2 ([ ,% 2 *
—2¢; ZHvi (si)[[bi ;85 ;(s7) + &%|[vf (si) I7) + & Vi" — B1 + Bo (39)
j=1

It is known from [45] that there is a positive constant ¢; 5; such that 0 < H VVi(si) H <
0; m- Therefore, using Lemma 1, Assumption 1, (17), (19), and (27), we obtain

* *

u - — Cj u
281 < 2A2tanh T (—Z—")tanh (-4
Al Ai

- 1(W* ()7 Gi(s:) GT (1) (V Vi (51))

i

G2 6? (40)

m=~i,m’

Utilizing the integral median theorem [46] and the inequality (40), the B, (38) can be
deduced as:

mj Ci
B2 = 2/\12 Z tanh ™! (]71)(,’01 tanh 2 ;
=1 l

m;
< 2/\12 Z tanh !
j=1

u:. C; u
<20 tanh (M) tann (2

G%méfm, (41)
—1 MG
where @; € (0,tanh™ (—4—)) .
From [27], we conclude that ||a;V;*(s;)|| < 0;m, where 0; , is a positive constant. Then,

plugging (40) and (41) into (39), and taking into consideration the conclusion mentioned
above, we can rephrase inequality (39) as follows:

n

Z 261 TQZSZ 1 Z 1 _261 l)
i=1 i=1

E(WSJ 2@2”0 si)l103,8(sp) + El10F (s0)11*) + 0 + 5 ZG?M?W (42)

i=1 11

by denoting A = diag{hy,hy,...,hy} and Z = [01(s1),...,0n(su), &1]|0}(s1)
&nl|vs (sn)l|]- Let the condition (31) be satisfied, so we have

VAN

n
Li,l (S) < - Z(l - 251)(51‘TQI‘51) ZTXZ + Qi + - Z Gzzm(szzm/ (43)
i=1 171
A AT R T
with X [A In]andA— :

bnl bnn
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From the matrix X expression, positive definiteness is maintained by choosing a
sufficiently large A. In other words, there is h} > 0, such that h; > h?, ensuring ZTXZ > 0.
Thus, the inequality (43) is further deduced as:

™=

. 1 n
Lin(s) < = 11— 26)Awin Q) 1il* + 05 + 5 Y- GEni (44)
i=1

i=1

The inequality (44) means that L; 1 (s) < 0 whenever s;(t) lies outside the following
set Ng;:

1,2 2
1G7 07, + 0
No. = {s::|lsi] < 47LMM . 45
= sl l”—ﬁmin(g)u—za) )

Based on Lyapunov’s extension theorem [47], it is shown that the optimal performance
functions V;*(s;) guarantee that the interconnected nonlinear system (15) with asymmetric
input constraints is UUB. Since the performance function (7) and (22) yield the same
results, it can be shown that the optimal performance function J;(x;) guarantees that the
interconnected nonlinear safety-critical system (1) with security constraints and asymmetric
input constraints is UUB. [

4. Critic Network for Approximation

The critic neural network is introduced in this section, with the aim of approximating
the optimal performance function. Then, the evaluation network of the auxiliary subsystem
(21) is used to construct the estimated optimal control strategy. According to [48], V*(s;) is
expressed as:

‘/i*(si) = Wg;ati (Si) + gt,' (Si)/ (46)

where o, (s;) = [0¢,1(5:),0¢,2(5i), ..., 0¢,n,(si)] € RN denotes the activation function,
W, € RNi denotes the ideal weight vector, N; denotes the number of neurons, and
e;(s;) € RNi is the reconstruction error of NN. The vector activation function o, ,(s;)
is denoted as a continuously differentiable function, where p = 1,2,..., N;. Fors; # 0,

{oc,p(si) }]1;71:1 is linearly independent. Then, the derivative of V;*(s;) can be expressed as:

VIV (si) = Vg (s)We, + Ve, (s1), (47)
where Vo, (s;) = agg"s(is") and Ve, (s;) = ag‘ais(isi).

From Equations (27), (28) and (47), the optimal safety control policy u} (s;) and the
auxiliary control strategy v; (s;) are rephrased as:

% 1
uf (si) = —A;tanh (= G/ (1) Vo (s:)We,) + ca, + € (si), (48)
1
. 1
v (si) = Z—C@?(sowi(si)wq + €0, (si), (49)
1

where
(In; — tanh®(2))G] () Ve, (s1),
€vi(51‘) = 7Epg(si)vsci(si),

with Ly, = [1,1,...,1]T € R™. The seclected value of { is between 2%\1GZ-T(si)VcTCTi(si)WCi
and 2%,GZ.T(si)(V(TCTi(s,»)Wci + Ve, (si))-
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The ideal weight vector W, is not available and the optimal control strategy u; (s;) is
not directly applicable. Therefore, the estimated weight vector W,, is constructed to replace
W, as:

Vi (si) = Wi, (si)- (50)

1

The estimation error Wcl. =W, — VAVCZ. is defined. Similarly, according to (50), the (49)
and (48) are further developed as:

. 1 N
0i(s;) = —A; tanh(z—kGiT (si) Vol (s)We,) + ca,, (51)
1
. 1 A
0;(s;) = —Tgp?(si)VUg(si)Wci. (52)
1

Combining (50), (51) and (52), the Hamiltonian is re-expressed as:
H(si, 4, 0;, VVi(si)) =(VVi(s:))(G] (1) + Fi(s:) + i (5:):)
+ 70i(si) + 7i(si, 4, 0;) — a; Vi (53)
According to (53), the error of the Hamiltonian is given by:

ei = H(si, 0, 0;, VVi(s;)) — H(si, uf, v}, VV/ (5))
= 71i(s;) +s] Qisi + W; (1) + &i0] 0 + Wi, (54)

with ¢; = VU’ci(xi)(GiT(Si)MAi + P,‘(S,’) + pi(si)ﬁi) — Q0 (Si)- In order to make ui(si) —
u’ (s;), the error e; should be guaranteed to be sufficiently small. To solve this issue, a critic
weight adjustment law W, is proposed to minimize the objective function ¢; = %eiT e;. Next,
the critic updating law is developed as:

W, = __ RaQifi (55)

(1+0/0i)*

where the constant &, is the positive learning rate.

Remark 5. To minimize the Hamiltonian error e;, it is necessary to maintain the derivative of ¢; as
¢; < 0. Therefore, the critic weight adjustment law is derived by employing the normalization term
(14 of 0;) 2 and applying the gradient descent method with respect to We, [49].

By considering the definition of W,,, we obtain

aciﬁieHi
7

We, = —ac lil] W, + (56)

1
9i
140l o;

Voe, (i) (G (s1) i + Fi(si) + pi(s:)0:).-
The proposed decentralized DSC strategy for the ith subsystem with a single critic-NN
is illustrated in Figure 1.

where (; = and ; = 1+ QiTQi- ep; denotes the residual error, defined as ey, =
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3
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7.
¥ r(SI_-)
ith Critic Network i
&
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s
Approximate
> | P
g Hamiltonian l UpdateRule «

Fy

M, X ; : 5
! I Barrer-function- i
» . o | Constrained ith Transformed ith
Centrol Policy 7| Ausliary Subsystam b AI::_Ismm Audliary Subsystem

Figure 1. The block diagram of the developed optimal DSC scheme.

5. Stability Analysis

This section focuses on the stability of the n-auxiliary subsystem for the given control
scheme. We need to make some Assumptions to satisfy the theorem.

Assumption4. Fors; € ();, i =1,...,n, there exist some positive constants Dgui,m/M, Daci, Devi
and Dy, satisfying ||ew;(si)|| < D, [l@i(si) || < @im, Ve (i)|| < Do, [l€0;(si)[| < Doy,
and ||’3H[|| < DeHi‘

Assumption 5. Consider the time period [t,t + t¢] and ty > 0. Then, the term (;¢] fulfills the

following condition:
eily, < 4t} <sily, (57)

where €; and s; are positive constants.
Theorem 2. For the nonlinear interconnected safety-critical system (15), we design the estimated

optimal safety policies and auxiliary control strategies as (51) and (52), respectively. Assume that
Assumptions 1-5 hold. If W, is updated by (55), then s; and W, are UUB if a, in (55) satisfies

2 p2
5 MDac.
Qe; > o (58)
‘ gi)\min (‘glng)
Proof. The candidate Lyapunov function is considered to be:
Z * 1. T
Li(t) = Z(Vi (si) + QWciWci)- (59)

i=1

Then, defining L; 1 (t) = V;*(s;) and L;»(t) = %Wch W,,, the time derivative by L;1(t) is

Lig(t) = (VVi(s:)T(G] (i) + Fi(si) + 0i(s:)07)
(VVi(si))T(G] (si)uf + Filsi) + pi(si)v})
+ (VV (i) TGl (si) (i — uf) + (VVi(s0) T i (si) (0 — o) . (60)
B3 Ba

Combining (29), (34) and (35). The (60) is further deduced as:

Lig(t) = aiVi — mi(si) — sT Qisi — Wi (uF) + &l|vF (s:)||* + B3 + Ba- (61)
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According to Lemma 1, and taking into account (40), (48), (51), we observe that the 3
term in (61) is satisfied by

uj (si) —

By < A2 tanhfl(Td) ‘ + | — uf|®
< pr+ ||Ai(tanh (i1 (51)) — tanh(Via(s1)) — ew (51)]|
Bs
< G2M5 v+ Bs, (62)

where 9);(s;) = zi/\iGiT(si)VVi* (si). Then, based on the fact |[tanh(D);¢(si))|| < /i,
¢ = 1,2 in [44], according to Assumption 5, f5 is derived as:

Bs < 2A2||tanh(D);1(s)) — tanh(;2(5:)]1* + 2[lew; (5:) ||
< 4A2(|[tanh (V1 (s1)) > + [[tanh(V;2(s:))[17) + 2lJew, (57)]°
< 8A7m; +2D7, . (63)

Similarly, the last term of (61) is deduced from (35), (49) and (52) as:

2 . 2
Ba < =Cillo7 |7 = Gilloi — o7 ||

12 A2 2 2
< =Gillor 17+ 28 ([16: 117 — llo7 1) + 28l ex, ||
P 1
< =Gillo7 I” + g@lzm ¢ ‘ngl.- (64)
1

By using (38), (62)—(64) and the fact that ||oc V7 (si)|| < 0im the following is derived:

e

La(8) < —Ain (@151 + = 3 D3, [ e + 0, (65)
2 52 20 2 D2
with ®; = o;pm + 5 Gl MmO T 8ATm; + ZDeui + ZC,Devi.
The error weight update law W¢,. L; 1 (t) is considered with the time derivative

| W
Ll‘,z(t) = —aciwciéiéi We, +a; eH.. (66)

. i
1

Combining Lemma 1 and Assumption 4, the following conclusion is drawn:

i ieH C: WTE ETWCZ + Zcz D2 (67)

Combining inequalities (66) and (67), we derive the following inequalities:
LZZ(t) 2‘71 )\mm f éT ||Wc, H + cz Dz (68)

Substituting (65) and (68) into (59), the following inequality is obtained:

n

Li(t) < 3 (=Auin(Qi) i1 — ]

i=1

v ||° ‘1 DZ,), (69)

where r; = %/\mm(&élr) — 2%@2 MD%{{, /\min(&-flr) means the minimum eigenvalue of KZ-EI-T.
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Therefore, Equations (58) and (69) mean L;(t) < 0, provided that the parameters s;

and Wcl. are not in the set of
2@1'-0-D3HV
Nigsicllsill <A 55—~ ¢ 70
1 1 || ZH — ZAmin(Qi) ( )

_ 3 20; + D2,
N § W [ ] < 4f @
! i

Introducing Lyapunov’s extension theorem, ref. [47], ensures the stability of the closed-
loop system. This proof ensures that the weight estimation error W, is UUB. At this point,
this completes the proof process. [

Remark 6. In contrast to techniques that aim to achieve input saturation [10,13], this article
proposes an RL technigue to solve the optimal DSC problem with safety constraints and asymmetric
input constraints. This approach ensures not only the safety of the system but also minimizes the
input constraints. Therefore, the developed reinforcement learning technique, based on security con-
straints and asymmetric input constraints, is better suited for some project applications, particularly
for systems where the system state must be globally within the security settings.

6. Simulation Example

In this section, we provide a simulation example to verify the effectiveness of the
proposed approach. The simulation involved a dual-linked robotic arm system [42]. The
state space model of the system is defined by

1,1 = X1,2,

, M; migl . 1

X19 = ——=—X19 — —=——sin(xy11) + =—uy + Ahy,

12 & 1,2 r (x1,1) & 1 1

Xoq = X2,

. Mz ngiz . 1

Xo9 = ——==Xp9 — —==5sin(xy1) + =—uy + Ahy, 72
22 & 22T G, (x2,1) 5 2 (72)

where x;1 and x;, (i = 1,2) indicate the angular location of the robot arm, u; stands
for control input, and the Ah; = #;P; represents the interconnection terms. The other
parameters of the robotic arm system (72) are depicted in Table 1. The initial system state
was selected as xo = [2,2,2,2]T. We first defined the state variable x; = [x;1,x;,]T and
constructed the internal dynamics and input gain matrix as follows:

Xi2 1
filxi) = —%xi,z - mé%?lism(xi,l) * c% Hit M Pilx),

where P;(x1), P2(x2) denote the uncertain interconnection terms of subsystems 1 and
2,ie.,

P1(x1) = 0.1x,1 sin(x22),
Pz(Xz) = (xm — 3Si1’1(0.1X2,1)).

Furthermore, the two robotic arm subsystems were in a state that satisfied the below
security constraints:

x11 € (—0.5,29), x15 € (—15,2.5),
X1 € (—1,2.5), X2p € (—3.5,3). (73)
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Therefore, to deal with the security constraint, the following system of transformations
without security constraint was obtained, using the BF-based system transformation (13):

si = Fi(si) + Gi(si)ui + pi(s;) U, (74)

where

Sia Sip s ..

2 e 2 —e 2 )1112’1(2 il —2a;1A;1+A; e il
2 2
TZ AilailfalA‘

Pj(sl‘) = ‘1125 Az ,
f( 1( )) 2512 2ai9Ajp+Ajge 5i.2
L Az,Za,,zfal,ZA i2
[ 0
Gi(si) = | 1 a2 —2a;pAip+Aipe "2 |, (75)
_G A1,2a1,2 azAl,
I a%zesil —211,-/2A,-,2+A,-,2€7sir2
— a2 2
pi(si) = Aiply—a A7)
0

Table 1. Meanings and values of symbols used in robotic arm systems.

The ith Subsystem Parameter Meaning Value
my Mass of payload 5kg
M, Viscous friction 2N

The first subsystem I Length of the arm 0.5m
e Moment of inertia 10 kg
&1 Acceleration of gravity  9.81 m/s
my Mass of payload 10 kg
My Viscous friction 2N

The second subsystem I, Length of the arm 1m
G, Moment of inertia 10 kg
& Acceleration of gravity  9.81 m/s

For the transformed dual-linked robotic arm system (74), the initial state was chosen
by Si0 = [Si,O (1), 5i0 (2)]T = [B(xiro (1), a1, Ai,l ), B(Xl',o (2), ain, Ai,Z)] T. The discount factors
were chosen as w0y = 1 and ap = 0.1. The matrices were designed as Q1 = 0.5I?and Q, = I?,
Ry = 1and R, = 1. The upper and lower limits were allocated as below: by, = 0.75,
D1min = —0.25 and hp e = 1.5, bo iy = —0.5. Let 81 = ||s1|| and &, = ||sz||. Additional
design factors were setup as below: §; =8, {» =4, a., = 2, a., = 2. Choose the activation
functions o, (s;) = [s3,51,151,2,57,]7 and o, (s;) = [53 1,52,1522,53 5] "

The simulation outcomes are presented in Figurés 2-13. The states of the system are
depicted in Figures 2 and 8, and it can be observed that the closed-loop system stabilized
after 20 s and 35 s, respectively. However, the system failed to meet the specified security
constraints. Figures 3 and 9, shown in comparison with Figures 2 and 8, not only assured
that the system states converged to zero, but also satisfied the given safety constraints.
The evolving states s1(t) and sy(t) are presented in Figures 4 and 10, based on the safe
control method with asymmetric input constraints. The optimal DSC policies are shown in
Figures 5 and 11. We found that the optimal DSC policies were restricted to the asymmetric
set [—0.25,0.75] and [—0.5,1.5]. Figures 6 and 12 represent the optimal auxiliary control
strategies for subsystems 1 and 2, respectively. Figures 7 and 13 show the critic updated
laws. It can be observed that the weights converged after 15 s. According to Theorem 3, we
concluded that the proposed optimal safety control policy and the auxiliary control policy
could stabilize the closed-loop nonlinear system and satisfy the safety constraints on the
system state. Moreover, the optimal control policy eventually converged to a predefined
set of constraints. Finally, the results of the simulation showed that the presented optimal
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DSC solution for constrained interconnected nonlinear safety-critical systems, affected by
system state constraints, is effective.

3_”””7] 77777777 T T L T T T ]
e X, 4()
"""" Safe Boundary |
1 1 1 1 1 1 1 ]
15 20 25 30 35 40 45 50
Time (s)
T T T T T T T
. X 1.2(t) |
"""" Safe Boundary
1 1 1 1 1 1 1 1
15 20 25 30 35 40 45 50
Time (s)
Figure 2. Evolution of state x; (t) without using the DSC method.
3_7777777] 77777777 I,,,,,,,,,I 77777777 I,,,,,,,,,I 77777777 T T T T ]
—— x“(t)
******** Safe Boundary |
0.4
o I NS -
-0-64 o 2 4
Ak 4
1 1 1 1 1 1 1 1 1
0 5 10 15 20 25 30 35 40 45 50
Time (s)
3 T T T T T T T T T
ot — X 1'2(t) |
>>>>>>>> Safe Boundary
= ! ]
™
< Or
Ak 4
2+ i
0 5 10 15 20 25 30 35 40 45 50
Time (s)

Figure 3. Evolution of state x1 (¢) using the DSC method.
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Figure 4. Evolution of state s; (t) using the DSC method.
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T T T T
uy without using the DSC method.
2 u, using the DSC method. )
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0 \/\'
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Figure 5. Control evolution of input .
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2 . I . .
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Figure 6. Evolution of the auxiliary control input v; using the DSC method.
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25 Parameters of the critic NN
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Figure 7. Evolution of the critic weight vector W, using the DSC method.
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Figure 8. Evolution of state x(t) without using the DSC method.
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Figure 9. Evolution of state x,(¢) using the DSC method.
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Figure 10. Evolution of state s, () using the DSC method.
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Figure 11. Control evolution of input u5.
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Figure 12. Evolution of the auxiliary control input v, using the DSC method.
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Figure 13. Evolution of the critic weight vector W, using the DSC method.

7. Conclusions

This article presents an RL-based DSC scheme for interconnected nonlinear safety-
critical systems with security constraints and asymmetric input constraints. The proposed
method transformed an interconnected nonlinear safety-critical system with security and
asymmetric input constraints into an interconnected nonlinear safety-critical system with
only asymmetric input constraints by using the barrier function. The non-quadratic utility
function was added to the performance function to address the asymmetric input constraint.
The critic network was also used to approach the optimal performance function and to
establish the best security policy. Our control scheme stabilizes the closed-loop system
and minimizes the improved performance function. In addition, the simulation results
demonstrated the efficacy of the proposed distributed security solution. Future work will
explore the optimal safety control of stochastic interconnected nonlinear systems with event
triggering.
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