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Abstract: In this paper, we study a three-layer wiretap network including the source node in the top
layer, N nodes in the middle layer and L sink nodes in the bottom layer. Each sink node recovers the
message generated from the source node correctly via the middle layer nodes that it has access to.
Furthermore, it is required that an eavesdropper eavesdropping a subset of the channels between
the top layer and the middle layer learns absolutely nothing about the message. For each pair of
decoding and eavesdropping patterns, we are interested in finding the capacity region consisting of
(N + 1)-tuples, with the first element being the size of the message successfully transmitted and the
remaining elements being the capacity of the N channels from the source node to the middle layer
nodes. This problem can be seen as a generalization of the secret sharing problem. We show that when
the number of middle layer nodes is no larger than four, the capacity region is fully characterized
as a polyhedral cone. When such a number is 5, we find the capacity regions for 74,222 decoding
and eavesdropping patterns. For the remaining 274 cases, linear capacity regions are found. The
proving steps are: (1) Characterizing the Shannon region, an outer bound of the capacity region;
(2) Characterizing the common information region, an outer bound of the linear capacity region;
(3) Finding linear schemes that achieve the Shannon region or the common information region.

Keywords: wiretap network; secret sharing; Shannon-type inequality; common information;
generator matrix

1. Introduction

The general concept of network coding was proposed by Ahlswede et al. [1] in 2000.
They investigate the single-source multicast network coding problem where the message
generated by the source node is required to be sent to multiple sink nodes through a
noiseless network. In addition to routing, the nodes in the network can process the received
information to utilize the full capacity of the network. In 2003, Li et al. [2] demonstrated
through a vector space approach that linear network coding over a finite alphabet is
sufficient for an optimal multicast. Independently, Koetter and Médard [3] developed an
algebraic characterization of linear network coding via a matrix approach. A deterministic
polynomial time algorithm for constructing a linear network code was later presented by
Jaggi et al. [4]. For more background on network coding, a useful source is [5].

Cai and Yeung [6] proposed a wiretap network which incorporates information se-
curity with network coding [7-12]. In the wiretap network, a message is sent to possibly
more than one legal user and needs to be protected from eavesdroppers, who may tap a set
of channels in the network. More specifically, in the wiretap network, it is required that
(i) all sink nodes can obtain the message correctly and (ii) the eavesdropper, who can access
any one but not more than one eavesdropping set of communication channels, obtains
nothing about the message. One solution of the wiretap network is that we send both the
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message and the random key via a linear scheme. In this way, an eavesdropper can only
observe some linear combinations of the message and the random key, which is statistically
independent of the message. On the other hand, every legal user can recover the message
by canceling the effect of the random key.

The performance of a wiretap network scheme can be measured by the size of the
message and the size of the random key. In [6], when the eavesdropper may choose to
access any subset of channels of a fixed size, tight bounds were obtained. Some general
bounds under arbitrary eavesdropping sets were obtained in [13], but may not be tight in
general. Focusing on a simple network topology, Cheng [14] conducted a numerical study
and showed the importance of characterizing the entropic region of six linear vector spaces.
When focusing on the alphabet size for the existence of secure network codes, Guang and
Yeung [15] developed a graph theoretic approach to improve the existing bound. Some
variants of the wiretap network include universal secure multiplex network coding [16],
secure network code for adaptive and active attacks [17], secure index coding [18], multiple
linear combination security network coding [19], a secure network coding for multiple
unicast traffic [20] and so on.

In this paper, we focus on a three-layer wiretap network where the source node in
the top layer generates the random message and N nodes in the middle layer relay the
information sent from the source node to the sink nodes in the bottom layer. The system
constraint is that each sink node can recover the message correctly via the middle layer
nodes it has access to. Furthermore, the eavesdropper, who can access any one but not
more than one eavesdropping set of communication channels between the source and
middle layer nodes, obtains nothing about the message. Such a three-layer wiretap network
was initially formulated by Cai and Yeung [6] to show that the wiretap network contains
secret sharing as a special case. When the eavesdropper may choose to access any subset of
channels of a fixed size, they had obtained the optimal scheme. But when the eavesdropping
pattern is an arbitrary one, the corresponding optimal scheme is unknown. Hence, the aim
of our work is to explore arbitrary decoding and eavesdropping patterns and find the
corresponding optimal schemes.

The fact that the three-layer wiretap network is a generalization of the secret sharing
problem [21,22] can be seen as follows. A secret sharing scheme is a method to share a
secret, with the help of random key, among a set of N participants such that the qualified
sets of participants can recover the secret, while the forbidden sets of participants can know
nothing about the secret. If any subset that is not a qualified set is a forbidden set, then
we have the complete access structure scenario. The performance of a secret sharing scheme
is the (average) information ratio between the size of the share and the size of the secret
given an access structure. Since the number of different access structures is finite for a
fixed number of participants N, following a case-by-case analysis, the optimal (average)
information ratio can be found when N < 4 [23] for complete access structures. In the
converse part, every secret sharing scheme is treated as a discrete probability distribution,
thus Shannon-type inequalities, concluded from the non-negativeness of (conditional)
entropy and (conditional) mutual information of any probability distribution, are used to
provide a lower bound. In terms of achievability, linear schemes, where every codeword
corresponds to a distribution of N shares, are sufficient to achieve the converse results.

For the complete access structure, when the number of participants is five, Jackson
and Martin [24] had already handled most access structures. Recently, the work was moved
further by introducing a new converse for linear schemes [25]. The technique behind this
discovery is called the direct use of common information [26]. Nevertheless, the general
results in the converse are far from tight, as discussed in [27].

Guided by the existing understanding of secret sharing, we let the number of middle
layer nodes N be less than or equal to five. Unlike secret sharing, we should consider
incomplete access structures for the three-layer wiretap network. That is, for some subsets of
channels, whether it can obtain some information about the message, is not specified, which
may be the circumstance when the eavesdropper has limited eavesdropping resources. In



Entropy 2023, 25, 1566

30f21

particular, when N = 5, there are a total of 74,496 different decoding and eavesdropping
pattern pairs that need to be investigated.

Note that the secret sharing problem focuses on the optimal (average) information
ratio, which is a scalar. To characterize the optimal (average) information ratio, one bound
and one explicit scheme are needed. In the three-layer wiretap network, we consider the
scenario that the channels between the top layer and the middle layer are heterogeneous,
that is, the capacity of each channel may be different. For a given channel capacity vector,
we are interested in the maximum amount of a message that can be securely and correctly
transmitted to the sink nodes in the presence of the eavesdropper. To achieve this goal, we
need to fully characterize the relationship between the size of the message and channel
capacities. Such a relationship in fact formulates the capacity region, whose inner and outer
bounds involve several linear schemes and inequalities.

The main contributions of this paper are the numerical results of the capacity region
or linear capacity region of the three-layer wiretap network and the techniques we use to
find them when the number of middle-layer nodes is no larger than five. We discuss them
in detail as follows:

By exhaustive numerical experiments, we draw the conclusion that when the number
of middle layer nodes is no larger than four, the capacity region is fully characterized
as a polyhedral cone. However, when such a number is 5, there exist 274 decoding and
eavesdropping patterns where we only find the linear capacity regions. On the other hand,
the capacity regions for the other 74,222 cases are obtained.

The tools and techniques used in obtaining these results are as follows:

(1) Combine an existing bound for secret sharing or a wiretap network, which says that
the size of the secret is upper bounded by the sum of the sizes of non-colluding shares,
and Benson’s algorithm, which is an existing projection algorithm, to obtain the
Shannon region, which is the projection of the polyhedral cone formed by Shannon-
type inequalities under the system constraints and, therefore, an outer bound of the
capacity region;

(2) Modify Benson’s algorithm to obtain the common information region, which adds
common information for the linear achievability schemes and, therefore, is an outer
bound of the linear capacity region;

(3) To obtain good linear schemes of the three-layer wiretap network, we propose the
incremental kernel method (IKM), which is based on the existing Marten’s method
for linear secret sharing schemes but is more memory saving and efficient. However,
the essence of the IKM algorithm is still a brute-force search, which fails in two cases.
Then, we propose a manual method that uses Gaussian elimination to obtain optimal
linear schemes for these two cases.

2. System Model
2.1. Problem Description

We study the model of a three-layer wiretap network, an example of which is shown
in Figure 1.

Consider a directed acyclic multigraph with three layers of nodes: the top layer,
the middle layer, and the bottom layer. The top layer consists of only one node, the source
node, denoted as s. It generates a random message, M, which is uniformly distributed on
the message set, M.

The middle layer consists of N nodes, denoted as u1,uy, - - - , uy, and the source node
connects to node u, by an edge e, = (s, u,) with capacity r,, n € [1: N]. On Channel ¢,
an index taken from an alphabet B’ can be transmitted and is noiselessly received.

We assume that the bottom layer consists of L nodes, denoted as ¢, - ,t;, and
D; C [1: N] denotes the indices of the nodes in the middle layer to which node ¢; is con-
nected. The channels between the middle layer nodes and the bottom layer nodes are of in-
finite capacity. All nodes in the bottom layer are considered sink nodes, i.e., they want to de-
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code the message M, generated by the source node, without error. Let A = {Dy,--- , DL},
which we call the decoding pattern.

Decoding Pattern A = {{uy,ug, us}, {u, ug, us}, {us, us, ug, us}}
Eavesdropping Pattern F = {{e1}, {ea, 4}, {€3, €4}, {e2, 5}, {e3, €5} }

Figure 1. An example of the system model.

There is also an eavesdropper who can access one of a collection of subsets of channels
from the source node to the middle-layer nodes. More specifically, we assume that the
eavesdropping patternis F = {&1,-- -, &y}, and the eavesdropper may access the channels
between the source node and the middle layer nodes in &; for some j € [1:]]. It is required
that the eavesdropper knows absolutely nothing about the message M.

For a given r := (r1,17,...,7N), we are interested in the maximum value of H(M),
i.e., the maximum amount of information that can be securely and correctly transmitted to
the sink nodes in the presence of the eavesdropper.

2.2. Arbitrary Scheme and Capacity Region

A scheme for the above three-layer wiretap network consists of a set of random local
encoding mapping of the source node, ¢, (-): M — B, which maps the value of the
message into an index transmitted on the channel e;,. Note that in order to securely transmit
message M in the presence of the eavesdropper, this mapping is random. We denote
Y, = ¢n(M). We note here that encoding at the middle-layer nodes are not needed, as the
output channel is of infinite capacity and, furthermore, not susceptible to eavesdropping.
In other words, it is sufficient for the middle-layer node u; to simply forward Y, onto
its output channels, n € [1:N]. The scheme {¢,(:): n = 1,---,N} must satisfy the
following constraints:

1.  Transmission constraint: for any n € [1:N], the entropy of Y}, is bounded by the
capacity of the channel from the source node to u,, i.e.,

H(Y,) <r,, Vnell:N]. )

2. Security constraint: for £; in the eavesdropping pattern F, denote {Yy, e, € &} by
Yg,;, and given the symbols Y¢, accessed by the eavesdropper eavesdropping &;, we
have Pr(M = m|Yg, = y) = Pr(M = m),¥m € M, i.e, the eavesdropper can know
absolutely nothing about the message M. In other words,

H(M|Yg) = H(M), Vjell:]] @

must be satisfied.
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3. Decodability constraint: for the bottom layer node #;, who has access to Yp,, message
M must be decoded without error, i.e.,

H(M|Yp,) =0, Vle[l:L]. 3)

Since the maximum amount of information that can be correctly and securely trans-
mitted from the source node to the destination nodes, i.e., H(M), depends on the values
of the channel capacities r,,n € [1:N], we define the capacity region, denoted as C 4 r,
of the three-layer wiretap network as the closure of the set of any (N + 1) dimension vec-
tor (H(M),H(Y1),...,H(YN)) corresponding to a scheme that satisfies the transmission,
security and decodability constraints.

2.3. Linear Scheme and Linear Capacity Region

We are also interested in linear schemes for the three-layer wiretap network. In defin-
ing a linear scheme, we let the alphabet B be a finite field GF(g), where g is a prime power.
In other words, for the edge e, with capacity r,, r, symbols in GF(g) can be transmitted
correctly over ej,.

A linear scheme (r,k, Vq,---, V) consists of the following: (1) for some fixed pos-
itive integer r, the message set M is taken to be GF'(g), i.e., message M can be written
as r symbols in GF(q), i.e, M = (My,---,M,); (2) for some fixed positive integer k,
the randomness introduced by the source node to enable the secure delivery of the mes-
sage to the destination nodes is denoted as K, which takes values in a uniform fashion
in its alphabet KC, which is GF¥(g). This means that the randomness K can be written
as k symbols in GF(q) as K = (Ky, - -+, K); (3) the source node performs linear coding,
i.e., for each channel ¢;, the linear coding coefficient is denoted by the matrix V,, of size
(r + k) x ry, where each element is in GF(g). Hence, the vector transmitted on channel
enisYy=[M; -+ M, Ki --- Kg]Vy, which consists of r, elements and, therefore,
does not exceed the capacity of the edge ¢,. Thus, the transmission constraint, i.e., (1), is
satisfied. The linear scheme must also satisfy the security constraint and the decodability
constraint. Under the assumption of linear schemes, the security constraint (2) becomes

rank([VM Vg].D = rank(Vyy) +rank(ng>, Viell:]],

where rank (-) denotes the rank of a matrix, V), is the matrix whose column vectors are

I . . ,

0 4 } , and Vg]. is the juxtaposition of V,;, n € é']-.
kxr

Under the assumption of linear schemes, the decodability constraint (3) becomes

associated with the message, i.e., Vj; = [

rank([Vy  Vp,|) =rank(Vp,), Vie[l:L],

where Vp, is the juxtaposition of V,,,n € D;.

We define the linear capacity region, denoted as C 54, 7 of the three-layer wiretap network
as the closure of the set of any (N + 1) dimension vector (7,71, ...,7N) corresponding to a
linear scheme that satisfies the transmission, security and decodability constraints.

3. Preliminaries

In order to characterize the capacity region (linear capacity region) for the three-layer
wiretap network, we need to find its inner and outer bounds. For the capacity region,
the outer bound we use is found via Shannon-type inequalities, and we call this outer
bound the Shannon region. For the linear capacity region, the outer bound we use is found
via common information, and we call this outer bound the common information region.
The inner bound is found by explicit linear schemes. To make the paper self-contained, we
first present some preliminaries on the Shannon region and the common information region.
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3.1. The Shannon Region

The N + 1 random variables of interest for any scheme for the three-layer wiretap
network is (M, Y1, - - -, Yn). Note that for any probability distribution with N + 1 discrete
random variables, we can extract 2N*! — 1 entropies, corresponding to 2N*1 — 1 different
non-empty combinations of these random variables, and arrange them into a vector h.
Denote Hy 1 as a (2N*! — 1) dimension Euclidean space whose coordinates are labeled
by ha, @ #a C O :={M,Yy,...,Yn}. The set of all such vectors h € Hx1 corresponding
to a distribution is called the entropic region [28], denoted as I'*, and its closure is a
convex cone [29]. In the three-layer wiretap network, the security constraint (2) and the
decodability constraint (3) can be handled as homogeneous linear equations involving the
coordinates from H 1 only. More specifically, they can be expressed as

1 :{h € HN+1: hM,Yg]. _hY5j —hy = O,Vj S [1 : ]]}, 4)
Co :{h € HN+1: hMrYDI — hYDl =0,Vl [1 : L]}, 5)

respectively.

It is known that the closure of the entropic region is not a polyhedral cone when
the number of random variables is greater than or equal to four [30]. Hence, an easy-
to-calculate outer bound is considered, i.e., I'o|. T|o| is a polyhedral cone represented
by the intersection of two categories of closed half-spaces, named also as Shannon-type
inequalities [31]:

1. Non-decreasing: If a C b C O, then h; < hy;
2. Submodular: Va,b C O, h, p + hynp < ha + hy,.

where hg is taken to be 0.

Recall the definition of the capacity region, where N + 1 quantities are of interest,
ie, (H(M), H(Y1),...,H(Yn)). As for the polyhedral cone I'j | N C1 N Cy, we likewise care
about the set of N + 1 coordinates, i.e., hp = (hy, hy,, ... ,hyN). To gain a more exact
characterization, a suitable concept is illustrated as follows: a projection of a region P in
R" = R™ x R"~" onto its subspace of the first 111 coordinates is

proj[lznﬂ(P) = {x; €eRM :3Ixp e R" ™, (xI,x]) € P} (6)
After the above preparation, we introduce the concept of the Shannon region.

Definition 1 (Shannon Region). Given the decoding and eavesdropping pattern pair (A, F),
the Shannon region R°; r of this three-layer wiretap network is the projection of the polyhedral cone
T\ o formed by Shannon -type inequalities under the security constraint C1 and the decodability
constraint Cy onto the set of coordinates ho, i.e., projy, (TloNC1NCa).

Any scheme for the three-layer wiretap network will give rise to the corresponding
N + 1 random variables (M, Yy, - - - , Yy ), which must satisfy Shannon-type inequalities,
the security constraint C; and the decodability constraint C,. Hence, the Shannon region
Ry 7 is an outer bound on the capacity region C4 7.

3.2. The Common Information Region

The N + 1 matrices of interest for any linear scheme for the three-layer wiretap network
is (Vy, V1, -+, Vy). In a linear scheme, both security and decodability constraints are
related to the ranks of certain matrices. To find the rules that the ranks must obey, we firstly
build a framework like for the entropic region, i.e., we extract 2N+ — 1 ranks corresponding
to 2N+1 — 1 different non-empty combinations of these N + 1 matrices and arrange them
into a vector h € H 1. Then, the set of all such vectors corresponding to N + 1 matrices
is bounded by the so-called linear rank inequalities [32].
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We note here that each matrix of (Vy, Vi, -+, Vy) can be viewed as a subset of a
finite-dimension vector space over a finite field, or a set of basis vectors (column-wise)
of a vector subspace. In fact, Shannon-type inequalities constrain not only the entropies
of discrete random variables but also the ranks of subsets of a vector space. The non-
decreasing property holds since one subset is contained within another subset. Further-
more, the submodular property follows by the dimension formula ([33], Appendix A.2),
ie,Va,b C O,dim(V,) + dim(V;) — dim(V, ;) = dim(V,; NV,), which is greater than or
equal to dim(V,r;). Here, we use the convention that the vector subspace V, is spanned by
the column vectors of the matrix V, and dim (-) denotes the dimension of a vector subspace.

However, when the number of matrices is greater than or equal to four, there exist other
linear rank inequalities, e.g., an Ingleton inequality [34] for the four-matrix case, twenty-
four new inequalities for five matrices [32], and the ongoing work for six matrices [35,36].
To the best of our understanding, all of the above new linear rank inequalities can be
derived from the tool named as common information, whose definition is given below.

Definition 2 (Common Information). A random variable Z conveys the common information of
the random variables X and Y if H(Z|X) = H(Z|Y) = 0and H(Z) = I(X;Y). We refer to these
three equations as the common information constraint.

In other words, the random variable Z encapsulates the mutual information of random
variables X and Y. Unfortunately, given two random variables, it is not always possible to
find a third one meeting the common information constraint. Nevertheless, in the context
of vector spaces (or the random variables coming from them), common information does
exist. More specifically, if X and Y are subspaces of a vector space, let Z be the intersection
of X and Y, and Z will have the above three properties with the entropy term replaced
by the dimension term. Finally, from the definition of a linear scheme in the three-layer
wiretap network, where each random variable 2 € O comes from the vector subspace V,,
we may conclude that common information exists.

In order to obtain new linear rank inequalities besides Shannon-type inequalities for
|O| vector subspaces, we can firstly introduce a new subspace Vz, which is the intersection
of vector subspaces Vx, X C O and Vy,Y C O. Secondly, in the Euclidean space ’H|@‘+1,
we build an intersection of three hyperplanes as follows:

Cz={he€H 41 hzx —hx =hzy —hy =
hz —hx —hy + hxuy =0}, )

which corresponds to the common information constraint. Finally, some inequalities
constraining the polyhedral cone projj; 501 _y)(I'0}+1 N Cz), whose 219! — 1 coordinates do
not involve the letter Z, may be the desired new linear rank inequalities.

Using the above trick to obtain new linear rank inequalities and thus bound the
linear capacity region of the three-layer wiretap network better, we introduce an auxiliary
random variable Z that is the common information of random variables X C QO and Y C O
and the corresponding intersection of three hyperplanes Cz. As for the polyhedral cone
I 0j41 N C12 N Cz, where the hyperplanes in C  := €1 N C; are extended in the Euclidean
space H|p|41, we care about the set of N 41 coordinates hp, similar to the case of the
Shannon region. Still using the concept of projection, it follows that the polyhedral cone
Projp,, (Tj0j+1 N C12 N Cz) is an outer bound of the linear capacity region.

In obtaining the twenty-four new linear rank inequalities for five vector subspaces, it
has been shown that different choices of common information lead to different inequali-
ties [32]. Therefore, the polyhedral cone projj, | (T)0j41 N C12 N Cz) using a single choice of
common information involves only part of the complete list of new linear rank inequalities,
and thus may still not be tight for the linear capacity region. To obtain a tighter outer
bound, a trivial idea is to build multiple projections corresponding to different choices of
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common information. Finally, the common information region is defined as the intersection
of these projections, which is still an outer bound for the linear capacity region.

Before giving the formal definition of the common information region, some preparation
is needed. Recall that O is the set of random variables essential to the three-layer wiretap
network. Let an auxiliary random variable Z be the common information of random variables
X COand Y C O. We require that X and Y are disjointed, i.e, XNY = @. In this way,
we denote the number of different choices of common information for a fixed number of
random variables |O| by 1. In particular, ng = 301. Then, we introduce the auxiliary
random variable Z; as the i-th common information of a choice of random variables X C O
and Y C O and the corresponding intersection of three hyperplanes is denoted by Cz,
i € [1:n)¢)]. Finally, the definition of the common information region is given below.

Definition 3 (The Common Information Region). Given the decoding and eavesdropping
pattern pair (A, F), the common information region of this three-layer wiretap network is

R, 7 7= Dietinyo|P10ne (Ljoj+1 N C12 N Cz,),

where each projection y, | (Toj41 N C12NCz,) is the projection of the polyhedral cone T\ 4.1 formed
by Shannon-type inequalities under the security constraint Cq, the decodability constraint C, and
the common information constraint Cz, onto the set of coordinates ho.

From our numerical experiments when the number of middle layer nodes is five,
ie, |O| = 6, the equivalence between the common information region R¢ 7, formed by single

common information only, and the linear capacity region C 54 7 holds, and this is established
by finding explicit linear schemes corresponding to all extreme directions of R’ .

4. Main Result

The main result of this paper is the characterization of the capacity region or the linear
capacity region when the number of nodes in the middle layer is no larger than 5. It is
summarized in the following:

(1) When the number of middle layer nodes N < 4 for any decoding and eavesdropping
pattern pair (A, F), the capacity region of the three-layer wiretap network is found.
Furthermore, the capacity region is achievable via linear schemes.

(2) When N = 5, out of a total of 74,496 different decoding and eavesdropping pattern
pairs (A, F), the capacity region of 74,222 of them is found and achievable via linear
schemes. For the remaining 274 (A, F) pairs, the linear capacity region is found.

(3) The detailed description of the capacity region and the corresponding achievable
schemes are provided on GitHub and named SS-WN.

Note that the number of different decoding and eavesdropping pattern pairs is counted
after the refinement by permutation, e.g., two pairs (A = {{1,2}}, F = {{1}}) and (A =
{{1,2}}, F = {{2}}) are treated as the same one.

Remark 1. From the converse point of view, we designed the projection algorithms to obtain the
Shannon region and the common information region. From the achievability point of view, we
proposed an efficient algorithm and a manual method to construct 7087 linear schemes in total. The
reason why the number of linear schemes is less than the number of decoding and eavesdropping
pattern pairs is because two different pairs may have the subset relationship, and thus a linear
scheme for the pair with more restrictions also applies to the other pair.

Remark 2. Out of the 274 decoding and eavesdropping pattern pairs in which we only find the
linear capacity regions, 17 (A, F) pairs are complete. Similarly, in the secret sharing problem,
when the number of participants is five, optimal schemes that only restricted to the linear sense
are proposed for eight complete access structures [25]. Such 8 access structures are included in the
17 (A, F) pairs.
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Proving the main result consists of the following steps:

1. Characterizing the Shannon region.
Characterizing the common information region.
3. Finding linear schemes that achieve the Shannon region or the common information region.

The methodology of the above three steps are given in Sections 5.1, 5.2 and 6, respec-
tively. In Section 5.1, we combine the existing bounds for secret sharing or the wiretap
network, i.e., Set Difference Bound [13,37], and existing projection algorithm, i.e., Benson’s
algorithm [38], to obtain the Shannon region. In Section 5.2, we modify Benson’s algorithm
to obtain the intersection of some polyhedral cones, which leads to the construction of
the common information region. In Section 6.1, we propose the IKM algorithm to obtain
the linear schemes for the three-layer wiretap network, which is more memory saving
and efficient than the existing construction of secret sharing schemes [39]. Meanwhile, we
design a manual method in Section 6.2 to tackle two cases that the IKM algorithm fails
to solve.

5. Obtaining Explicit Forms of the Shannon Region and the Common
Information Region

5.1. The Shannon Region

Recall that I') | is a finitely constrained polyhedral cone since the number of Shannon-
type inequalities is finite for a fixed number, i.e., |O|, of random variables. According to
the Minkowski-Weyl Theorem for Cones ([40], Theorem 2.10), every finitely constrained
polyhedral cone has two representations: a H-representation and a V-representation. The
H-representation means that a polyhedral cone P can be represented by a system of m
linear inequalities in n variables, e.g.,

P ={xcR": Ax > 0}, (8)

where A € R™*", which is called an inequality matrix in this paper. Meanwhile, such
a polyhedral cone can also be represented by the non-negative linear combinations of ¢
extreme directions, which can be treated as special vectors on the boundary of the cone, e.g.,

P={xeR":x=RAA >0}, )

where R € R,

Then, we denote the projection of the polyhedral cone P onto the first 71 coordinates
by Q. To tackle the projection Q of the original polyhedral cone P in the H-representation
onto a small number of coordinates, one idea is to work directly in the projection space and
the projection is incrementally built by successive refinement of an initial approximation Q.
The difference in the relationship between the initial approximation and the true projection
leads to two different projection algorithms, the Convex Hull Method [41-43] and Benson’s
algorithm [38,44]. We give an outline of Benson’s algorithm in the following.

Benson'’s algorithm starts with an initial approximation that contains the true projec-
tion. For example, we can let some inequalities constraining the true projection constrain
the initial approximation. Then, Benson’s algorithm gradually adds new inequalities that
constrain the true projection to the approximation. The essence of the iteration is to test
whether an extreme direction of the approximation also belongs to the true projection,
where the negative answer leads to an inequality that will be treated as a new inequal-
ity constraining the approximation. Meanwhile, the corresponding V-representation is
updated since there are new inequalities. Again, since the dimension of the projection
space is small, the conversion from H-representation to V-representation can be carried in
practice [45].

Benson’s algorithm has already included the method to construct the initial approxima-
tion by linear programming (LP). In our three-layer wiretap network, we can actually use
some understandings of this problem to build an initial approximation that may be closer to
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the true projection, thus the number of iterations carried by any of the two algorithms may
be smaller. We discuss this special trick according to the converse result in the following.

From the converse point of view, we can build the initial approximation for Ben-
son’s algorithm. When considering arbitrary wiretap sets in a general wiretap network,
Cheng ([13], Corollary 1) proposed a type of inequality which works in the projection space
and conveys the physical meaning that the size of the message is upper bounded by the
sum of capacities of non-eavesdropped channels. We call this inequality the Set Difference
Bound and illustrate it formally in the following.

Lemma 1 (Set Difference Bound). Given the decoding and eavesdropping pattern pair (A, F),
for any decoding set A € A and eavesdropping set F € F,

HOM) < Y HOY). (10)

Remark 3. Recall that the Shannon region is defined as the projection of the polyhedral cone formed
by Shannon-type inequalities under the security constraint and the decodability constraint onto
the set of coordinates hy. Moreover, the proof of the Set Difference Bound is also derived from
Shannon-type inequalities, the security constraint and the decodability constraint in the same
Euclidean space H 1. Finally, it follows that the Set Difference Bound forms an outer bound of
the Shannon region and can be used to initialize Benson’s algorithm.

Remark 4. In the secret sharing problem ([37], Proposition 2.2.4), the Set Difference Bound conveys
the physical meaning that the size of the secret is upper bounded by the sum of sizes of non-colluding
shares. In particular, for any complete access structure, the cardinality of the difference between a
decoding set A and an eavesdropping set F can be one, so the Set Difference Bound is utilized to
prove that the information ratio must be greater than or equal to one.

In our numerical experiments, we adopt the Set Difference Bound to initialize Benson’s
algorithm to obtain the explicit forms of the Shannon region. When the number of nodes
in the middle layer is less than or equal to five, it turns out that the initial approximation
equals the true projection in 64,238 cases, which is nearly 86% of the total number of
different decoding and eavesdropping pattern pairs.

The original Benson's algorithm is designed for multi-objective linear programming
(MOLP) [38]. Meanwhile, the polyhedral projection problem is equivalent to MOLP, as
stated in [46]. The reason is that the projection offers the full information of the sub-system
related to the objectives of MOLP. For completeness, we rewrite Benson’s algorithm for the
polyhedral projection problem in Algorithm 1.

The initial approximation Qj is defined by the Set Difference Bound in the non-
negative orthant and the corresponding V-representation is obtained. Since the Set Differ-
ence Bound is an outer bound of the Shannon region, we have that Q6 contains the true
projection Q. We note here that the conversion from H-representation to V-representation
can be carried by an existing Python package called pycddlib [45], due to the small size of
the corresponding inequality matrix. Furthermore, the LP in Step 2 is solved by an existing
commercial solver called Gurobi [47].

Basically, Benson’s algorithm gradually contracts Qf by adding new inequalities that
constrain the true projection, which are explored in Step 2. In the LP of Step 2, Algorithm 1,
the non-negative variable y can be used to derive an inequality that constrains the original
polyhedral P in the form of y” Ax > 0. Furthermore, any feasible non-negative solution y’
of the system of linear Equation (12) can be utilized to form an inequality that constrains
the true projection Q. More specifically, for any vector x; € Q, according to the definition
of projection (6), there exists a vector x, € R"~" such that

yAKX],x)T = y/TA[ X1 > 0. (11)

iy
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Therefore, when the optimal value is less than 0, the inequality y,TA[:,lcn X1 = 0 constrain-
ing the true projection can be added to make the intermediate approximation Q] strictly
smaller, ie., Qi ; € Q. In a polyhedral cone, the optimal value of a linear objective
function may be infinitely small, so constraint (14) helps to obtain a bounded solution.

Algorithm 1 Benson’s algorithm

Input: An initial approximation Q( and the original polyhedral cone P.
Output: The projection Q.
1. Letindexi = 0.
2. Let the temporary set S = @. For every extreme direction d of Q/, the following LP is
solved:

min yTA[:,lznl] d

y

s.t. yTA[:,n1+1:n] =0 (12)
y=>0 (13)
1y =1 (14)

If the optimal value is less than 0, the vector Y*TA[;,l;n . is added to §, where y* is the
corresponding optimal solution.

3. If S = @, the true projection Q = Q! and the algorithm terminates. Otherwise, a new
polyhedral cone Q; ; is formed, whose H-representation is the union of vectors in S
and the whole inequality matrix of Q;. Meanwhile, the V-representation of Q;, is
calculated. Then, let i = i 41 and go back to Step 2.

The condition for determining the termination of Benson’s algorithm is whether the
approximation equals the true projection, where the equivalence means that each extreme
direction of the approximation belongs to the true projection. Still based on the definition
of projection (6), an extreme direction d of the approximation Q/ is in the true projection if
there exists a vector x, € R"™" gsuch that

Al 1n)X2 2 —Af 1y d (15)

By Gale’s Theorem [40] (Theorem 2.1), the existence of such x, means that for any vector
y € R" such thaty > 0 and yTA[:,nﬁl:n] = 0, the value —yTA[:,lml]d must be less than or
equal to zero. Coupled with the LP in Step 2, when the optimal value is greater than or
equal to zero, we can see that the tested extreme direction d belongs to the true projection
and the temporary set S is not updated.

Therefore, in Step 3, if the optimal value of every LP in Step 2 is greater than or
equal to zero, Benson's algorithm terminates and outputs the true projection. Otherwise,
the intermediate approximation Q;, ; may still be strictly bigger than the true projection
and thus further refinement is inevitable.

The main cost of Benson’s algorithm is the LP in Step 2 and the representation conver-
sion in Step 3. In practice, we run Benson’s algorithm on a personal computer with an Intel
Core 19-12900K Processor and 128 gigabytes of RAM. A total of 74,880 Shannon regions are
obtained within an hour.

5.2. The Common Information Region

Recall that the common information region is defined as the intersection of many
polyhedral cones, each of which is the projection of the corresponding original polyhedral
cone. Meanwhile, in obtaining the explicit forms of the Shannon region, we have already
utilized the existing Benson’s algorithm to obtain the projection of the original polyhedral
cone. Thus, a straightforward procedure to obtain the explicit forms of the common
information region is to run Benson’s algorithm with the initialization being the Shannon
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region multiple times to obtain each projection and finally combine all projections to build
the intersection.

Such a procedure constructs the common information region in a parallel fashion since
the multiple times of running Benson’s algorithm are independent. However, we propose
an algorithm that builds the common information region by running Benson'’s algorithm
multiple times in a serial fashion where they are correlated. According to our numerical
results, this algorithm is more efficient and is based on the following observation.

Lemma 2. Let Q be the projection of the polyhedral cone P. Benson’s algorithm takes the initial
approximation Qfy and the original polyhedral cone P as an input and then actually outputs the
intersection of the initial approximation Q6 and the true projection Q, i.e., Q6 N o.

Proof. Recall that in Benson’s algorithm, new inequalities are gradually added to the
approximation. We denote the intermediate approximation in the i-th iteration of Benson’s
algorithm by QJ, and it follows that Q) 2 Q] 2 --- 2 Qj, where k is the number
of iterations performed until termination. The proof of Q| = 96 N Q is conducted by
showing that the left-hand side (LHS) is inside the right-hand side (RHS) and vice versa.

The reason why the LHS is inside the RHS is that upon the termination of Benson’s
algorithm, every extreme direction of the polyhedral cone Q; is inside the true projection
Q, according to the discussion of (15). Meanwhile, we know that Q;( - Qé, as mentioned
above, that is, each extreme direction of ch also belongs to Qé. Hence, we have that
o, coyne.

The reason why the RHS is inside the LHS is that in the whole procedure of Benson's
algorithm, only inequalities that constrain the true projection Q are added to the initial
approximation Q;, according to the discussion of (11). In other words, the inequality
matrix of the output Q) consists of the inequalities constraining Q) and some inequalities
constraining Q, then we have that QN Q C Q;. O

Remark 5. Benson'’s algorithm requires that the initial approximation Qf) contains the true projec-
tion Q,ie., Q C Qé. From the above lemma we can see that since the output of Benson’s algorithm
is the intersection of the initial approximation and the true projection, the equivalence between the
output and the true projection holds.

Remark 6. In fact, the initial approximation Q(y can be any finitely constrained polyhedral cone,
that is, Q(, may not contain the true projection Q. In this case, if the rest of Benson’s algorithm
remains unchanged and when it terminates, the intersection of the initial approximation Q(y and the
true projection Q is the output, i.e., 96 no.

Since the common information region is defined as the intersection of many polyhedral
cones, each of which is the projection of the corresponding original polyhedral cone, we can
still adopt Benson’s algorithm to obtain the common information region based on Lemma 2
in a serial fashion, that is, the output of the previous run of Benson’s algorithm will be used
as the input for the next run of Benson’s algorithm. In the following, we use the shorthand
BA to denote Benson’s algorithm. Then, the formula Q" = BA(QS, P) means that Benson’s
algorithm takes the initial approximation Q{ and the original polyhedral cone P as an
input, then the output is assigned to Q’, which equals QN Q where Q is the projection of
P. We name our algorithm BA-CI, that is, Benson’s Algorithm integrated with Common
Information, which is illustrated as follows (Algorithm 2):

In the setup, when given the decoding and eavesdropping pattern pair (A, F), 1|0},

original polyhedral cones (P, ... ,73("“9\)) are prepared, each of which is formed by
Shannon-type inequalities and the intersection of hyperplanes C1, N Cz, where Cyz; is
determined by the i-th common information, i € [1:n)¢|].
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Algorithm 2 BA-CI

Input: The Shannon region Rf4 7 and no original polyhedral cones (77(1), e, P(n|0\)).
Output: The common information region RY .
1. Let the intermediate polyhedral cone 70 = grandi=1
2. T = BA(T 1), p),
3. Ifi = np|, we have that Rf4 F= T and the BA-CI algorithm terminates. Otherwise,
leti =i+ 1and go back to Step 2.

Then, we run Benson’s algorithm in series instead of the parallel implementation.
More specifically, in the i-th iteration of the BA-CI algorithm, the information of the existing
intersection of projections R% » N oM N ... Q=Y is actually utilized to accelerate the

next run of Benson’s algorithm, where Q) is the projection of P{/). The reason is that
the initial approximation 7 =1 is a subset of the Shannon region which is used in the
straightforward procedure, and thus more extreme directions of 7 (=) may already belong
to the true projection Q1 which may lead to fewer iterations.

In the BA-CI algorithm, we have to implement Benson’s algorithm in series to utilize
the intermediate result, which seems inferior compared to the straightforward procedure.
However, since LP is one of the main costs of Benson’s algorithm, one trick is to implement
different LPs in Step 2 of Benson’s algorithm on different CPU threads concurrently, which
also takes the full advantage of the CPU performance.

In practice, it takes us nearly 73 h to obtain the common information region for
74,496 different decoding and eavesdropping pattern pairs (A, ) when the number of
middle layer nodes is five. On the other hand, the time taken by the straightforward
procedure is nearly 116 h.

In the pursuit of the entropic region, Csirmaz [44] uses the notion of Copy Lemma [28]
instead of common information and implements the straightforward procedure to obtain
non-Shannon-type inequalities. In this way, different choices of copy strings can be analyzed
since each projection is determined exactly. However, we focused on the final result
only, i.e., the intersection of many projections, which leads to the discovery of the BA-
CI algorithm.

6. Linear Achievable Schemes

Recall that the common information region, a polyhedral cone in the Euclidean space,
is an outer bound of the linear capacity region for the three-layer wiretap network. If
each extreme direction of the common information region has its corresponding linear
scheme (7,k, V1,---,Vy), we claim that the linear capacity region is the same as the
common information region. The reason is that the definition of the V-representation of
the common information region is consistent with the definition of the linear capacity
region. Furthermore, when the Shannon region is identical to the linear capacity region,
the capacity region is also obtained since the outer bound and the inner bound meet.

In obtaining the linear scheme for secret sharing, Marten had already proposed a
method [39] that can be carried by a computer. Like secret sharing, the three-layer wiretap
network also involves the security constraint and the decodability constraint. So, it turns
out that Marten’s method can also be used to obtain the linear scheme for the three-layer
wiretap network. Moreover, we propose the IKM algorithm which shares the same core
idea of Marten’s method but is more memory saving and efficient. However, two cases
remain stuck due to the large complexity that the IKM algorithm cannot handle. To tackle
these two cases, we employ a manual method that is based on Gaussian elimination. In the
following, we will discuss these two methods, i.e., the IKM algorithm and the manual
method, in detail.
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6.1. The IKM Algorithm

Note that a linear scheme (r,k, V¢, - - -, V) can also be treated as a linear code with
generator matrix V, where

V=[Vm Vi - Vyl. (16)

That is, every codeword corresponds to a distribution of the vectors transmitted on the chan-
nels between the source node and the middle layer nodes. More specifically, a codeword

i=N ...
(M, My, Yag, - Yir, o Yy € GF(q)r+Zi:1 i

corresponds to a distribution of N vectors where the message is (My, - - - , M;) € GE(q)",
the vector transmitted on channel e; is (Y7,1,---,Y1,,) € GF(g)" and so on.

Thus, in a linear scheme, both security and decodability constraints are related to the
ranks of submatrices of the generator matrix V. Using the generator matrix formulation,
Marten’s method is based on the following observations:

(1) Recall that 7 is the size of the message and | is the cardinality of the eavesdropping
pattern. Then, for any eavesdropping set £;, j € [1:]], consider r special codewords such
that the components corresponding to ng are all-zero and the components corresponding
to the message are non-zero. In this way, no matter what linear combinations are adopted,
the eavesdropper cannot recover the message. More specifically, we arrange these 7] code-
words row-wise into a matrix G and illustrate it via an example. Assume that the eaves-
dropping pattern 7 = {{1}, {2}, {3} } and an extreme direction (r,r1,72,73) = (2,1,1,1) is
considered, we have that

1 0 0 X1 X2

01 0 x3 x4

10 x5 0 x6
G= 0 1 X7 0 X8 ’ (17)

1 0 X9 X710 0

0 1 X11  X12 0

In addition to the constant part, G also consists of the variable part that needs to be
determined later. It follows that the matrix G has already satisfied the security constraint if
we analyze the corresponding rank terms.

(2) The decodability constraint asks that each column vector of the matrix Vj,; cor-
responding to the message is a linear combination of the column vectors from the ma-
trix Vp, where V is the generator matrix, D; is the [-th decoding set of the decoding
pattern and | € [1:L]. The linear combination coefficients are arranged into a matrix
H € GF(q)""*U+Licnn ") such that VHT = 0. Note that in H, for any decoding set D;,
the components corresponding to Y|;.n)_p, are all-zero and the components corresponding
to the message are non-zero. In this way, any sink node in the bottom layer can recover the
message successfully via the linear combination. More specifically, we illustrate the matrix
H via an example. Assume that the decoding pattern A = {{1,2},{2,3}} and the extreme
direction is (,r1,72,73) = (2,1,1,1), we have that

1 0 i Y2 0
01 y3 ya O

H = : 18
I 0 0 ys5 s (18)
0 1 0 Y7 Y8

In addition to the constant part, H also consists of the variable part that needs to be
determined later.
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(3) Finally, we build a system of bilinear equations GH' = 0, where a feasible solution
over GF(g) means that the matrix G also satisfies the decodability constraint. So, it turns
out that the matrix G in its row echelon form can be treated as a generator matrix.

To discuss the above observations more rigorously, we introduce an index set
Ty :={(i,j):i € [1:]],j € [L:r]}, where 7 is the size of the message and ]| is the cardinal-
ity of the eavesdropping pattern. Furthermore, let e’ be the i-th unit vector in GF(g)" where
the j-th coordinate equals 1 if j = i and 0 if j # i. Recall that &; is the i-th eavesdropping
set of the eavesdropping pattern . Then, the security constraint leads to ]/ codewords
(e/,c"), (i,j) € Ty such that

=0, V(ij) e, (19)

where cl/j is the juxtaposition of ck Ik € &;. On the contrary, every component of each

1[1] N]— is a variable. Actually, there is an equivalent relationship between the security
constraint for a generator matrix and the existence of these r] codewords. For more details,
see ([39], Theorem 4.2).

Similarly, let an index set Z; := {(i,j):i € [1:L],j € [1:r]} where L is the cardinality
of the decoding pattern. Recall that D; is the i-th decoding set of the decoding pattern A.
Then, the decodability constraint leads to a special matrix H formalized by rL row vectors

(e/,c"),(i,j) € Iy such that

['{N] p, =0 V(ij) €. (20)

On the contrary, every component of each CD is a variable. Actually, there is an equivalent
relationship between the decodability constraint for a generator matrix and the existence of
these rL row vectors. For more details, see ([39], Theorem 4.3).

Finally, a feasible solution of the system of bilinear equations GH' = 0 leads to a
generator matrix that satisfies both the security and decodability constraints, which is
summarized formally in ([39], Theorem 6.7).

Note that after finding a feasible solution, some row vectors in G may be linearly
dependent due to exploiting the security constraint in this expanding form. Therefore, we
can perform a row-wise Gaussian elimination to obtain a minimal set of basis row vectors
of the generator matrix.

Based on Marten’s method, if we assign values to the variables of the matrix G, then
G has already satisfied the security constraint. After that, GH! = 0 can be treated as rL
systems of linear equations GHE,:],Z' € [1:rL], which plays the role of checking whether the
matrix G satisfies the decodability constraint. More specifically, if each system of linear
equations has a feasible solution, the decodability constraint of G holds. Otherwise, another
choice of the variables in G needs to be considered.

In a finite field GF(g), the number of choices of the variables in G is finite for a fixed
prime power 4. For example, the matrix G in (17) has 12 different variables in total, which
corresponds to g'? different choices of the variables. To prepare every choice, we can
build the database row by row. That is, a list E = {Ej, ..., E,j} is introduced such that
the i-th element E; is the set of all choices of the variables in the i-th row vector of G.
For example, the first row vector of G in (17) has two variables, then E; has ¢? different
two-dimensional arrays where each component is chosen from GF(g). Moreover, let an
index array J = {ji, ..., j;j} indicate the position in the database E, i.e., j; indicates the j;-th
array of the set E;. Note that j; is not greater than |E;|, which is the cardinality of E;. So, it
turns out that the database E and the index array J can also be used to traverse all possible
choices of the variables in G, which is more memory saving compared to the tree storing
all choices in [39].

Since the above preparation of the choices is row-wise, the procedure to test a choice
for the decodability constraint is also carried row by row to avoid some unnecessary cases.
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Similar to the database E for the matrix G, a database DY = {DO, e, D?L} for the matrix
H is introduced, where each element D? stores all possible arrays corresponding to the
variables in the i-th row vector of H. Basically, the initial few steps are as follows:

(1)  The first row vector Gy ; is fixed by the first array of the set E;. Then, solve each
linear equation Gy | H[Tl 1 by exhausting the set DY of the database D°. Finally, the cor-

responding rL solution sets are saved in a new list D!;
(2)  The second-row vector Gy is fixed by the first array of the set E,. To solve each

new system of linear equations Gy | Hﬁ:], we can actually solve the linear equation

Gp, H[Ti ] based on the previous solution set D}. Finally, the corresponding rL solution
sets are saved in a new list D?;
(3) If each set in the list D2 is not empty, i.e., each new system of linear equations

G, H[Tl ] is solvable, the procedure continues to the third-row vector of the matrix G;

(4) Otherwise, we assign the second array of the set E; to G| j and solve the correspond-
ing rL linear equations again. Note that any choice of G consisting of the first array of
the set E1 and the first array of the set E; is ignored in the procedure. In this sense, we
claim that this procedure can avoid some unnecessary cases.

We name the above procedure as the incremental kernel method, or IKM for short,
where the word incremental means that we tackle the system of bilinear equations GH” = 0
incrementally and the word kernel means that we actually solve the system of linear
equations. The detail of the IKM algorithm is as follows.

In the IKM algorithm, Step 7 means that the choice of the variables in the first i rows
of G is feasible and we will move on to the next row.

If the current choice is not feasible, we need to consider the next choice as in Step 9,
which leads to two circumstances depending on the database for the current row vector
of G. In the first circumstance, where j; < |E;|, i.e., the set E; has not been fully explored,
we continue to solve rL linear equations for the current row vector. However, in another
circumstance, where j; > |E;|, i.e., the set E; has already been exhausted, we need to give up
the i-th row vector temporarily. More specifically, in Step 12 we restore the index indicating
the array for the i-th row vector to the initial position. Furthermore, in Step 13 we move to
the previous row vector, for which the next choice is prepared as indicated in Step 14.

Finally, if the IKM algorithm (Algorithm 3) reaches Step 17, it means that the size of the
finite field g needs to be larger or tighter converse results need to be found. Otherwise, there
is a feasible solution for the matrix G and thus a linear scheme is constructed successfully.

Remark 7. Our proposed IKM algorithm is essentially the same as the search algorithm proposed
by Marten in [39] (Section 5) in terms of the core idea, since both these algorithms traverse the
choices row by row. But, in terms of data structure, these two algorithm are different. That is,
the search algorithm walks in the tree storing all possible choices of the matrix G, while the IKM
algorithm traverses the choices based on the database and the index array, which is more memory
saving for a computer.

Moreover, we propose two improvements as follows:

(1) Parallel computing can be integrated, e,g., split the database set E; into m parts and
run on m threads of a CPU concurrently. In this way, more choices are explored per
unit of time.

(2) We randomize the order of the arrays in each database set. In this way, we will obtain
an average performance since we do not know which order is better beforehand.

The time complexity of the IKM algorithm depends on the number of choices of
both G and H. Furthermore, the IKM algorithm is useful in finding the optimal linear
achievable scheme in almost all cases of the decoding and eavesdropping pattern pair
(A, F). However, the IKM algorithm is stuck for weeks for two extreme directions due to
the large size of G and the nature of the brute force search of this algorithm. The first case is
A ={A1, Ay, A3}, F = {F, F,, I3, Fy, F5} with the extreme direction dp = (7,3,5,5,5,5),
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where A1 = {1,2,3}, Ay = {1,4,5}, A3 = {2,3,4,5}, F; = {1}, F, = {2,4}, Fs = {3,4},
Fy = {2,5} and F5 = {3,5}. The second case is A = {A1, Az, A3, Ay}, F = {F, F, B3, Fy,
F5,Fs} with the extreme direction (5,6,6,6,2,5), where Ay = {1,2},A, = {1,3},
As = {2,3,4}, Ay = {1,4,5},F, = {1,4}, K = {2,4}, F; = {3,4},F, = {2,5},F; = {3,5}
and Fs = {4,5}.

Algorithm 3 Incremental Kernel Method (IKM)

Input: Two matrices G and H consisting of the constant part and the variable part, two
corresponding databases E and D° and an index array J for E.
Output: The matrix G full of constants or a warning.
1. Let each component of the index array J be 1 and i=1.
2. whilel <i<rJdo
3 if j; < |E;| then
4 Assign the ji-th array of the set E; to the variables of G; .
5. Obtain D! from D~
6. if Vk € D',k # @ then
7
8
9

i=i+1.
else
~ Ji=Ji+1
10. end if
11.  else
12. ji=1
13. i=i—1.
14. ji=ji+1
15.  end if

16. end while

17. if i = 0 then

18.  Raise a warning.

19. else

20.  Output the matrix G.
21. end if

For these two cases, we resort to the manual method described below.

6.2. A Manual Method

Recall that a linear scheme (r,k, V1,---,Vy) can be treated as a linear code with
generator matrix V := [VM A\ EEE VN], whose special codewords are utilized in
Marten’s method. Since Marten’s method fails in the two cases mentioned above, we turn
our attention to the original generator matrix V. To build a generator matrix that satisfies
the security and decodability constraints, two difficulties arise at first glance.

(1) How to choose an appropriate number of randomness, i.e., k;
(2) When k is fixed, the size of the generator matrix is also fixed, i.e., (r + k) x (r +
Yic[L:N] r;). Then, how to determine each component?

For the first difficulty, we can seek help from the converse part. Take the first case as an
example, whose corresponding Shannon region is the same as the common information re-
gion. Recall that the Shannon region is the projection of the polyhedral cone I' | formed by
Shannon-type inequalities under security constraint C; and the decodability constraint Cp
onto the set of coordinates h. Then, in the polyhedral cone I'i | N C1 N Cz, we extract the in-
tegral extreme direction containing the sub-vector d and it turns out to be unique, denoted
by d = [7,3,10,5,12,8,13,5,12,8,13,10,13,13,13,5,12,8,13,9,16,12,16,9, 16,12, 16,13, 16,
16,16,5,12,8,13,9,16,12,16,9,16,12,16,13,16, 16,16, 10,13,13,13,13, 16, 16, 16, 13,16, 16, 16,
16,16,16,16], in the usual binary order of dy;, dy,,dm,y,,dy,, - --,do. So the number of ran-
domness can be set to dp — dp;, which is 9 in the first case.
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In fact, finding a generator matrix, an arrangement of N + 1 matrices Vi, V1, ..., Vy,
whose 2N*1 — 1 rank terms correspond to the vector d is a representable polymatroid problem
[32] (Section 5). Since the security and decodability constraints are related to the rank terms
only, they are both already satisfied in the vector d. Finally, to tackle the second difficulty, we
construct the generator matrix corresponding to d based on the following two ideas:

(1) The N + 1 matrices are constructed one by one. That is, when constructing the i-th matrix,
i > 2, the actual representations constructed for the i — 1 matrices are utilized to fulfill the
rank terms of dyi-1.5i_q] simultaneously. More specifically, 2/~ values calculated from d
are needed, which are dy, |, dmy, , —dm, dy,y, ; —dv,, - dMyy,. v, — AMYy,. Y or
and we use the shorthand dy, |, dy, | \m,dy, (v, 4y, | m1,,...Y, ,- Note that for any
AC{MYy,...,Y; 2}, the valuedy |4 means that the space spanned by the column
vectors of the matrix corresponding to A U {Y; 1} has dy, |4, more basis vectors than
the space spanned by the column vectors of the matrix corresponding to A.

(2) Gaussian elimination is exhaustively used to divide the matrix under construction
into the constant part and the variable part. The final variable part is handled by
human experience or a computer carrying the brute force search.

In Gaussian elimination, there are three types of elementary row operations on a matrix
that does not alter its rank: swapping two rows, multiplying a row by a nonzero number
and adding a multiple of one row to another row. It is similar for elementary column
operations. For a generator matrix V of the three-layer wiretap network, we give the
following trivial observation:

Lemma 3. For any generator matrix V consisting of N + 1 matrices Vg, V1, ..., Vy, there are
two operations such that the corresponding 2N*1 — 1 rank terms of the changed form V' are the
same as that of the original V:

1. Elementary row operations on the whole matrix V.
2. Elementary column operations on any matrix V;,i € {M,1,...,N}.

The proof is simple and directly follows from the fact that Gaussian elimination does
not alter the rank of the matrix.

Remark 8. It is known that when using elementary row (column) operations, a matrix can always be
transformed into the reduced row (column) echelon form, which is unique and consists of some fixed
constants. We use these two operations in Lemma 3 to set some components of the generator matrix to be
constants, which makes the later construction easier since we can rely on the existing actual representation.

Take the first case as an example, we illustrate our construction procedure. Due to
space limitation, we only show the first four matrices, which are in (21):

000 1|0 001000 x 2x Z1  Zp  z3  Z4 Z5 ]
0 0 O 0 0 O 0 0 0 X3 X4 Z6 Z7 Zg Z9 Z10

0 0 O 0 0 O 0 0 0 X5 X6 Z11 212 213 Z14 Z15

0 00 0 0 O 0 0O X7 P Z16 217 218 <219 220

1 00 0 0 0 0 0 0 X9  X10 Z21 Z72 Z23 Zp4 225
01 0 0 0 O 0 0 0 X11  X12 226 Z27 Z28 Z29 Z3)

0 0 1 0 0 O 0 0 O X13  X14 Z31 Z32 233 Z34 235
00011 0O0] 000 y1 1w a a4y as by b 1)
0 0 O 01 0 0 0 0 Y3 Ya as as ag b3 b4

0 0 O 0 0 1 0 0 0 Ys Ye ay as ag b5 bé

0 001(0O0O0O|1T0O0 O O 1 0 0 0 O
00O01|0O0O0I(O01O0 O 0 0 1 0O 0 O
00O01]0O0O0( fO0O0OT1T O 0 0O o 1 0 O
0001(0O0O0O|0O0O0TO0 O o 0 0 0 O

0 001|0O0O0O|O0O0O0OCTO0O O o 0 0 o0 O
00O01|0O0O0T fO0O0O0O O 0 o o o0 o0 0 |
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The first matrix V) is always the identity matrix I,, stacked vertically with an all-zero
matrix, since for any generator matrix meeting the integral extreme direction d, it can be
transformed into the reduced row echelon form by elementary row operations. We have
dy, i = 3 for the second matrix V;, where the rank of the submatrix formed by the last
nine rows must be 3 since V) is fixed. Then, by elementary row operations, we have an I3
and the others are all-zero.

Since the first two matrices are fixed and dy, |51y, = 3, in the third matrix V; the rank
of the submatrix formed by the last six rows is 3. We use both elementary row and column
operations to get an I3, while the submatrix above I3 and the other elements of the last six
rows are all zero. As all four values for V; need to be filled, from dy,|; = 5, we have the
rank of the last nine rows to be 5, then the y block is full rank and needs to be determined
later. Since dy, |y, = 5, it is similar for the x block.

Next, consider the fourth matrix V3, via dy,|y1 y, v, = 0. We leave the last three rows
to be all zero and no elementary row operation can be implemented in this matrix since
the three matrices constructed before are fixed. Nevertheless, as dy, )1y, = 3, we use
elementary column operations to obtain an I3 concatenated with an 03, above the last
three rows, and no further operation can be performed in V3. Since dy, |y, y, = 5, we have
the matrix of size 7 x 7, which is a concatenation of the x block and the z block, that is
full rank. We can learn that the z block alone is full rank, as dy, = 5 and by the non-
decreasing property of rank terms, it follows that dy,|y, = dy,|y, = 5 is already satisfied.
From dy,|); = 5, we need the b block to be full rank. For dy, |51y, = 1, the matrix which is
the concatenation of the y block, the a block and the b block needs to be full rank.

The other matrices are constructed in a similar way, i.e., leaving the final variable part
to be determined by trial and error. Sometimes, these variables can be found with the
assistance of a computer, which carries out a brute force search.

Remark 9. The first idea that constructs the matrices one by one is learned from [32] Section 5),
where the authors faced the problem of verifying tremendous extreme directions and they handled
the i-th matrix by 2/~ values in a combinatorial style without actual numerical vector construction.
On the other hand, our method uses the actual matrices constructed before for the matrix under
construction. Moreover, by Gaussian elimination, we determine the constant part without loss of
generality since the reduced row (column) echelon form is unique. The variable part is decided at last
to satisfy all elements of the vector d simultaneously, by hand or computer with brute force search.

Remark 10. There is a computational framework provided by [48] where group theoretic techniques
for combinatorial generation are utilized. However, we were not able to get any results for weeks.
In contrast, we used the manual method to tackle the two cases within four days. Still, when the
number of matrices |O| is larger, we do not think this manual method is efficient due to the number
of rank terms growing exponentially. Thus, we are not sure if the manual method would still work
for |O| > 7, i.e., the number of middle-layer nodes is six.

7. Conclusions

In this paper, we have studied the capacity region of a three-layer wiretap network
that is a generalization of the secret sharing problem. By numerical experiments, we find
that the capacity regions are explicit polyhedral cones when the number of middle-layer
nodes is less than or equal to four. There are 274 non-tight decoding and eavesdropping
pattern pairs when the number of middle-layer nodes is five, where we only obtain the
linear capacity regions. The capacity regions for the other 74,222 pairs are found. In
obtaining converse results, we combine an existing bound for secret sharing or the wiretap
network and Benson’s algorithm to obtain the Shannon region, which is an outer bound
of the capacity region. Moreover, we modify Benson’s algorithm to obtain the common
information region, which is an outer bound of the linear capacity region. In achievability,
we propose the IKM algorithm and a manual method to obtain the linear schemes.



Entropy 2023, 25, 1566 20 of 21

Author Contributions: Conceptualization, ].W., N.L. and W.K.; methodology, ] W., N.L. and WK_;
formal analysis, ] W., N.L. and W.K; writing—original draft preparation, J.W.; writing—review and
editing, ] W., N.L. and W.K.; supervision, N.L. and W.K,; funding acquisition, N.L. and W.K. All
authors have read and agreed to the published version of the manuscript.

Funding: This work is partially supported by the National Natural Science Foundation of China
under Grants 61971135 and 62071115, and the Research Fund of National Mobile Communications
Research Laboratory, Southeast University (No. 2023A03).

Institutional Review Board Statement: Not applicable.

Data Availability Statement: No new data were created or analyzed in this study. Data sharing is
not applicable to this article.

Conflicts of Interest: The authors declare no conflict of interest. The funders had no role in the design
of the study; in the collection, analyses, or interpretation of data; in the writing of the manuscript; or
in the decision to publish the results.

References

1.  Ahlswede, R; Cai, N,; Li, S.Y.; Yeung, R. Network information flow. IEEE Trans. Inf. Theory 2000, 46, 1204-1216. [CrossRef]

2. Li,S.YR; Yeung, RW,; Cai, N. Linear network coding. IEEE Trans. Inf. Theory 2003, 49, 371-381. [CrossRef]

3. Koetter, R.; Médard, M. An algebraic approach to network coding. In Proceedings of the 2001 IEEE International Symposium on
Information Theory (IEEE Cat. No.01CH37252), Washington, DC, USA, 29-29 June 2001.

4. Jaggi, S.; Sanders, P; Chou, P.A ; Effros, M.; Egner, S; Jain, K.K.; Tolhuizen, L. Polynomial time algorithms for multicast network
code construction. IEEE Trans. Inf. Theory 2005, 51, 1973-1982. [CrossRef]

5. Yeung, RW. Information Theory and Network Coding; Springer Science & Business Media: Berlin/Heidelberg, Germany, 2008.

6. Cai, N.; Yeung, R.W. Secure Network Coding on a Wiretap Network. IEEE Trans. Inf. Theory 2011, 57, 424-435. [CrossRef]

7. Rouayheb, S.Y.E.; Soljanin, E.; Sprintson, A. Secure Network Coding for Wiretap Networks of Type II. IEEE Trans. Inf. Theory
2009, 58, 1361-1371. [CrossRef]

8.  Silva, D.; Kschischang, F.R. Universal Secure Network Coding via Rank-Metric Codes. IEEE Trans. Inf. Theory 2008, 57, 1124-1135.
[CrossRef]

9.  Cui, T; Ho, T,; Kliewer, J. On Secure Network Coding With Nonuniform or Restricted Wiretap Sets. IEEE Trans. Inf. Theory 2013,
59, 166-176. [CrossRef]

10. Hayashi, M.; Cai, N. Secure Non-Linear Network Code Over a One-Hop Relay Network. IEEE |. Sel. Areas Inf. Theory 2020,
2,296-305. [CrossRef]

11.  Zhou, H.; Gamal, A.E. Network Information Theoretic Security with Omnipresent Eavesdropping. IEEE Trans. Inf. Theory 2021,
67, 8280-8299. [CrossRef]

12.  Guang, X,; Yeung, RW.; Fu, EW. Local-Encoding-Preserving Secure Network Coding. IEEE Trans. Inf. Theory 2020, 66, 5965-5994.
[CrossRef]

13.  Cheng, F,; Yeung, R.W. Performance Bounds on a Wiretap Network with Arbitrary Wiretap Sets. IEEE Trans. Inf. Theory 2014,
60, 3345-3358. [CrossRef]

14. Cheng, F; Tan, V.Y.F. A Numerical Study on the Wiretap Network with a Simple Network Topology. IEEE Trans. Inf. Theory 2016,
62,2481-2492. [CrossRef]

15. Guang, X.; Yeung, R.W. Alphabet Size Reduction for Secure Network Coding: A Graph Theoretic Approach. IEEE Trans. Inf.
Theory 2018, 64, 4513-4529. [CrossRef]

16. Matsumoto, R.; Hayashi, M. Universal Secure Multiplex Network Coding with Dependent and Non-Uniform Messages. IEEE
Trans. Inf. Theory 2017, 63, 3773-3782. [CrossRef]

17.  Cai, N.; Hayashi, M. Secure Network Code for Adaptive and Active Attacks with No-Randomness in Intermediate Nodes. IEEE
Trans. Inf. Theory 2020, 66, 1428-1448. [CrossRef]

18. Mojahedian, M.M.; Aref, M.R.; Gohari, A. Perfectly Secure Index Coding. IEEE Trans. Inf. Theory 2017, 63, 7382-7395. [CrossRef]

19. Bai, Y;; Guang, X.; Yeung, R.W. Multiple Linear-Combination Security Network Coding. Entropy 2023, 25, 1135. [CrossRef]

20. Agarwal, G.K; Cardone, M.; Fragouli, C. On Secure Network Coding for Multiple Unicast Traffic. IEEE Trans. Inf. Theory 2019,
66, 5204-5227. [CrossRef]

21. Blakley, G.R. Safeguarding cryptographic keys. In Proceedings of the 1979 International Workshop on Managing Requirements
Knowledge (MARK), New York, NY, USA, 4-7 June 1979; pp. 313-318.

22. Shamir, A. How to share a secret. Commun. ACM 1979, 22, 612-613. [CrossRef]

23. Stinson, D.R. An explication of secret sharing schemes. Des. Codes Cryptogr. 1992, 2, 357-390. [CrossRef]

24. Jackson, W.A; Martin, K.M. Perfect Secret Sharing Schemes on Five Participants. Des. Codes Cryptogr. 1996, 9, 267-286. [CrossRef]

25. Farras, O.; Kaced, T.; Martin, S.; Padro, C. Improving the Linear Programming Technique in the Search for Lower Bounds in

Secret Sharing. IEEE Trans. Inf. Theory 2020, 66, 7088-7100. [CrossRef]


http://doi.org/10.1109/18.850663
http://dx.doi.org/10.1109/TIT.2002.807285
http://dx.doi.org/10.1109/TIT.2005.847712
http://dx.doi.org/10.1109/TIT.2010.2090197
http://dx.doi.org/10.1109/TIT.2011.2173631
http://dx.doi.org/10.1109/TIT.2010.2090212
http://dx.doi.org/10.1109/TIT.2012.2216936
http://dx.doi.org/10.1109/JSAIT.2021.3053697
http://dx.doi.org/10.1109/TIT.2021.3116962
http://dx.doi.org/10.1109/TIT.2020.3011555
http://dx.doi.org/10.1109/TIT.2014.2315821
http://dx.doi.org/10.1109/TIT.2016.2539280
http://dx.doi.org/10.1109/TIT.2018.2824244
http://dx.doi.org/10.1109/TIT.2017.2694012
http://dx.doi.org/10.1109/TIT.2019.2957078
http://dx.doi.org/10.1109/TIT.2017.2743688
http://dx.doi.org/10.3390/e25081135
http://dx.doi.org/10.1109/TIT.2020.2981325
http://dx.doi.org/10.1145/359168.359176
http://dx.doi.org/10.1007/BF00125203
http://dx.doi.org/10.1007/BF00129769
http://dx.doi.org/10.1109/TIT.2020.3005706

Entropy 2023, 25, 1566 21 of 21

26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

39.
40.

41.
42.
43.
44.
45.
46.

47.
48.

Hammer, D.; Romashchenko, A.; Shen, A.; Vereshchagin, N. Inequalities for Shannon entropies and Kolmogorov complexities.
In Proceedings of the Computational Complexity, Twelfth Annual IEEE Conference, Ulm, Germany, 24-27 June 1997; Volume 60,
pp. 442-464.

Csirmaz, L. The Size of a Share Must Be Large. J. Cryptol. 1997, 10, 223-231. [CrossRef]

Zhang, Z.; Yeung, R. On characterization of entropy function via information inequalities. IEEE Trans. Inf. Theory 1998,
44,1440-1452. [CrossRef]

Zhang, Z.; Yeung, R. A non-Shannon-type conditional inequality of information quantities. IEEE Trans. Inf. Theory 1997,
43,1982-1986. [CrossRef]

Matts, F. Infinitely Many Information Inequalities. In Proceedings of the 2007 IEEE International Symposium on Information
Theory, Nice, France, 24-29 June 2007; pp. 41-44.

Yeung, R.W. A framework for linear information inequalities. IEEE Trans. Inf. Theory 1997, 43, 1924-1934. [CrossRef]
Dougherty, R.; Freiling, C.; Zeger, K. Linear rank inequalities on five or more variables. arXiv 2010, arXiv:cs.IT/0910.0284.
Strang, G. Linear Algebra and Its Applications; Thomson, Brooks/Cole: Belmont, CA, USA, 2006.

Ingleton, A.W. Representation of matroids. Comb. Math. Appl. 1971, 23, 149-167.

Dougherty, R. Computations of linear rank inequalities on six variables. In Proceedings of the 2014 IEEE International Symposium
on Information Theory, Honolulu, HI, USA, 29 June—4 July 2014; pp. 2819-2823. [CrossRef]

Dougherty, R.; Freiling, C.; Zeger, K. Linrank. Available online: http://code.ucsd.edu/zeger/linrank/ (accessed on 1 January 2023).
Padro, C. Lecture Notes in Secret Sharing. IACR Cryptol. EPrint Arch. 2012, 2012, 674.

Benson, H.P. An Outer Approximation Algorithm for Generating All Efficient Extreme Points in the Outcome Set of a Multiple
Objective Linear Programming Problem. J. Glob. Optim. 1998, 13, 1-24. [CrossRef]

Dijk, M.V. A Linear Construction of Secret Sharing Schemes. Des. Codes Cryptogr. 1997, 12, 161-201. [CrossRef]

Fukuda, K. Polyhedral Computation. 2020. Available online: https://www.research-collection.ethz.ch/handle/20.500.11850/4
26218 (accessed on 1 January 2023).

Lassez, C.; Lassez, J. Quantifier elimination for conjunctions of linear constraints via a convex hull algorithm. Symb. Numer.
Comput. Artif. Intell. 1992, 103-122.

Xu, W.; Wang, J.; Sun, J. A projection method for derivation of non-Shannon-type information inequalities. In Proceedings of the
2008 IEEE International Symposium on Information Theory, Toronto, ON, Canada, 6-11 July 2008; pp. 2116-2120. [CrossRef]
Apte, ]J.; Walsh, ].M. Explicit Polyhedral Bounds on Network Coding Rate Regions via Entropy Function Region: Algorithms,
Symmetry, and Computation. arXiv 2016, arXiv:1607.06833.

Csirmaz, L. Using multiobjective optimization to map the entropy region. Comput. Optim. Appl. 2016, 63, 45-67. [CrossRef]
Mcmtroffaes. Pycddlib. Available online: https://pypi.org/project/pycddlib/2.1.6.html (accessed on 1 January 2023).

Lohne, A.; Weifsiing, B. Equivalence between polyhedral projection, multiple objective linear programming and vector linear
programming. Math. Methods Oper. Res. 2016, 84, 411-426. [CrossRef]

Gurobi Optimization, LLC. Gurobi Optimizer Reference Manual; Gurobi Optimization, LLC: Beaverton, OR, USA, 2022.

Apte, J.; Walsh, ]. M. Constrained Linear Representability of Polymatroids and Algorithms for Computing Achievability Proofs in
Network Coding. arXiv 2016, arXiv:1605.04598.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.1007/s001459900029
http://dx.doi.org/10.1109/18.681320
http://dx.doi.org/10.1109/18.641561
http://dx.doi.org/10.1109/18.641556
http://dx.doi.org/10.1109/ISIT.2014.6875348
http://code.ucsd.edu/zeger/linrank/
http://dx.doi.org/10.1023/A:1008215702611
http://dx.doi.org/10.1023/A:1008259214236
https://www.research-collection.ethz.ch/handle/20.500.11850/426218
https://www.research-collection.ethz.ch/handle/20.500.11850/426218
http://dx.doi.org/10.1109/ISIT.2008.4595363
http://dx.doi.org/10.1007/s10589-015-9760-6
https://pypi.org/project/pycddlib/2.1.6.html
http://dx.doi.org/10.1007/s00186-016-0554-0

	Introduction
	System Model
	Problem Description
	Arbitrary Scheme and Capacity Region
	Linear Scheme and Linear Capacity Region

	Preliminaries
	The Shannon Region
	The Common Information Region

	Main Result
	Obtaining Explicit Forms of the Shannon Region and the Common Information Region
	The Shannon Region
	The Common Information Region

	Linear Achievable Schemes
	The IKM Algorithm
	A Manual Method

	Conclusions
	References

