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Abstract: In this paper, the general wiretap channel with channel state information (CSI) at the
transmitter and noiseless feedback is investigated, where the feedback is from the legitimate receiver
to the transmitter, and the CSI is available at the transmitter in a causal or noncausal manner. The
capacity-equivocation regions are determined for this model in both causal and noncausal cases,
and the results are further explained via Gaussian and binary examples. For the Gaussian model, we
find that in some particular cases, the noiseless feedback performs better than Chia and El Gamal’s
CSI sharing scheme, i.e., the secrecy capacity of this feedback scheme is larger than that of the CSI
sharing scheme. For the degraded binary model, we find that the noiseless feedback performs no
better than Chia and El Gamal’s CSI sharing scheme. However, if the cross-over probability of the
wiretap channel is large enough, we show that the two schemes perform the same.

Keywords: capacity-equivocation region; channel state information; noiseless feedback; secrecy
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1. Introduction

It is known to all that the capacity of a point-to-point discrete memoryless channel (DMC) cannot
be increased by using noiseless feedback. However, does the feedback (from the legitimate receiver
to the transmitter) enhance the security of the wiretap channel? Ahlswede and Cai [1] and Dai et al. [2]
studied this problem. Specifically, Ahlswede and Cai [1] showed that the secrecy capacity Csf of the
degraded wiretap channel with noiseless feedback is given by:

Csr = m(a;<min{I(X; Y),I(X;Y)-1(X;Z)+ H(Y|X,Z2)}, 1)
pix
where X, Y and Z are for the transmitter, legitimate receiver and wiretapper, respectively, and
X — Y — Z forms a Markov chain. Recall that the secrecy capacity Cs of the degraded wiretap
channel is determined by Wyner [3], and it is given by:

Cs = m(a§<min{I(X;Y),I(X; Y)-I1(X;2)}. 2)
p(x

From (1) and (2), it is easy to see that the noiseless feedback increases the secrecy capacity of
the wiretap channel. Based on the work of [1], Dai et al. [2] studied a special wiretap channel with
feedback (Y — X — Z) and showed that the secrecy capacity of this model is larger than that of
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the model without feedback, i.e., the noiseless feedback helps to enhance the security of the special
wiretap channel Y — X — Z. Here, note that in [1] and [2], the legitimate receiver just sends back
the previous received symbols to the transmitter, and it is natural to ask: is it better for the legitimate
receiver to send back purely random secret keys to the transmitter? Ardestanizadeh et al. [4] answered
this question by considering the model of the wiretap channel with secure rate-limited feedback.
Ardestanizadeh et al. [4] showed that if the limits (capacity) of the feedback channel are denoted
by Ry, the secrecy capacity of the physically-degraded wiretap channel (X — Y — Z) with secure
rate-limited feedback is given by:

Csf :r;l(?min{l(X;Y),I(X;Y) —I(X;Z) + Ry} (3)

Compared to (1), it is easy to see that if Ry < H(Y|X, Z), sending purely random secret keys is no
better than sending Y'~! back. If Ry > H(Y|X, Z), I(X;Y) — I(X; Z) + Ry > H(Y|Z), sending purely
random secret keys is better than sending Y~! back. Besides these works on the wiretap channel
with feedback, Lai et al. [5] studied the wiretap channel with noisy feedback; He ef al. [6] studied
the Gaussian two-way wiretap channel and the Gaussian half-duplex two-way relay channel with an
un-trusted relay; and Bassi et al. [7] studied the wiretap channel with generalized feedback. Bounds
on the secrecy capacities of these feedback models are obtained in [5-7].

Recently, the wiretap channel with channel state information (CSI) has received much attention.
The Gaussian wiretap channel with noncausal CSI at the transmitter was studied in [8,9], and an
achievable rate-equivocation region was provided for this Gaussian model. Based on the work of [8],
Chen et al. [10] studied the discrete memoryless wiretap channel with noncausal CSI at the transmitter
and also provided an achievable rate-equivocation region for this model. The encoding-decoding
scheme of [10] is a combination of the binning technique of Gel’'fand and Pinsker’s channel [11]
and the random binning technique of Wyner’s wiretap channel [3]. After that, Dai et al. [12]
studied the outer bound on the capacity-equivocation region of [10] and also investigated the capacity
results of the discrete memoryless wiretap channel with causal or memoryless CSI at the transmitter.
Besides these works on the wiretap channel with CSI only available at the transmitter, Chia and
El Gamal [13] investigated the wiretap channel with CSI causally or non-causally at both the
transmitter and the legitimate receiver and provided an achievable secrecy rate, which was larger
than that of [10]. In [13], since both the transmitter and the legitimate receiver have access to the
CSI, the CSI serves as a secret key shared by them. Therefore, the encoding-decoding scheme of [13]
is similar to that of the wiretap channel with rate-limited feedback [4]. Besides these works on the
wiretap channel with CSI, Liu et al. [14] studied the block Rayleigh fading MIMO wiretap channel
with no CSI available at the legitimate receiver, the wiretapper and the transmitter, and they showed
that if the legitimate receiver had more antennas than the wiretapper, non-zero secure degrees of
freedom (s.d.o.f) could also be achieved.

In this paper, we study the general wiretap channel with CSI (causally or non-causally at the
transmitter) and noiseless feedback; see Figure 1. In Figure 1, the transition probability of the channel
depends on a CSI sequence VN, which is available at the channel encoder in a noncausal or causal
manner. The inputs of the channel are XV and V¥, while the outputs of the channel are YN and
ZN. Moreover, there exists a noiseless feedback from YN to the channel encoder. The motivation of
this work is to find whether the noiseless feedback helps to enhance the secrecy rate of the wiretap
channel with noncausal or causal CSI at the transmitter [10,12] and whether the noiseless feedback
does better than the shared CSI between the legitimate receiver and the transmitter [13] in enhancing
the secrecy rate of the state-dependent wiretap channel.
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Figure 1. General wiretap channel with noncausal or causal channel state information (CSI) and
noiseless feedback.

The capacity-equivocation region of the model of Figure 1 is determined for both the noncausal
and causal cases, and the results are further explained via degraded binary and Gaussian examples.
For the Gaussian example, we find that both the feedback scheme and the CSI sharing scheme [13]
help to enhance the security of the wiretap channel with noncausal CSI at the transmitter [10,12],
and moreover, we find that in some particular cases, the noiseless feedback performs even better
than the shared CSI [13], i.e., the secrecy capacity of the degraded Gaussian case of the model of
Figure 1 is larger than that of the degraded Gaussian case of [13]. For the binary example, we also
find that both the feedback scheme and the CSI sharing scheme [13] help to enhance the security
of the wiretap channel with causal CSI at the transmitter. Unlike the Gaussian case, we find that
the noiseless feedback performs no better than the shared CSI [13], i.e., the secrecy capacity of the
degraded binary case of the model of Figure 1 is not more than that of the degraded binary case
of [13]. However, if the cross-over probability of the wiretap channel is large enough, we find that the
two schemes perform the same.

The remainder of this paper is organized as follows. The capacity-equivocation region of the
model of Figure 1 is provided in Section 2. Gaussian and binary examples of the model of Figure 1
are shown in Section 3. Section 4 is for the final conclusion.

2. Capacity-Equivocation Region of the Model of Figure 1

In this paper, random variables, sample values and alphabets are denoted by capital letters,
lower case letters and calligraphic letters, respectively. A similar convention is applied to the random
vectors and their sample values. For example, UN denotes a random N-vector (Uy, ..., Uy), and
ulN = (u1, ..., un) is a specific vector value in U N that is the N-th Cartesian power of U. UiN denotes a
random N — i + 1-vector (U, ..., Uy), and ulN = (u;, ..., uy) is a specific vector value in UN. Let Py (v)
denote the probability mass function Pr{V = v}. Throughout the paper, the logarithmic function is
to the base two.

2.1. Definitions of the Model of Figure 1

Let W, uniformly distributed over the alphabet ¥, be the message sent by the transmitter. The
components of the channel state sequence VN are independent and identically distributed. The
probability of each component is Py (v). VV is independent of W. Let Y'~! (2 < i < N) be the
i-th time feedback from the legitimate receiver to the transmitter. For the noncausal case, the i-th time
channel encoder f; is a (stochastic) mapping:

fi:WxYIx VN 5, )
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where fi(w,yi’l,vN) =x;,eX,weW, yi’l € Yi=1and oN € VN, For the causal case, the i-th time
channel encoder f; is a (stochastic) mapping:

fi: Wx Y x Vi g, (5)

where fi(w,yi_l,vi) =x;e X,weW, yi_l € Yi=1and v’ € V'. Here, note that for the causal case,
V; is independent of (YL W, Vl-lil, zZi=h,
The channel is discrete memoryless, and its transition probability is given by:

N
Py ynxew o (28, N [N, o) = TT Py v xv (20 yilxi, 01), (6)
i=1
where x; € X,v; € V,y; € Yand z; € Z.
The wiretapper’s equivocation about the message W is denoted by:

_ 1 N
A= SHW|ZN). @)

The decoder fp is a function that maps a received sequence of N channel outputs to the
messages set:

fo: N = w. (8)

We denote the probability of error P, by Pr{W # W}.
Given a pair (R, R.) (R, R, > 0), it is said to be achievable if, for arbitrary small positive €, there
exists an encoding-decoding scheme, such that:

o g I W]

=R, lim A > R,, P, <e. )
N—co N—o0

The set R"f ), which is composed of all achievable (R,R.) pairs, is called the

capacity-equivocation region of the model of Figure 1 with noncausal CSI at the transmitter. An
(nf)

achievable rare C; 7/, which is denoted by:

c" = max R (10)

(R,R,=R)eR"f)

is called the secrecy capacity of the model of Figure 1 with noncausal CSI at the transmitter.
Analogously, let R(¢f) be the capacity-equivocation region of the model of Figure 1 with causal

CSI at the transmitter and C§Cf ), which is denoted by:

Cs(cf) = max R, (11)
(R,R,=R)eR(f)

be the secrecy capacity of the model of Figure 1 with causal CSI at the transmitter.

2.2. Main Result of the Model of Figure 1

The following Theorem 1 characterizes the capacity-equivocation region R(f) of the model of
Figure 1 with noncausal CSI at the transmitter; see the following.

Theorem 1. A single-letter characterization of the region R\"f) is as follows,

R = {(R,R,) : 0 < R, <R,
0<R<IKY)-I(KV),
R. < H(Y|Z)},
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for some distribution:

Pxvxyz(k,v,x,y,2) = Pzy|xv(z y|x, ) Px kv (x|k,0) Py (k,v),
which implies the Markov chain K — (X, V) — (Y, Z).
Proof. See Sections A and B. [
Remark 1.

e The range of the random variable K satisfies ||IC|| < ||X||||V|| + 1. The proof is standard and
easily obtained by using the support lemma (see [15]), and thus, we omit the proof here.
e Corollary 1. The secrecy capacity Cs(n ) satisfies:

™) = max min{I(K;Y) - I(K;V), H(Y|Z)}. (12)

Py kv Pxv
Proof. Substituting R, = R into the region R("f) in Theorem 1, we have:

I(K;Y)—I(K;V), (13)

R
R H(Y|Z), (14)

<
<

By using (10), (13) and (14), Formula (12) is achieved; thus, the proof is completed. [

e Here, note that if ZV is a degraded version of YN (which implies the existence of the Markov
chain K — (X,V) — Y — Z), the capacity-equivocation region R("f) still holds. The proof
of this degraded case is along the lines of the proof of Theorem 1, and thus, we omit the proof
here. In [10,12], an achievable rate-equivocation region R is provided for the wiretap channel
with noncausal CSI, and it is given by:

R = {(R,R;) : Re <R,
R<I(KY)—I(K;V), Re<I(KY)—I(K;Z)},

where the joint probability distribution Pxyxyz(k, v, x,y,z) of R! satisfies:

Pxvxyz(k,v,x,y,2) = Pzy(z|y) Py|xv (y|x, ) Pxkv (x|k, ©) Pxv (K, 0).
Here, note that:
I(K;Y) — I(K; Z) = H(K|Z) — H(K|Y)
@ H(K|Z) — H(K|Y,Z) = I(K;Y|Z) (15)
< H(Y[Z),

where (a) is from K — Y — Z. Therefore, it is easy to see that the achievable rate-equivocation
region R} of [10] and [12] is enhanced by using this noiseless feedback.

The following Theorem 2 characterizes the capacity-equivocation region R(f) of the model of
Figure 1 with causal CSI at the transmitter; see the following.

Theorem 2. A single-letter characterization of the region R(<f) is as follows,
R = {(R,R,):0< R, <R,

0<R<IKY),
R. < H(Y|Z)},
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for some distribution:

Pxvxyz(k,v,x,y,2) = Pyzixv(y, z|x, v) Px kv (x|, v) Pk (k) Py (0).
which implies the Markov chain K — (X, V) — (Y, Z) and the fact that V is independent of K.

Proof. e Proof of the converse: Using the fact that V; is independent of Y'~! and Z'~!, the
converse proof of Theorem 2 is along the lines of that of Theorem 1 (see Section A), and thus,

we omit the proof here.
e Proof of the achievability: The achievability proof of Theorem 2 is along the lines of the

achievability proof of Theorem 1 (see Section B), and the only difference is that for the causal
case, there is no need to use the binning technique. Thus, we omit the proof here.
The proof of Theorem 2 is completed. [

Remark 2.

e The range of the auxiliary random variable K satisfies ||| < ||X||||V||. The proof is standard
and easily obtained by using the support lemma (see p. 310 of [16]), and thus, we omit the

proof here.
o Corollary 2. The secrecy capacity Cs(cf ) satisfies:
! = max min{I(K;Y), H(Y|Z)}. (16)
Py kv Px

Proof. Proof of (16): Substituting R, = R into the region R(°f), we have:

I(K;Y), (17)

R <
R < H(Y|2),. (18)
By using (11), (17) and (18), Formula (16) is achieved; thus, the proof is completed. [

e Here, note that if ZV is a degraded version of YN, the capacity-equivocation region R(f) still
holds. The proof of this degraded case is along the lines of the proof of Theorem 2, and thus,
we omit the proof here. In [12], an achievable rate-equivocation region K¢ is provided for the
wiretap channel with causal CSI, and it is given by:

ch = {(RrRe) iR, <R,
R<I(KY), R.<I(K)Y)-I1(K;Z)}, (19)

where the joint probability distribution Pxyxyz(k, v, x,y,z) of R satisfies:

Pxvxyz(k,v,x,y,2) = P71y (z|y) Pyxv (y|x, v) Px kv (x[k, 0) Pk (k) Py (0).

By using (15), it is easy to see that the achievable rate-equivocation region R{ is enhanced by
using this noiseless feedback.

3. Examples of the Model of Figure 1
3.1. Gaussian Case of the Model of Figure 1 with Noncausal CSI at the Transmitter

For the Gaussian case of the model of Figure 1 with noncausal CSI at the transmitter, the i-th
time (1 < i < N) channel inputs and outputs are given by:

Yi=Xi+VitZy, Zi=Xi+Vi+ 2y, (20)
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where V; ~ N(0,Q), Z1; ~ N(0,N;) and Z; ~ N(0,N;). Here, note that V;, Z;; and Z,; are
independent random variables, X; is independent of Z; ; and Z,; and % Zfil E(Xlz) < P. The noise
Vi is non-causally known by the transmitter. The following Theorem 3 shows the secrecy capacity of
the Gaussian case of the model of Figure 1 with noncausal CSI at the transmitter.

Theorem 3. For the Gaussian case of the model of Figure 1 with noncausal CSI at the transmitter, the secrecy
capacity ngf is characterized in the following two cases.
Case 1: If Ny < Ny, the secrecy capacity ngf is given by:

; lin (PHQ+N)(P4a2Q) 1 P20
sf ; PQ(1—a)2+N(P ’
G = XM -y I 2793((1’&)24:—1\115(;2{%1)
7n PrQ+N;
1 P 1. 2me(P+Q+ Ni)(N, — Nyp)
= mm{i In(1+ : ), 5 In P10+ N, 1, (21)
where the maximum is achieved when o = %I\h
Case 2: If Ny > Na, the secrecy capacity C§f is given by:
1 P 1
¢/ = min{zIn(1+—), = In27e(N; — N»)}. (22)
2 N2

Remark 3.

If N; < Nj, the relationship of the channel inputs and outputs defined in (20) can be equivalently
characterized by:
Yi=Xi+Vit+ 2y, Zi=Xi+VitZi1;+7Z;, (23)

where Zzi ~N (O, N, — Njp), and itis independent of Z ;. Similar to the determination of the capacity
region of the Gaussian broadcast channel (pp. 117-118 of [17]), the relationship (23) implies that there
exists a Markov chain (X;, V;) — Y; — Z;, i.e., the Gaussian case of the model of Figure 1 reduces to a
degraded model of Figure 1.

Analogously, if N; > N, the relationship of the channel inputs and outputs defined in (20) can
be equivalently characterized by:

Y, =X;+V;+ Zii + Zz,l', Zi=Xi+V,+ Zz/i, (24)

where Zi‘,i ~ N(0,N; — Ny), and it is independent of Z,;, X; and V;. The relationship (24) implies
that there exists a Markov chain (X;, V;) — Z; — Y; in the Gaussian case of the model of Figure 1.

Proof. For the direct part of Theorem 3, like [18] and [10], the achievability of C§f is proven by
substituting K = X +aV, X ~ N(0,P), V ~ N(0,Q) and the fact that X is independent of V
in Theorem 1; the details of the proof are omitted in this paper. Here, note that the calculation of
I(K;Y) — I(K; V) is exactly the same as that of the dirty paper channel (page 440 of [18]), and it is
easy to see that the maximum of I(K;Y) — I(K; V) is achieved when a = %Nl

For the converse part of Theorem 3, note that the transmitter-receiver channel is Costa’s dirty
paper channel [18]; thus, the secrecy capacity is upper bounded by the capacity of the dirty paper
channel, i.e., ngf < %ln(l + N%) Now, it remains to show C§f < % In 2”€(P+PQ++$]+1%\(,£\]2_N1) for N; < N,
and C§f < %ln 27te(N7 — Np) for N7 > Np; see the following.

Proof of ngf < %ln 2m(P+PQfQN+1;\(I§\]2_N1) for Ny < Np:
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First, note that:
1 Ny @1 VN 7N
HWI[ZY) < —(IW;Y¥|ZV) +0(Pe))
N N
1Y 5(P
< g LMz + <N3), (25)

Il
—_

1

where (a) is from Fano’s inequality. The conditional differential entropy h(Y;|Z;) in (25) is bounded by:

h(YilZ;)) = h(Y;, Z;) —h(Z;)
= h(Z|Y;) +h(Y;) — h(Z;)
1
U WX+ Vit Zag+ Z5, X+ Vit Zag) + WX+ Vi 4 Za) — (X + Vi+ Z + Z3,)
2
2 WZ3) +h(Xi+Vi+Z1;) = h(Xi +Vi+ Z1,i+ Z3))

,\
IN®

1 LV . *
W(Zs;) +h(Xi+ Vit Z1) = 5 In(eX(XitVitZui) 4 o21(Z3,))

h(Z3;) + %m(eZh(XﬁViJrzLi)) — %m(ez}l(X#VﬁZLi) + EZh(Z;,i))

2(Xi+VitZy )

—
=

1
(e = NJ 5 10 BV (N — Ny

2me(P+ Q+ Np)
In(27te(N, — N =1
n(27e(N; 1))+2 nzne(p+Q+N1)—|—27Te(N2—N1)
27te(N; — Np)(P+ Q + Ny)
P+Q+N, '

5

|
NI— NI= N -

(26)

where (1) is from Definition (23), (2) is from the fact that Z;,i is independent of X;, V; and Z;,
(3) is from the entropy power inequality ANXAVAZA L) > (Xt Vit Zai) 4 2M(Z30) (see [19]),
(4) is from the fact that the differential entropy of a Gaussian distributed random variable X is
h(X) = 1In(2eD(X)) (here, D(X) is the variance of the Gaussian random variable X) and (5) is

X424 )

from 3 zIn 2 +v+zll)

increasing while h(X; + V; + Zy;) is increasing and the fact that
+27e(Np—Ny) !

h(X;+ V;+Zy1;) < 2 In(2e(P + Q + Ny)) (here, note that “=" is achieved if X; ~ N (0, P)).
Substituting (26) into (25), we have:

1 N 1 &1 2me(Ny— Ny )(P+Q+Ny) . 6(Pe)
_ < —
HW|ZT) < NEZln P+Q+N, TN
1 2te(N; — N1)(P+Q+ Np) . 6(P.)
= 3 P+QO+N; TN 27)

Substituting P, < € into (27) and letting N — oo, it is easy to see that C§f < % In Zne(PJrI?:QI\B\(];\]z*Nl)
for Ny < N,.

Proof of C&/ < LIn27e(Ny — Ny) for Ny > Ny:

For the case N; > Nj, the conditional differential entropy h(Y;|Z;) in (25) can be bounded by:

—
N

h(YilZ;) = h(Xi+Vi+Zi;+2Zy; i)
(b) %
= h(Zi))
() 1
= 5 In 27‘[€(N1 - Nz), (28)
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where (a) is from (24), (b) is from the fact that Z]; is independent of Z,;, X; and V; and (c)
is from the fact that the differential entropy of a Gaussian distributed random variable X is
h(X) = % In(2meD(X)) (here, D(X) is the variance of the Gaussian random variable X). Substituting
(28) and P, < € into (25) and letting N — oo, it is easy to see that ngf < %In 27e(N; — Np) for

N1 > Nj. Thus, the converse part of Theorem 3 is proven. The proof of Theorem 3 is completed. [

In [13] (p.2841, Theorem 3), Chia and El Gamal showed that if Y is less noisy than Z (I(X; Y|V) >
I(X; Z|V) for every Pxy(x|v)), the secrecy capacity of the wiretap channel with CSI non-causally
known by both the transmitter and the legitimate receiver is given by:

Copon = max min{[(X;Y|V), [(X;Y|V) = 1(X; Z|V) + H(V|Z)}.
p(x|v

Here, the I(X; Z|V) — H(V|Z) in the above Cs_j,y, can be rewritten as follows.

I(X;Z|V)—H(V|Z) = H(Z|V)—H(Z|X,V) - H(V|Z)
H(V,Z)— H(V) - H(Z|X,V) — H(V,Z) + H(Z)
= H(Z)-H(V) - H(Z|X, V). (29)

Substituting (29) into Cs_ 01, we have:

Cs_poth = r?ellx) min{I(X;Y|V),I(X;Y|V)—-H(Z)+ H(V)+ H(Z|X,V)}. (30)
p(x|v

On the other hand, for Z less noisy than Y (I(X; Z|V) > I(X;Y|V) for every Pxy(x|v)), Chia and

El Gamal provided an achievable secrecy rate (lower bound on the secrecy capacity) for the wiretap

channel with CSI non-causally known by both the transmitter and the legitimate receiver, and it is

given by:

Comgom = max min{I(X;Y|V), H(V|Z, X)}. (31)
p(x|v
The following Theorem 4 shows the results on the secrecy capacity of the Gaussian case of the wiretap
channel with CSI non-causally known by both the transmitter and the legitimate receiver.

Theorem 4. For the Gaussian wiretap channel with part of the Gaussian noise non-causally known by both the
transmitter and the legitimate receiver, the secrecy capacity Cfﬁ potn 18 Characterized by the following two cases.

Case 1: If Ny < Nj, the secrecy capacity Cf_b oty 1S given by:

o8 (14 ), 32)
= min .

s both YIn(1+ ) + 3 In(2meQ) — 3 In( )

Case 2: If Ny > Na, a lower bound Cfib otn 011 the secrecy capacity ng_b oth 1S given by:

i . 1. 2meQN, 1 P
g gi
Cobotn = Cs—porn = mm{§ In O+N, 2 In(1+ ﬁl)}- (33)

Remark 4.

For the Gaussian case, the conditional mutual information I(X;Y|V) is calculated by using
the fact that when the CSI is known by both the legitimate receiver and the transmitter, it can be
simply subtracted off, which in effect reduces the channel to a Gaussian channel with no CSI, i.e.,
[(XY|V)=1ln(1+ N%) Analogously, we have I(X; Z|V) = 1 In(1+ N%) Then, it is easy to see that
Y is less noisy than Z (I(X; Z|V) > I(X;Y|V) for every Py|y(x[v)), which can be further expressed
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by N1 < Ny, and Z is less noisy than Y (I(X; Z|V) > I(X;Y|V) for every Py|y(x|v)), which can be
further expressed by Ny > N».

Proof. The achievability proof of (32) and (33) is easily obtained by substituting X ~ A(0,P),
V ~ N(0,Q) and (20) into (30) and (31), respectively. Now, it remains to prove the converse of
(32); see the following.

The converse part of (32) is based on the converse proof of (30), (see p.2846, Proof of Theorem 2
of [13] and the left bottom and right top of page 2841[13]). However, the converse proof of (30) is for
the discrete memoryless case, and it needs to be further processed for the Gaussian case. Based on
the converse proof of (30) [13] and the fact that Ny < Nj, we have the following (34) and (35),

8
Cs—both

IN

INE

—
=

ﬂ
INS

YY) — 1K ZiV) + h(ViZ)

S (X YY) — h(Z0) + h(V) + (2%, )

—1—% In(27teNs))
1 X1 7 7
N Z{(E ln(€2h(Xi+Zl,i)) ~In(2meN;) — = ln(EZh(Xl"'Zl,r) -+ eZh(‘/z+Zz,i))
i=
1 1
t5 In(27teQ) + 3 In(27teNs))
1 Y1 7 "
N 21(5 In(e2"Xit20i)) — ZIn(27eNy) — = In(e2"Xit210) 4 271e(Q + N — Ny))
i=
1 1
+§ In(27eQ) + 2 In(27teN,))
1 1 e (Xi+Zy,i) 1 1 1
— =1In — = In(2mteN7) + = In(27reQ) + = In(27eN,
1 Y01 27te(P + Np) 1
Y (21 — In(2
N izzl(z N (P + Ni) T 2re(Q L N, — ) 2 nemeNy)
1 1
t5 In(27eQ) + 3 In(27teNs))
1 P. 1 1. P+Q+N,
- il R (xR 4
5 In(1+ Nl) + 5 In(27eQ) 5 n( N, ), (34)
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and:

s—both I(Xi; Y1|V1>

M= I

Il
_

IS
Zl= Z= Z= Z= Z|=
™=z

(h(Yi|V;) = h(Y;| V3, X))

(W(X; + Z1;| Vi) — h(Z4,3))

Il
_

IN

(W(Xi + Z1;) — h(Z4,))

=
I=

(% In(27e(P + Ny)) — %ln(ZneNl))

IN
=

Il
A

TS
Ny

—
=]

—~
—_

(35)

N =

where (1) is from (29), (2) is from Definition (23) and Z;’i ~ N(0,N; — Ny), (3) is from the fact that
the differential entropy of a Gaussian distributed random variable X is h(X) = 1 In(2eD(X)) (here,

D(X) is the variance of the Gaussian random variable X), (4) is from the entropy power inequality

Xt Vit 214 22)) > 2h(XitZai) 4 o2h(Vit22)) (see [19]), (5) is from h(V; + Zy;) = FIn(2me(Q + Ny)),
2h(Xi+2y )

Xit 20 1 271e(Q+N,)
W(X; + Z1;) < 3In(2me(P + Nyp)) (here, note that “=" is achieved if X; ~ N(0,P)), (7) is from
Definition (23) and (8) is from h(X; + Z;;) < 3In(2me(P + Ny)). Thus, the converse part of (32)
is proven. The proof of Theorem 4 is completed. [

(6) is from %ln ol increasing while h(X; + Z;;) is increasing and the fact that
e

Recall that for the degraded Gaussian wiretap channel with noncausal CSI at the transmitter
((X,V) — Y — Z), an achievable secrecy rate (a lower bound on the secrecy capacity) is
provided [10]; see the following Theorem 5.

Theorem 5. For the Gaussian non-feedback model of Figure 1 with the condition that N1 < Ny, an achievable
secrecy rate C' is denoted by:

%mw — L B0

gi _ . 22Q(P+Ny)+N; P ’

G = @max ming | PN (Pra0) | 1y (PAN(PratQ)
T 277 a2Q(P+N1)+NiP 27 a2QP+N, (P+a2Q)

Proof. The result is directly obtained from [10], and therefore, the proof is omitted here. [
Remark 5.

o For the case N; < N,, the relationship (20) of the channel inputs and outputs can be equivalently
characterized by (23), which implies the Markov chain (X, V) - Y — Z.

o To the best of the authors” knowledge, for the case N; > N, the bounds on the secrecy capacity
of the Gaussian wiretap channel with noncausal CSI at the transmitter are still unknown.

Finally, note that if the CSI is not available at the legitimate receiver, the wiretapper and the
transmitter and there is no feedback link from the legitimate receiver to the transmitter, the Gaussian
case of the model of Figure 1 (see (20)) reduces to the model of the Gaussian wiretap channel, where
Vi and Z;; of (20) are the legitimate receiver’s channel noises and V; and Z,; are the wiretapper’s
channel noises. From [20], it is easy to see that the secrecy capacity C; of the Gaussian wiretap channel
is given by:

1. P+Q+N; 1. P+Q+ N,
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Comparing Theorem 3 to Theorem 4, we can conclude that if N; < Nj, for given P, Nj and N,
C§f is larger than ngib o, if and only if:

Ni(No = Ni)(P+ Ny)

37
N? 4+ N,P (37

Q<

For the case that Ny > N, we find that if % < Ny < Ny, for given P, Nj and Ny, C§f is larger than
Cfl—both if and only if:

N> (Ny — N»)
< = - =7
Q= 2N, — Np (38)
If Ny = %, C§f is always larger than Cfiboth‘ ‘
If N, < %, for given P, N1 and N,, ngf is larger than Cfl_b ot if and only if:
N> (N; — No)
> = = 39
Q= 2N, — Np (39)

—&— Q=0 1.N,=1.N,=4 ¥
—4— Q=01 N,=1.N,=4C8
—F—Q=0.1.N,=1N,=4.C¢
— —Q=0.1N,;=1.N,=4.C]
6| —=—0=05N=3N,=7.CY -
—+— Q=05N,=3.N,=7.C2
—%— Q=0.5N,=3 N,=7.C
o [ — —0=05N=3N=TC]

1
Q=1.N,=0.5,,=6.5.c2"

ot or cdi
s

1
=1 N .= =659
Q—1.N1—CI,5.N —E,S,Cspbom
1

1

s-baoth'

Q=1,N.=0.5N. =6.5.C§‘

(]

2
2
z
2
z
2
rd

3 Q=1,N,=0 5,N,=6 5 C_ —

Figure 2. For N < Nj, the relationships of P — C§f, P- Cf_both, P— C§i and P — C; for several values
of Ny, Ny and Q.

For the case N; < N, Figure 2 plots the relationships of P — C;, P — C§i, P — ngf and
P — Cf_ potn fOT several values of Nq, N; and Q. It is easy to see that the noiseless feedback (Cff ), the

CSI sharing scheme (Cfib o) and the CSI only available at the transmitter (C8" help to enhance the
secrecy capacity C; of the Gaussian wiretap channel. Furthermore, we can see that both the noiseless
feedback and the CSI sharing scheme perform better than the CSI only available at the transmitter.
Moreover, when Q is small (Q = 0.1, 0.5), the noiseless feedback performs better than the CSI sharing
scheme, and while Q is increasing (Q = 1), the CSI sharing scheme is beginning to take advantage of
the noiseless feedback.

For the case N7 > N, the following Figure 3 plots the relationships of P — Cff and P — Ci both
for several values of Ny, N and Q. Since C; = 0 for the case that N; > Ny, both the noiseless feedback
(C§f ) and the CSI sharing scheme (C*' ;) enhance the secrecy capacity C; of the Gaussian wiretap

s—bot
channel. Moreover, we can see that for fixed Q, if the gap between the legitimate receiver’s channel

7911



Entropy 2015, 17, 7900-7925

noise variance N; and the wiretapper’s channel noise variance N is large, the noiseless feedback
performs better than the CSI sharing scheme, and vice versa.

—e—Q=05N,=35N,=3.C%

1
—+—Q=06N=36N,=3.c8,
— = - f
—5—Q=0.6N,=3 N1
25
1

= =3.N.=1.cY
—4—Q=05N 3.N2 W,C&Wm

cof
‘s

s-both

cd

05— —

20 40 60 80 100 120

Figure 3. For N7 > Nj, the relationships of P — C§f and P — Cfib o, for several values of Ny, Np and Q.

3.2. Binary Case of the Model of Figure 1

In this subsection, we calculate the secrecy capacity of a degraded binary case of the model of
Figure 1 with causal CSI at the transmitter, where “degraded” means that there exists a Markov chain
(X,V) =Y — Z.

Suppose that the random variable V is uniformly distributed over {0,1}, i.e., py(0) = py (1) = 1.
Meanwhile, the random variables X, Y and Z take values in {0,1}, and the wiretap channel is a
BSC (binary symmetric channel) with crossover probability q. The transition probability of the main
channel is defined as follows:

When v = 0,
1-p, ify=x
= = 4
pY\X,V(y|x, v=0) { P, otherwise. o
Whenv =1,
P/ lf y =X,
_ 1) = 41
Py\x,v(y|x,v ) { 1—p, otherwise. “

From Remark 2, we know that the secrecy capacity for the model of Figure 1 with causal CSI at
the transmitter is given by:

(cf) _ ) ‘
C = max min{I[(K;Y),H(Y|Z @)
i PK(k)Px‘K,V(x|k,v) { ( ) ( | )}

and the maximum achievable secrecy rate ng) of the wiretap channel with causal CSI [12] is given by:

(ci) .
Cs/ = max I(KY)—-1(K;Z)), (43)
’ PK(k)PX\K,V(X|sz)( ( ) ( ))

where (43) is from (19).
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In addition, from ([13], Theorem 3), we know that the secrecy capacity Cs_poy, 0Of the wiretap
channel with CSI causally or non-causally at both the transmitter and the legitimate receiver is
given by:

Cs_porn = max min{I(X;Y|V)—-I(X;Z|V)+H(V|Z),[(X;Y|V)}. (44)

X|v x[v)

It remains to calculate Cs(cf ), Cs(Ci) and Cs_o4; see the following.

The calculation of Cs(cf ) and CS(Ci) :

Let K take values in {0,1}. The probability of K is defined as follows. pg(0) = &, and
pk(1) =1 — a. Define the conditional probability mass function pxx v as follows.

Px|k,v(010,0) = B1, px|k,v(1]0,0) = 1 — By, pxx,v(0[0,1) = B2, pxx,v(1[0,1) =1 — Bo,

pxik,v(0[1,0) = B3, pxjk,v(1[1,0) =1 — B3, pxx,v (0|1, 1) = Ba, pxx,v (1|1, 1) =1 — B4
The joint probability mass functions pgy is calculated by:

pry(ky) = Y pryxv(ky x,0)

= Y pyxvylx o) pxik v (x[k o) pi (k) pv (0). (45)

Then, we have: N
pry(0,0) = 5[1 —(B1—B2)(1 —2p)], (46)
pr(0,1) = Z[1+ (1 — B2) (1 - 2p)], 47)
pir(1,0) = Z[1— (B3 — B) (1 - 2p), (48)
prr(1,1) = J[1+ (B — Ba) (1~ 2p)]. (49)

By calculating, we have:
i) = min{1 —h(p), ()}, (50)
and: '

c\ = h(p+q—2pq) — h(p), (51)

where h(x) = —xlogx — (1 —x)log(1 —x)and 0 < x < 1.
The calculation of Cg_py:
Define px|y(00) = a, px|v(1]0) =1 —a, pxy(0[1) = B, pxjv(1]1) =1 B.
By calculating, Cs_p,y, is given by:

Cs—potn = min{l —h(p), 1 —h(p) + h(p +q—2pq)} =1 —h(p). (52)

The following Figures 4-6 show C§Cf ), C§“> and C,_p,yy, for several values of g. Here, note that

the noise of the wiretap channel is increasing while g is increasing. It is easy to see that when q < 0.5,
Cs_potn and C§Cf ) are always larger than Cs(a), i.e., both the noiseless feedback (the model of this

paper) and the shared CSI [13] help to enhance the security of the wiretap channel with causal CSI at

Cs(Cf) = Cs(Ci) = Csfboth =

the transmitter. When q = 0.5, there is no wiretapper in the channel; thus,
1—h(p).

Moreover, from Figures 4-6, we see that the noiseless feedback performs no better than the
shared CSI. However, when g is large enough (satisfying h(q) > 1 — h(p)), the two ways perform

the same.
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s

cef o
.

Cs-bnlh'

Figure 4. The Cgcf), Cs(Ci) and Cg_p,y, for g = 0.1.

s

cet coi
o

Cs-hﬂth '

Figure 5. The Cgcf), C§Ci) and C,_pyy, for g = 0.2.
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s

cef o
.

Cs-bnlh'

Figure 6. The cﬁcf), CS(Ci) and C_p,y, for g = 0.5.

4. Conclusions

In this paper, we study the general wiretap channel with CSI and noiseless feedback, where the
CSl is available at the transmitter in a noncausal or causal manner. Both the capacity-equivocation
region and the secrecy capacity are determined for the noncausal and causal cases, and the results
are further explained via Gaussian and binary examples. For the Gaussian example, we show that
both the noiseless feedback and the CSI sharing scheme [13] help to enhance the security of the
Gaussian wiretap channel. Moreover, we show that in some particular cases, the noiseless feedback
performs even better than the CSI sharing scheme [13]. For the degraded binary example, we also
find that the noiseless feedback enhances the security of the wiretap channel with causal CSIL. Unlike
the Gaussian example, we find that the noiseless feedback always performs no better than the CSI
sharing scheme [13].
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Appendix

A. Converse Proof of Theorem 1

Given an achievable (R, R,) pair, we need to show that there exists a joint distribution of the form
Pz)y (zly) Py xy (y|x,v) Px kv (x|k, 0) Pxy (k, v), such that,

0<R <R, (A1)
0<R<IKY)-I(KV), (A.2)
R, < H(Y|Z). (A3)

A.1. Proof of (A.1)

. .1 . log || W
R, < 1 A< 1 —H =1 ol 7 0
e < Jim A< lim GH(W) = lim ==

A.2. Proof of (A.2)

—

a

(I(W; YY) + HW|YN)) <

z|=

(I(W; YN) +5(P.))
(IW; YNY — I(W; VN) +6(P,))

(T W, VAL YY) = 1V WY VA ) + 6(P))

M= [D=

Il
—_

(H(Y;) = HYG Y™ W, Vi) = H(V) + H(V|VEL, WY +6(R)

(1O W, VY, YY) = 1V W, Y, V) + 6(PR)

M= [D=

Il
—_

(LYW, VN Y T =) — LV W, YL VYL T = 0) + 6(Pe))

zZl= Zl= Zlr Zlr ZlmZz=

J(P)
N
S(P.)
N

1=
—~

(YW, VN Y ) = 1(vw, YL VG D) +

A%

YW, VALY ) = 1(viw, YL VL T +
S(Pe)

N 7

—
=
=

2 I(KY) - I(KV) + (A4)

where (a) is from Fano’s inequality, (b) is from W is independent of VN, (c) is from Csiszdr’s equality:

Yo I(Ys VL YL W) = Y 1V YV L W), (A.5)
i=1 i=1

(d) is from V; being independent of Vﬁl, (e) and (f) are from | being a random variable (uniformly
distributed over [1, N]) and being independent of W, VN and YV, (g) is from V] being independent of
J and (h) is from the definitions that Y = Y, VEViand K= (W, YL VN ).

7 ]+1/
By using P. < €, ¢ — 0as N — oo, imy_e0 % = R and (A.4), it is easy to see that

R < I(K;Y) - I(K; V).
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A.3. Proof of (A.3)

Lozt < LawiydizY) +am)
< ;,iZX_\I;H(Yi|Zi)+5(£E)
D Loz =+ L
< Hylzy )+ 20
(é) H(Y|Z)+5(PE) (A.6)

where (1) is from Fano’s inequality, (2) is from | being a random variable (uniformly distributed over
{1,2,...,N}) and being independent of YN and ZN, (3) is from | being uniformly distributed over
{1,2,..., N} and (4) is from the definitions that Y = Yj, and Z £z J-

By using P, < €, — 0as N — oo, limy_e0 H(V\II\‘IZN) > R, and (A.6), it is easy to see that

R, < H(Y|Z).
The converse proof of Theorem 1 is completed.

B. Direct Proof of Theorem 1

The direct part (achievability) of Theorem 1 is proven by considering the following two cases.

e Case 1: If I(K;Y) — I(K;V) > H(Y|Z), we need to show that (R = I(K;Y) — I(K;V) —¢,
R, = H(Y|Z)) is achievable, where € — 0.

e Case 2: If I(K;Y) — I(K;V) < H(Y|Z), we need to show that (R = I(K;Y) — I(K;V) — ¢,
R, =R =I(K;Y) — I(K;V) — €) is achievable.

The direct proof of Theorem 1 is organized as follows. The balanced coloring lemma introduced
by Ahlswede and Cai is provided in Subsection B.1, and it will be used in the remainder of this
section. The code-book generation is shown in Subsection B.2, and the equivocation analysis is given
in Subsection B.3.

B.1. The Balanced Coloring Lemma

The balanced coloring lemma was first introduced by Ahlswede and Cai; see the following.
Lemma 1. Balanced coloring lemma: For all €1, €3, €3, 8 > 0, sufficiently large N and all N-type Py (y), there
exists a y-coloring ¢ : TV (€1) — {1,2,..,v} of TY (€1) such that for all joint N-type Pyz(y, z) with marginal

TN N
distribution Pz (z) and M > 2Ne2 ZN e TH(e3),
T3, (ZN)(1+9)

|
1k .
e (k)| < p , (B.1)

fork =1,2,...,y, where c L is the inverse image of c.

Proof. Letting U = const, Lemma 1 is directly from p. 259 of [1], and thus, we omit it here. [
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Lemma 1 shows that if yN and zN are joint typical, for given zV, the number of yV € T% ,(z Ny
1+6
for a certain color k (k = 1,2, ...,y), which is denoted as |c~!(k)|, is upper bounded by M
By using Lemma 1, it is easy to see that the typical set Tﬁ 7 (zN) maps into at least:
™,
= B.2
TP, (N[(1+8)  1+0 (8.2
2

colors. On the other hand, the typical set T Y| Z( zN) maps into at most 7y colors.

B.2. Code-Book Generation

Fix the joint probability mass function P, y|x v (z,y|x,v) Px g, v (x|k, v) Pky (k, v). The message set
W satisfies:

lim o8 1DVl

Jim =SSt = R = 1(KY) ~ (K V) —e. (B-3)

Let W = {1,2,...,2NR}.

The block Markov encoding scheme is used in the direct proof of Theorem 1. The random vectors
KN, VN XN yN and ZN consist of n blocks of length N. Let K;, Vi, Yiand Z; (1 < i < n) be the
random vectors for block i. Define k" = (ky,ky, ..., k), 7" = (31,93, ..., 7n), 7" = (1,2, ..., Jn) and
2" = (24,2, ...,Zy) to be the specific vectors for all blocks. The message W" for all n blocks is denoted
by W" = (W, Wa, ..., W,,), where W; (2 < i < n) is uniformly distributed over the alphabet )V, and
W; is independent of W; (2 < j < nand j # ). Note that w; does not exist.

Construction of KN:
Gel’fand and Pinsker’s binning and block Markov coding scheme are used in the construction
of KN.

e Construction of KN for Case 1:

For each block, generate 2NU(KY)=€2n) (g, \; — 0) ii.d. sequences of kN, according to pk (k).

Partition these sequences at random into 2NR = 2NU(KY)~I(K}V)=11) pins, such that each bin has
2N(I(KV)+11—€xN) sequences. Index each binby ! € {1,2, ..., 2NRY,

Denote the message w; (2 < i < n) by w; = (w1, wj), where wj; € Wy = {1,2,...,2NHYI2)}
and wjp € Wi = {1,2,..,2NR=HIZ)} Here, note that Wj; is independent of Wi.

In the first block, for a given side information 91, try to find a k, such that (ky,31) € TR, (€). If
multiple sequences exist, randomly choose one for transmission. If there is no such sequence,
declare an encoding error.

For the i-th block (2 < i < n), the transmitter receives the output #;_1 of the i — 1-th block; he or
she gives up if ;1 ¢ T (€2) (€2 — 0as N — c0). It is easy to see that the probability for giving
up at the i — 1-th block tends to zero as N — co. In the case §;_1 € T (e2), generate a mapping
gr: Ty (e2) = {1,2,...,.2N1 (YIZ)}. Define a random variable K by K¥ = gr(Vi) @ <i<m,
and it is uniformly distributed over the set Wj; = {1,2, ...,2N H(Y‘Z }. K is independent of
Wi. Reveal the mapping g to the legitimate receiver, the wiretapper and the transmitter. Then,
since the transmitter gets 7;_1, he computes kf = g¢(7;—1) € {1,2,..,2N H(YI2)}. For a given
w; = (wi1, wpp) (2 < 1 < n), the transmitter selects a sequence k; in the bin (w; @k}, wj,) (where
@ is the modulo addition over W;;), such that (k;, 7;) € TIIQIV(G). If multiple sequences in bin
(win @k}, wip) exist, choose the sequence with the smallest index in the bin. If there is no such
sequence, declare an encoding error. Here, note that since K} is independent of W; = (W1, Wip),
Wi1 @ K} is independent of W; and K7. The proof is given as follows.
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Proof. Since:

PV{K;(EBWH :ll} = 2 PV{K;(@Wil :arK;‘k :k;ﬁ}

k?EW[]
= Y Pr{Wy=a0kl K =k}
kaWil
= Y Pr{Wp=aok}Pr{Kj =k}
k?GWﬂ
1 1
B = / (B4)
k;‘g\/“ IWall2 [Wall
and:
Pri{Ki ©@ Wy = a,K; =k]}
=Pr{Wy =ack] Kf =ki'}
= Pr{Wy = a ok} }Pr{K} =k}}
1
~ (B.5)
[Wa |2

it is easy to see that Pr{K; ® Wy; = a,K} = ki} = Pr{K ® W;; = a} - Pr{K} = k!}, which
implies that K} @ Wy is independent of K.
Analogously, we can prove that Pr{K* @ Wy; = a, Wy; = wj;, Wpp = wjp} = Pr{K} ® Wj; =a}-
Pr{Wj = wj1 } - Pr{Wj = wj }, which implies that K} & W;; is independent of W; = (W1, Wj).
Thus, the proof of W;; @ K} is independent of W;, and K} is completed.

O

e Construction of KN for Case 2: The construction of KN for Case 2 is similar to that of Case 1,
except that there is no need to divide w; into two parts. The detail is as follows. For the i-th
block (2 < i < n),if ;1 € TY(€2), generate a mapping gf: T (e2) — W (note that |TY ()| >
[W|). Let Kf = gf(f/i,l) (2 < i < n), and it is uniformly distributed over the set W. K} is
independent of W;. Reveal the mapping gy to the legitimate receiver, the wiretapper and the
transmitter. When the transmitter receives the feedback #;_1 of the i — 1-th block, he or she
computes ki = g¢(¥#;—1) € W. For a given transmitted message w; (2 < i < n), the transmitter
selects a codeword k; in the bin w; ® k; (where @ is the modulo addition over W), such that
(ki,3;) € TY,(e). If multiple sequences in bin w; & k} exist, select the one with the smallest
index in the bin. If there is no such sequence, declare an encoding error. Here, note that W; & K7
is independent of W; and K7, and the proof is similar to that of Case 1. Thus, we omit the
proof here.

Construction of XN:

In each block, the channel input xV is generated by a pre-fixed discrete memoryless channel with
transition probability Py kv (x|k,v). The inputs of the channel are kN and vV, and the output is xV.

Here, note that for Case 1, the random vector K; of block i 2 < i < n) is iid.
generated corresponding to the encrypted message (W @ K;,W;) and V; (here, V; is also
iid. generated according to the probability mass function Py(v)). Since Y; and Z; are
generated according to K;, V; and the discrete memoryless channel, the only connection between
(WirKir ‘Z’,Yi,zi) of the i-th block and (Wi—HKi—lr‘Z—eri—lrzi—l) of the i — 1-th block is the
secret key K;, which is generated by Y;_;. As stated above, both the encrypted message
(Wi @ Kf,Wp) and the real message W; = (Wj;,Wp) are independent of K, and thus,
(W;,K;, V;,Y;, Z;) of the i-th block are independent of (W;_1,K; 1, V;_1,Y;_1,Z; 1) of thei — 1-th block.
Since (W;; © K{, W) and W; are also independent of W; and K]* (2 <i,j <mandj # i), itis easy

7919



Entropy 2015, 17, 7900-7925

LA L T
(2 < i < n) is independent of K3 (generated by Y7); thus, (W;,K;, V;, Y, Z;) are independent of
(Kl/ Vl/Yll Zl) R

Analogously, in Case 2, for 2 < i,j < nand j # i, the fact that (W;, K;, V;,Y;, Z;) are independent
of (Wj, Kj, V]-, Yj, Z]-) and (Ky, V1, Y1, 7Z,) also holds.

Decoding: For block i (2 < i < n), given a vector §; € YN, try to find a sequence k;(@;; ®
ki, i, D (Case 1) or k;(; ® ki, D (Case 2), such that k; and iJ; are joint typical. If there exists a unique
sequence, put out the corresponding index of the bin (@;; ® k¥, @;p) or @; @ k}. Otherwise, declare a
decoding error. Since the legitimate receiver has k}, put out the corresponding @; from (@;; ® k}, @;»)

or ; ®k;.

to see that (W;,K;, V;, Y;, Z;) are independent of (Wj,K;, V;,Yj, Z;). Finally, note that (Wy; & K, Wip)
(W;,

B.3. Proof of Achievability

Here, note that the above encoding-decoding scheme for the achievability proof of Theorem 1
is exactly the same as that in [11], except that the transmitter transmits an “encrypted message” by
using the secret key k7. Since the legitimate receiver has k7, the decoding scheme for the achievability
proof of Theorem 1 is in fact the same as that in [11]. Hence, we omit the proof of P, < € here. It
remains to prove that limy_,.c A > R,; see the following.

e For Case 1, part of the message w; is encrypted by k7. In the analysis of the equivocation, we
drop wj> from w;. Then, the equivocation about w; is equivalent to the equivocation about k;.
Since ki = gf(¥i—1), the wiretapper tries to guess k; from §; ;. Note that for a given 2; ; and
sufficiently large N, Pr{jj;_1 € T{/\]‘ ,(Zi-1)} — 1. Thus, the wiretapper can guess j; 1 from
the conditional typical set Tﬁ ,(Zi_1). By using the above Lemma 1 and (B.2), the set T% ,(Zi-1)

. NH(Y|2)
maps into at least 2 75 (here, v = 2NH(Y|2)) k;

about K} is bounded by:

(colors). Thus, in the i-th block, the uncertainty

1

. log(1+ 6
NH(Ki |Zi—1) > H(Y|Z) — log(1 +9)

N (B.6)
Here, note that K" is uniformly distributed.
e For Case 2, the alphabet of the secret key kI equals the alphabet W; = {1,2,..,2N%}, and the

encrypted message is denoted by w; & k7. Then, by using the above Lemma 1 and (B.2), the

set Ty‘ 7 (Z;_1) maps into at least % (here, v = 2NK) ki (colors). Thus, in the i-th block, the

uncertainty about K7 is bounded by:

1

- log(1 + 6
N K Zia) 2 R 108119

N (B.7)
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Proof of limpy_,.o A > R, for Case 1:

>

HW"|Z") _ YL, HWi| W', Z")

nN nN

@ Yi, HWi|Z;, Z;_q)

nN

Yi o, HWnlZi, Zi4)

nN

o HWa|Zi, Zi 1, Wa @ K})

nN

- Y, HWin| Wi, Zi, Zi_q, Wy @ K)

—
<

nN

) Y, HWin|Wip, Zi—q, Wiy & K})

nN

(© Yo HWin|Zi1, Wa @ K})

nN

i H(K}[Zi—1, Wy ®K})

d

—
=

nN

i, H(K;|Zi_q)

nN

g " (NH(Y|Z) —log(1 +9))

nN

_ (n—1)(NH(Y|Z) —log(1+9))

nN !

(B.8)

where (a) is from W; — (Z;, Z;_1) — (W'™!,Z1=2,Z" ) (proven in the remainder of this section), (b)
is from Wiy — (Wip, Wy & K}, Zi_q1) — Z; (proven in the remainder of this section), (c) is from W,
being independent of Z; 1, Wj; & K; and W;;, (d) follows from the fact that W;; @ K} is independent

of K¥, Wiy and Z;_ and (e) is from (B.6).

Letting N — oo and n — oo, it is easy to see that:

Iim A = lim lim

H(W"|Z")

N—o0 N—o00 n—rc0 n

The proof of limy_,.o A > R, for Case 1 is completed.

Proof of limy_ye0 A > R, for Case 2:

A:
(@)

H(W"|Z")

nN
o HW|Z;,Z; )

nN

iy HWi|Zi, Zia, Wi & K})

(b)

nN
o, HW;|Zi_1, W; ® K)

nN

", H(K}|Zi—1, W; ®K)

(©)

nN
o H(KF | Zi 1)

nN
" ,(NR —log(1+9))

)
>

nN

(n—1)(NR —log(1+9))

nN !
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where (a) is from W; — (Z;, Zi_1) — (W'=1,Z"=2, Z1 ) (proven in the remainder of this section), (b)
is from W; — (W; ® K}, Z;_1) — Z; (proven in the remainder of this section), (c) follows from the fact
that W; @ K is independent of K} and Z;_1 and (d) is from (B.7).

Letting N — oo and n — oo, it is easy to see that:

n n
Iim A = lim lim I—HL|Z)

N—o0 N—00 n1—00 n

> R = R,. (B.11)

The proof of limyn_,ec A > R, for Case 2 is completed.
It remains to prove the Markov chains W; — (Z;,Zi1) — (W1, Z772,Z ) and Wy —
(Wio, Wi ® K}, Zi_1) — Z; of the proof of limy_, A > R, for Case 1 and W; — (Z;,Z;_1) —

(Wi-1,zi=2, Z ), Wi = (W; @ K¥, Z;i_q) — Z; of the proof of limy_,o A > R, for Case 2.
Proof. Proof of W; — (Z;, Zi_1) — (W'™1,Z172,Z!", ) for Case 1:

For convenience, we denote the probability Pr{V = v} by Pr{v}.

By definition, W; — (Z;, Zi—1) — (W'™!, Z/=2,Z". ) holds if and only if:

Pr{w;|z;, 21, w' 1,272,281} = Pr{w;|2;, 21 }. (B.12)
Equation (B.12) can be further expressed as:

5. 5 i—1 5i—2 zn 5 =
Pr{wi/Zi/Zifllwl x4 ’Zi+1} _ Pr{wi,zi,zi_l}

- : = B.13
Pr{z,zi_q,w'"1,272,2" |} Pr{z;,zi 1} (B-13)
It remains to calculate the joint probabilities in (B.13); see the following.
Pr{wi,Zi,Zi,l,w"*l,Zi’z,Z?H} = Pr{w',z"}
= Y Y ¥ pr{w, ", 0", 5" K"}
ﬁTl y"n I"{'n
(ﬂ) T R » » » -
= )Y ) ) pr{w, 2,0, 5, k'Y - Prizly, 0%, 01y ki )
o g fn
= Zzzpr{wi'zi' NS DIDY 2 Pr{Zl 1, 6}y1, T ki }
o g K O Tt K4
= Y Y Y pr{w', 2., K}Pr{zl )}
i ]71' i(i
2 Prizia) - Priz) (DL Y Priw 2,9, 7, K))
i gi ki
= Pr{zi+1} e 'Pr{zn}(zzzpr{f{qwilzir ﬁi/yi}Pr{wi/Zi/ 5i/gi})
ol yi ]~(i
9 Prizia} e Priz L Priw, 2,9 g
ot gi
@ bogs . s . T o
= Pr{Z} - -Pr{zn}(zzpr{zl,vl,yl}HPr{w',z;v‘,y‘})
J77=1r 71 7]
ol yi ]:2
= Pr{Zia}t - Pr{za (Y Priz on, i () Priwe, 22,02, 72}) - - (3} Priwi, 2,9, 5i})
01 02 2 b Ui
Pr{Zi1} - -Pr{Z,}Pr{z1} Pr{w,, 22} - - - Pr{w;, ;}, (B.14)

where (a) is from the fact that (! iy ot Tt 12;7 +1) are independent of (wi, g i, ]7i, 7{1'), (b) is from the

fact that Z]- is independent of Z; forall of the i +1 < j,I < nand j # I, (c) is from the fact that given w',
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z, 3 and gl’, ki is uniquely determined, and (d) follows from the fact that (2,31, 71), (w2, 22,72, 72),
«.., (wj, Z;,7;, ;) are independent.
Replacing i by i — 1, the joint probability Pr{z;,2; 1, w'~!,272, Z!' 1} can be calculated by:
Pr{z;, %1, w1, 272,20} = Pr{w'1,2"}
© pr{z) .- Priz}Pr{z}Pr{wy, 22} - Pr{w; 1,5 1), (B.15)

where (e) follows from (B.14) (replacing i by i — 1).
Substituting (B.14) and (B.15) into the left-hand side of (B.13), we have:

5. 5 i—1 zi—-2 =
Pr{wi/ Zi,Zji—1, w' /2 /Zi+1}

Pr{z,zi_q,w'"1,272,2" |}

Pr{w;, Z;}
= — B.16
Pr{z} (B-16)
Next, we need to calculate the right-hand side of (B.13); see the following,.
s s @ - -
Priw; 2,21} = Pr{w;, z;}Pr{Z; 1}, (B.17)
where (1) is from the fact that W; and Z; are independent of Z; ;.
The joint probability Pr{z;,Z; 1} is calculated by:
s 2) - -
Pr{z;, z; 1} = Pr{z;} - Pr{z; 1}, (B.18)
where (1) is from the fact that Z;is independent of Zi1.
Substituting (B.17) and (B.18) into the right-hand side of (B.13), we have:
Priw; 2,21} _ Pr{iw;, z;} (B.19)

PI’{Zl',ZZ'_l} a PT’{ZI'} ’

By checking (B.16) and (B.19), the Markov chain W; — (Z;,Z;1) — (W"1,Z72, 71 )
is proven. [
Proof. Proof of Wiy — (Wi, Wiy @ K}, Z;_1) — Z; for Case 1:
By definition, Wy — (Wi, Wy @ K¥, Z;_1) — Z; holds if and only if:
Pri{wp |wip, wiy ©k;,Zi 1,2} = Pr{wn|wp, win ®kf,Zi 1} (B.20)
Equation (B.20) can be further expressed as:

Pr{iwy, wpp, wy ©k;, 21,2} Priwp, wp, wy © k7, Z; 1}

i AR g L (B.21)
Pr{wp, wy © k¥, Zi—1,%;} Pr{wp, win ©kf, Zi—1}

It remains to calculate the joint probabilities in (B.21); see the following.

s 54 @) - .
Pri{wi, wip, wiy ®k;,Zi-1,Zi} = Pri{wn} - Pr{wp, wy © k7, 2} - Pr{Zi1}, (B.22)
where (a) is from the fact that Wj; is independent of Wj, Wy @ K, Z; and Z;_; and Z;_; is

independent of Wy, Wi & Kl*, Zi-
Similarly, we have:

- -4 () - .
Pr{wp, wy ©k;,Zi-1,%;} = Pr{wp,wy ©k;,Z;} - Pr{zi_1}, (B.23)
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where (b) is from the fact that Z;_ is independent of Wi, W;; & K} and Z;.
Substituting (B.22) and (B.23) into the left-hand side of (B.21), we have:

Priwin, wp, wiy ® K}, Zi—1,%i}
Priwp, wy @k}, 21,2}

= Pr{w; }. (B.24)
Next, we need to calculate the right-hand side of (B.21); see the following.

Pr{wj1, wip, wn k7, Zi_1} © Pr{w;j} - Pr{wp} - Pr{wj © k' } - Pr{Z;_1}, (B.25)

where (c) is from the fact that W;;, Wi, Wj; @ K and Z;_q are independent.
The joint probability Pr{w;, wy @ k},Z;_1} is calculated by:

x5 @) x .
Pl’{wiz, wi1 D ki /Zi—l} = PT{ZUQ} : Pr{wﬂ ©® ki } : PT{Zi_l}, (B.26)

where (d) is from the fact that W, W;; ® K7 and Z;_1 are independent.
Substituting (B.25) and (B.26) into the right-hand side of (B.21), we have:

Pr{wjy, wip, wiy ®k},Z;_1}
Pr{wp, wy ©kf,Zi_1}

= Pr{w; }. (B.27)

By checking (B.24) and (B.27), the Markov chain Wj; — (Wjp, Wy @K}, Z;_1) — Z;is proven. [
Proof. Proof of W; — (Z;, Z; 1) — (W1, Zi=2, 7" ) for Case 2:

Letting W, = @ and W;; = W, for all 2 < i < n, the proof of W; — (Z;,Z;i_ 1) —
(Wi’l, 7i=2, Z?H) for Case 2 is along the lines of that for Case 1, and therefore, we omit it here. [

Proof. Proof of W; — (W; ® K}, Z; 1) — Z; for Case 2:
Letting Wy, = @ and Wy; = W, for all 2 < i < n, the proof of W; — (W; & K}, Z;_1) — Z; for
Case 2 is along the lines of that for Case 1, and therefore, we omit it here. [

Thus, the direct proof of Theorem 1 is completed.
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